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 A B S T R A C T

The rapid growth of Internet of Things (IoT) technologies, particularly visual sensors such as cameras and 
drones, has resulted in increased transmission of sensitive visual data containing personally identifiable 
information (PII). Securing this data during storage and transmission (e.g., cloud or edge servers) is essential for 
maintaining privacy and security. However, existing encryption methods often face challenges due to computa-
tional overhead and vulnerability to attacks, especially on resource-limited IoT devices. To bridge this research 
gap, this paper presents SuPOR, a single-round lightweight cipher tailored for visual data protection in IoT 
environments. The SuPOR framework incorporates five fundamental cryptographic principles—Substitution,
Permutation, XOR, right circular shift, and swap—which are executed in sequential steps. These include: 
(1) constructing a secure S-box using Möbius linear transformations and Galois fields for pixel-level substi-
tution, (2) permuting the substituted pixels to improve diffusion, (3) applying a cryptographically secure 
pseudo-random number generator (CSPRNG) to generate a 64-bit one-time key for XORing, (4) performing 
right circular shifts on pixel byte arrays, and (5) executing element swaps to further obfuscate the data. 
Comprehensive security and statistical assessments demonstrate that SuPOR offers strong resistance against 
various attack vectors while maintaining minimal computational overhead, with a linear time complexity of 
𝑂(𝑛𝑚+𝑛(3×𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒)). Experimental comparisons indicate that SuPOR surpasses several state-of-the-art stream 
ciphers designed for IoT visual data, making it highly suitable for real-time, resource-constrained environments. 
The findings provide a practical and efficient solution to enhance the privacy and security of visual data in 
IoT systems, effectively safeguarding sensitive information from threats.
1. Introduction

Security is considered a critical aspect of the fast-growing Internet 
of Things (IoT) technologies due to their continuous collection and 
exchange of data over the Internet [1]. IoT technologies are widely 
used in wearable devices, smart monitoring systems (cities/homes/
buildings/vehicles), industrial control systems, health systems [2], etc. 
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These devices collect real-time data to improve decision-making, main-
tain the safety of homes and public buildings, and also to improve 
customer services [3].

Constrained IoT surveillance devices have limited resources to oper-
ate, such as memory, processing power, and energy. These devices are 
designed to perform functions with limited capabilities, making them 
lightweight and low cost but also limiting their ability to handle critical 
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security measures. The increasing prevalence of such devices in our 
daily lives calls for security measures that can operate efficiently and 
effectively within their constraints. Real-time data collection, including 
Personal Identifiable Information (PII), whether in text or visual form 
(captured through cameras, dashboard cameras, and unmanned aerial 
vehicles (UAV)), is usually transmitted and stored by third parties 
(cloud storage), which are often vulnerable to hacking and cyber at-
tacks [4]. To protect recorded information, the General Data Protection 
Regulation (GDPR) recommends ‘‘encryption’’ as the only reversible 
data protection solution for all forms of personal data [5]. Encryption 
can be applied to multimodal data [6–11] to achieve mandatory CIA 
triad-assisted security services [5]:

1. Confidentiality (C): Information that is sensitive or classified 
can only be restricted to or viewed by certain authorised indi-
viduals or systems [12].

2. Integrity (I): Ensures that the data are accurate and consistent 
before being accessed by the appropriate individuals.

3. Availability (A): Data remains available in an unmodified form 
to end users. The availability of data should not suffer from any 
attack.

For providing security, existing state-of-the-art (SOTA) ciphers (e.g., 
Advanced Encryption Standard (AES)) are computationally expensive 
due to their complex and repeated rounds of encryption [13]. With 
these devices’ low voltage and short battery life, complex ciphers sig-
nificantly reduce their operation time by rapidly draining the batteries. 
To address the security and computational challenges associated with 
protecting stored and captured visual data by IoT devices, the following 
research questions (RQs) are addressed in this paper:

RQ1: What type of cryptographic principles are mandatory to 
design a reliable lightweight stream cipher to secure visual data 
(in full or partial form) on constrained IoT devices?
RQ2: How to measure the security robustness of the designed 
lightweight stream cipher against vulnerable differential attacks, 
key modification attacks, slide attacks, brute-force attacks, and 
chosen-plaintext attacks?

1.1. Motivations and contributions

Strong encryption is required to safeguard sensitive personally iden-
tifiable information during real-time data transfer to edge/cloud servers 
due to the growth of visual surveillance IoT devices. However, current 
stream ciphers are either too computationally demanding for IoT 
devices with limited resources or are susceptible to chosen-plaintext, 
brute-force, and differential attacks. By combining substitution-
permutation-XOR-shift-swap operations into a single-round lightweight 
stream cipher, the proposed SuPOR (Substitution-Permutation-XOR-
Circular_shift-Swap) framework fills the gap. SuPOR optimises for linear 
time complexity, has low memory overhead, and has demonstrable 
attack resistance, guaranteeing compliance, effectiveness, and security 
for dynamic visual data in IoT ecosystems. Furthermore, in response 
to the aforementioned RQs, the paper contributions are summarised as 
follows:

• Lightweight Stream Cipher: This paper proposes a lightweight 
stream cipher SuPOR for securing IoT-captured visual data using 
five cryptographic principles in a single round.

• Security Analysis: We validate SuPOR robustness against differ-
ential attacks and brute-force/key-guessing attacks and achieve 
faster encryption with minimal memory overhead. For GDPR 
compliance, we propose an S-box and masked visual data based 
on the Möbius transformation that supports both naïve and selec-
tive encryption modes for dynamic visual surveillance.
2 
• Performance Evaluation: SuPOR is extensively tested through 
different analyses such as security analysis, statistical analysis, 
computational cost analysis and comparative analysis with ex-
isting security approaches. Usually, stream ciphers are designed 
and tested for partial/selective encryption. However, SuPOR is 
evaluated for both naïve and selective encryption on real-time 
videos.

1.2. Paper structure

The remainder of this paper is organised as follows; Section 2 
describes the related pieces of literature on cryptography and the sub-
stitution box (S-box). Section 3 presents the methodology for designing 
the lightweight cipher (SuPOR) along with the design of the S-box, 
evaluation, pseudocode, and computational complexity. Section 4 out-
lines the attributes of the SOTA stream ciphers with their operations. 
Section 5 discussed the dataset and test-bed configuration specifications 
and elaborated on the results of implementing SuPOR, security, statis-
tical, and computational cost analysis of SuPOR in comparison with 
SOTA ciphers, also with limitations and future work. The conclusion 
is discussed in Section 6.

2. Background and literature survey

This section reviews the background and current studies on encryp-
tion, ciphers, and the substitution box.

2.1. Types of encryption and ciphers

Cryptography describes both encryption (securing) and decryption 
(retrieving) processes for data protection. As discussed previously, 
encryption is a reversible way of encoding data to an unreadable 
format so that only approved individuals can decode it. Encryption 
can be performed as Naïve (or Full) encryption (NE) and selective 
encryption (SE) [14]. In NE, the video is fully encrypted but uses 
more memory and computational time [15], while in SE, the important 
areas in the video are encrypted, like moving objects [11], faces [16], 
motion, and texture with less memory and computation. The SE usually 
implements a detection algorithm such as the Gaussian mixture method 
(GMM) [17], optical flow (OF) [18], advanced flow of motion detection 
(AFOM) [19], and others that will select the essential area in the video.

Encryption is categorised into asymmetric and symmetric types. 
Asymmetric encryption uses a public key for encryption and a private 
key for decryption [20], while symmetric encryption uses a single key 
for both encryption and decryption [21]. Symmetric encryption is faster 
than asymmetric encryption [22], making symmetric encryption ideal 
for IoT devices. In addition, symmetric encryption is classified into 
block ciphers and stream ciphers with key lengths, and generating 
mechanisms determine their strength [21].

In the stream cipher, the pixel digits are encrypted by applying 
time-varying transformations to the video data. The stream cipher uses 
the confusion principle, the XOR operative, and converts data into one 
byte (8 bits) at a time before encryption. However, the block cipher 
encrypts fixed-size pixel digits as a block using both diffusion and 
confusion principles. Usually, blocks are divided into octaves (64-bit 
or 128-bit) [23]. Different block and stream ciphers for IoT with their 
limitations are discussed in [24,25]. A brief overview of existing SOTA 
ciphers is given below.

Daniel Bernstein [26] created Chacha20, a stream cipher that per-
forms four quarter rounds of encryption using an integer addition 
module, bitwise exclusive-or (XOR), and n-bit left rotation each 20 
times. This gives a total of 80 quarter-rounds with a 256 bits key length. 
Salsa20, a stream cipher was also developed by Daniel Bernstein [27] 
with a 256-bit key length in 20 rounds of operation. Salsa20 uses 32-bit 
addition, 32-bit XOR, and constant distance of 32-bit rotation. Salsa20 
was found to be highly vulnerable to the differential power analysis 
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(DPA) attack. The authors [28] discussed Rivest Cipher (RC4) as a 
stream cipher developed by Ron Rivest. It uses a key size of 40–2048 
bits. RC4 runs very quickly in software and was considered secure until 
the BEAST attack exposed its vulnerabilities.

The blowfish block cipher [29] was designed with a 64-bit block 
size, 16 rounds of encryption, 32-bit to 448-bit keys varying in sizes 
with 4 S-boxes. Blowfish is vulnerable to plain-text attacks and birthday 
attacks. PRESENT [30] is a lightweight block cipher with a block size 
of 64-bit and 80-bit or 128-bit keys. 64-bit block ciphers are prone to 
block collisions, and a truncated differential attack affected 26rounds of 
PRESENT. The industry standard cipher Advanced Encryption Standard 
(AES) [13] is a block cipher that implements 128, 192, 256 bits key 
lengths and 10, 12, and 16 rounds, respectively. Each round includes 
sub-byte substitution, shiftrows, mixcolumns and add round key. One of 
the AES encryption modes is Ciphertext Feedback (CFB) which can be 
implemented as a stream cipher. AES is NIST (National Institute of Stan-
dards and Technology) [31] approved and [22,32] recommended AES 
for video encryption. However, AES has complex rounds of operation 
and has proven to be computationally expensive for battery-operated 
devices.

All discussed ciphers have limitations with respect to security or 
efficiency for IoT devices. Considering it, this paper proposes an effi-
cient and robust cipher ‘‘SuPOR’’ and its effectiveness for IoT cameras is 
proved by comparing it with the SOTA (AES-CFB, Chacha20, Salsa20, 
and XOR) ciphers.

2.2. Substitution box (S-box)

Substitution (bytes/pixels) is the strongest security principle of 
robust ciphers. S-boxes play a pivotal role in creating confusion and 
are designed to ensure that the relationship between the plaintext and 
the ciphertext is as complex and non-linear as possible. This makes it 
difficult for attackers to learn any information about the plaintext from 
the ciphertext, or to make any progress in breaking the cipher through 
brute-force attacks. The literature shows the variety of implementations 
of S-boxes by researchers.

The authors [33] designed a dynamic and key-dependent S-box 
using a linear trigonometric transformation. The nonlinearity analysis 
of the S-box gave a minimum of 110 and a maximum of 112, with 
an average strict avalanche criterion (SAC) of 0.506. This algorithm 
was applied to images and not videos. The authors [34] used a 3D 
plasma system that split into several independent chaotic attractors 
to design an S-box. The result of the nonlinearity is a minimum of 
104 and a maximum of 110, while the SAC value is an average of 
0.4978. This research did not implement the S-box with an encryption 
algorithm. The study [35] implemented S-box using a new compound 
chaotic system method. This method has a minimum nonlinearity of 
104 and a maximum of 110. The average result of SAC was 0.49937. 
The authors [36] proposed three different types of S-box based on 
genetic algorithm. The first S-box had the best nonlinearity value of 105 
minimum and 110 maximum and an average of 0.5197 for the SAC. The 
study [37] designed an S-box using a fractional linear transformation. 
This method implemented the Galois field with 112 as its minimum 
and maximum nonlinearity value. The average SAC was 0.510254. 
The research work [38] developed an S-box based on 2D multiple 
collapse chaotic maps with a selective self-scrambling. This method 
had a nonlinearity value of 106 minimum and 108 maximum. An 
average SAC value of 0.4673. An S-box was designed by [39] using 
a square polynomial transformation and permutation. The minimum 
and maximum nonlinearity values are 110 and 112, respectively, with 
an average value of SAC of 0.5. Using a Möbius transformation and a 
bit-wise shift permutation, [7] created an S-box with an SAC average 
of 0.5044, and a nonlinearity of 112, respectively.

This paper proposes a lightweight stream cipher; thus, we imple-
mented the linear fractional (Möbius) transformations for the S-box 
design. This linear transformation is particularly used in lightweight 
cryptography for low-power devices. The detail of the implemented 
S-box is elaborated in Section 3.
3 
3. Proposed cipher design

This section presents the methodology for the proposed lightweight 
stream cipher to protect visually captured data by IoT devices. This sec-
tion also evaluates the designed S-box, pseudocode, and computational 
complexity.

Fig.  1 shows the methodology of the proposed SuPOR cipher with 
five steps of cryptographic operations, including key generation steps. 
The SuPOR cipher takes one video frame at a time for pixel encryption 
and first performs a pixel substitution by replacing the video pixels 
with the designed S-box. Secondly, a pixel permutation is applied by 
shuffling the substituted video pixels. Thirdly, the result is then XORed 
with a randomly generated 64-bit one-time key length, and the output 
is converted to a byte array. Fourthly, a pixel right circular shift was 
used in the outcome, and Fifth, pixel swapping was performed on the 
video pixels. These steps are elaborated below.

3.1. Pixel substitution

An S-box is a component used in many cryptographic algorithms 
to perform a non-linear substitution of input values. It takes a fixed 
number of input bits and produces a corresponding fixed number of 
output bits, according to a predefined substitution table. In this step, 
a new substitution box (S-box) was designed, and the video pixels are 
substituted with the S-box values to allow confusion and diffusion ef-
fects in the ciphertext. The strength of a cryptosystem [40] is primarily 
determined by its ability to withstand attacks (differential), so a strong 
S-box is mandatory to construct a robust cipher.

3.1.1. The S-box design
The S-box was constructed by applying Möbius transformations and 

Galois fields. The Möbius transformations are represented in (1) in 
matrix form, consisting of translation, inversion, rotation, and dilation, 
as given in (2). 

𝛷(𝑥) ≈
(

𝑎 𝑏
𝑐 𝑑

)(

𝑥
1

)

(1)

𝑓1(𝑥) = 𝑥 + 𝑑
𝑥

𝑓2(𝑥) =
1
𝑥

𝑓3(𝑥) = − 𝑎𝑑 − 𝑏𝑐
𝑐2

⋅ 𝑥

𝑓4(𝑥) = 𝑥 + 𝑎
𝑐

(2)

From (2) multiply the functions to generate the Möbius transforma-
tion formula in (3). 

𝑓4(𝑥) ⋅ 𝑓3(𝑥) ⋅ 𝑓2(𝑥) ⋅ 𝑓1(𝑥) = 𝑓 (𝑥) = 𝑎𝑥 + 𝑏
𝑐𝑥 + 𝑑

(3)

Step 1: Considering the projective general linear group (𝐺𝐿) with 
coefficients 𝐹  according to (4) where 𝑛 = 2 and 𝐹 = set of finite fields, 
can be treated as fractional linear transformations. 
𝐺𝐿(𝑛, 𝐹 ) (4)

The video pixels’ value range from 0 to 255; thus, let 𝐹  in (4) be 
set of Galois field with degree 8 to give a result ranging from 0 to 255 
as represented in (5) where 𝑝 = 2 and 𝑛 = 8

𝐹 = 𝐺𝐹 (𝑝𝑛) ⇒ 𝐹 = 𝐺𝐹 (28) (5)

Eq.  (5) has a set of 30 different irreducible polynomials to construct 
finite fields, and 𝑃 (𝑛) = 𝑥8+𝑥6+𝑥5+𝑥4+1 was randomly selected. The 
irreducible polynomial has square-free, monic, primitive, irreducible, 
and non-linear properties. However, the finite fields were calculated 
using (6). 

𝐺𝐹 (28) =
Z{0, 1}
𝑃 (𝑛)

(6)
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Fig. 1. Methodology of the proposed SuPOR Cipher.
Table 1
S-box construction using Möbius transformations.
 𝑥 𝑓 (𝑥) = 𝑎𝑥+𝑏

𝑐𝑥+𝑑
𝑆 − 𝑏𝑜𝑥𝐸𝑙𝑒𝑚𝑒𝑛𝑡𝑠 

 0 𝑓 (0) = 45(0)+25
8(0)+4

90  
 1 𝑓 (1) = 45(1)+25

8(1)+4
212  

 2 𝑓 (2) = 45(2)+25
8(2)+4

174  
 253 𝑓 (253) = 45(253)+25

8(253)+4
252  

 254 𝑓 (254) = 45(254)+25
8(254)+4

171  
 255 𝑓 (255) = 45(255)+25

8(255)+4
42  

Substituting (6) into (5) and also substituting (5) into (4) gives (7)

𝑃𝐺𝐿(2,
Z{0, 1}
𝑃 (𝑛)

) (7)

Step 2: Apply the Möbius transformations on (7) where 𝑎, 𝑏, 𝑐, 𝑑 ∈
𝐺𝐹 (28) and 𝑎𝑑 − 𝑏𝑐 ≠ 0. The selected values are shown in (8) where 
x ranges from 0 to 255, as shown in Table  1

𝑓 (𝑥) = 𝑎𝑥 + 𝑏
𝑐𝑥 + 𝑑

⇒ 𝑓 (𝑥) = 45𝑥 + 25
8𝑥 + 4

(8)

As a result of applying the Möbius transformations to 𝑥 from 0 to 
255, the result of the S-box generated for the pixel substitution can be 
seen in Table  2.

3.1.2. Statistical analysis of the S-box
There are several statistical criteria that can be used to test the 

strength of an S-box, these are (a) nonlinearity, (b) strict avalanche 
criteria (SAC), and (c) bit independence criteria (BIC). The designed 
S-box was tested with these criteria.

Nonlinearity: This causes the output of the S-box to be uncertain 
by providing resistance against linear and differential attacks [37]. The 
nonlinearity of the S-box is calculated using the Walsh spectrum in (9). 
Nonlinearity is related to performance and the higher it is, the better. 
The nonlinearity result of the S-box is shown in Table  3.
4 
𝑁𝐿 = 1
2
(2𝑛 −𝑊𝐻𝑇 (𝑀𝑎𝑥(𝑓 )) (9)

Strict Avalanche Criteria (SAC): The SAC implies that if any input 
bit is flipped, then exactly half of the output bits should change; 
hence ≥ 0.5 is considered better. This is used to measure how much 
confusion there is between the key and the cipher-pixels. The result of 
the proposed S-box SAC is rounded in the third place and is analysed 
in Table  4 with an average of 0.5054.

Bit Independence Criteria (BIC): According to BIC, each input bit 
‘‘𝑖’’ should invert independently for all the output bits ‘‘𝑗’’ and ‘‘𝑘’’. This 
examines the correlation between the pixels and the cipher-pixels bits. 
This article performs the BIC for the nonlinearity in Table  5 and the 
SAC in Table  6 with values rounded off at 3rd place.

3.2. Pixel permutation

In this step, the order and pattern of the substituted pixels were scat-
tered without repetition as stated in (10) where ∈ represents elements 
of natural numbers N, 𝑃𝑟(𝑛, 𝑞) is the permutation function, 𝑛 is the total 
of elements (256) and 𝑞 is the number of chosen elements (256). 
𝑛, 𝑞 ∈ N → 𝜇11, 𝜇12, 𝜇13,… , 𝜇1𝑞 , 𝜇21,… , 𝜇𝑛−1𝑞, 𝜇𝑛1, 𝜇𝑛2, 𝜇𝑛3,… , 𝜇𝑛𝑞

𝑓𝑝𝑒𝑟 ∶→ 𝑃𝑟(𝑛, 𝑞) =
(𝑛 − 𝑞)!

𝑛!
(10)

3.3. Pixel XOR and key generation

This section discusses the key generation process and the question 
of combining the pixel with the key.

3.3.1. Key generation
In this algorithm, the encryption key was generated with two 64-

bit random one-time integers produced by a cryptographically se-
cure pseudo-random number generator (CSPRNG); these numbers are 
XORed with each other to produce a single key value as shown in (11). 
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Table 2
S-box implemented for pixel substitution.
 90 212 174 70 15 39 209 87 0 127 66 173 46 231 255 189 
 137 115 124 183 236 248 191 198 175 226 24 155 86 223 150 220 
 121 216 77 144 47 208 120 172 93 135 188 35 68 82 103 234 
 163 74 28 49 143 184 119 25 160 247 17 88 204 105 101 186 
 91 116 22 193 80 166 197 246 187 130 96 97 5 149 21 237 
 113 131 11 13 34 219 69 57 58 239 123 207 29 72 138 106 
 200 26 170 118 146 228 9 217 134 33 148 202 240 40 125 7  
 107 43 84 16 179 222 3 182 177 6 159 111 44 55 249 89  
 213 73 136 181 51 41 32 12 27 141 224 19 199 110 142 151 
 99 20 251 30 61 133 36 1 95 158 83 227 56 92 168 129 
 242 117 59 169 31 165 162 132 122 98 180 229 2 67 190 140 
 48 221 192 201 81 178 250 241 147 79 253 8 164 53 102 65  
 195 4 206 238 114 232 100 63 176 50 254 161 38 210 128 78  
 185 157 85 62 37 225 145 214 215 139 156 71 18 108 211 194 
 196 64 152 75 112 233 218 23 235 244 104 153 167 60 109 203 
 126 205 76 10 54 94 154 52 245 230 45 14 243 252 171 42  
Table 3
Nonlinearity result of the proposed S-box.
 𝑆0 𝑆1 𝑆2 𝑆3 𝑆4 𝑆5 𝑆6 𝑆7 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 
 112 112 112 112 112 112 112 112 112  
Table 4
SAC for the proposed S-box.
 0.547 0.484 0.500 0.485 0.531 0.469 0.516 0.547 
 0.485 0.500 0.484 0.531 0.516 0.516 0.547 0.547 
 0.500 0.484 0.531 0.516 0.516 0.531 0.547 0.484 
 0.484 0.531 0.516 0.500 0.484 0.516 0.484 0.500 
 0.531 0.516 0.500 0.484 0.516 0.516 0.500 0.484 
 0.516 0.500 0.484 0.500 0.453 0.531 0.484 0.531 
 0.500 0.484 0.500 0.453 0.484 0.547 0.531 0.516 
 0.484 0.500 0.453 0.531 0.500 0.469 0.516 0.500 

Table 5
BIC for the proposed S-box nonlinearity.
 0 112 112 112 112 112 112 112 
 112 0 112 112 112 112 112 112 
 112 112 0 112 112 112 112 112 
 112 112 112 0 112 112 112 112 
 112 112 112 112 0 112 112 112 
 112 112 112 112 112 0 112 112 
 112 112 112 112 112 112 0 112 
 112 112 112 112 112 112 112 0  

Table 6
BIC for the proposed S-box SAC.
 0 0.500 0.500 0.500 0.500 0.500 0.500 0.500 
 0.500 0 0.495 0.495 0.509 0.509 0.463 0.463 
 0.500 0.495 0 0.495 0.486 0.519 0.486 0.519 
 0.500 0.495 0.495 0 0.522 0.474 0.474 0.522 
 0.500 0.509 0.486 0.522 0 0.509 0.486 0.522 
 0.500 0.509 0.519 0.474 0.509 0 0.474 0.519 
 0.500 0.463 0.486 0.474 0.486 0.474 0 0.463 
 0.500 0.463 0.519 0.523 0.523 0.519 0.463 0  

CSPRNG offers effective cryptographic security for random numbers, 
and a Python module ‘‘secrets’’ was employed to generate the 64 − bit
random key. The key is not reused throughout the encryption process; 
thus, this prevents power or timing side-channel attack, because an 
attacker cannot predict the key, given its one-time use. 
264 = 𝑟𝑎𝑛𝑑𝑜𝑚(0, 264)

⨁

𝑟𝑎𝑛𝑑𝑜𝑚(0, 264) (11)

3.3.2. NIST test for key generation
The NIST (National Institute of Standards and Technology) random 

bit generation test is a series of statistical tests used to evaluate the 
random bit sequences produced by the CSPRNG generator, ensuring the 
security of cryptographic protocols [41]. The guidelines and full details 
of these tests are provided in the NIST SP 800-22 [41]. To pass, the 𝑝-
value must be greater than 0.025. In this paper, four keys generated 
5 
by the SuPOR cipher were randomly selected to assess their statistical 
randomness and strength using the frequency (monobit) and runs test 
suite from NIST SP 800-22. The results are presented in Table  7, which 
indicates that the CSPRNG numbers passed the tests.

3.3.3. Mask-based key storage
The proposed SuPOR cipher generates its key once without reusing 

and stores the randomly generated 64-bit key by masking the pixels in 
each frame for naïve or selective encryption, and stores the keys in the 
respective masked pixels as shown in (12). 
𝑚𝑎𝑠𝑘𝑒𝑑 → 𝑛𝑝.𝑧𝑒𝑟𝑜𝑠(𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒)

𝑚𝑎𝑠𝑘𝑒𝑑 ← 𝑘𝑒𝑦
(12)

The masked-key frames are saved as a video and are securely stored 
separately in an immutable hardware wallet or vault, which is loaded 
along with the encrypted videos for decryption. Another encryption 
that uses a one-time key is the One-time Pad (OTP) [42], a randomly 
generated, secure, unbreakable encryption commonly used with text 
data. An OTP is always the same length as the text, and its key is 
typically stored on a pad [43]. However, the advantage of SuPOR over 
OTP is that it is applied to visual data, with a 64−bit key for each pixel 
in the video frame, and these keys are stored using masked-based key 
storage.

3.3.4. Pixel XOR
The video colour resolutions are mostly 8-bit, giving a colour shade 

of 28 with a total of 256. This means that the colours will fall in the 
range of 0 to 255.

In this step, each of the colour values generated from the output of 
the pixel permutation was XORed with the randomly generated 64-bit 
one-time key, and then the result is converted to a byte array as shown 
in (13). 
𝑝𝑋𝑂𝑅 = 𝑓𝑝𝑒𝑟

⨁

𝑘𝑒𝑦

𝑓𝑋𝑂𝑅 ∶→ 𝑝𝑋𝑂𝑅 ⟺ 𝑏𝑦𝑡𝑒𝑎𝑟𝑟𝑎𝑦
(13)

3.4. Pixel right circular-shift

Applying the right circular-shift, the last position elements of the 
byte array are reintroduced at the first position as the elements are 
shifted across an axis as shown in (14) where 𝑛 is the byte array to 
rotate, 𝑑 is the rotation space =9, and 𝑏𝑙 is the length of the byte array 
of 255. 
𝑓𝑐𝑖𝑟 ∶→ (𝑛 ≫ 𝑑)|(𝑛 ≪ (𝑏𝑙 − 𝑑)) (14)
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Table 7
The monobit and runs NIST statistical test on the generated key.
 CSPRNG Monobit test Status Runs test Status 
 number 𝑝-value 𝑝-value  
 11205419218665563072 0.61708 Pass 0.97477 Pass  
 12472443624617409606 1.00000 Pass 1.00000 Pass  
 10173069113912321367 0.80259 Pass 0.79475 Pass  
 4649277161804844773 0.89974 Pass 0.90050 Pass  
3.5. Pixel swap

This is an exchange of the positions of the byte array obtained from 
the previous step with each other as described in (15). 
𝑓𝑠𝑤𝑎 ∶→ 𝐴,𝐵 = 𝐵,𝐴 (15)

3.6. Decryption of  SuPOR cipher

The decryption process of SuPOR for retrieving the original data is 
the reverse of its encryption process shown in Fig.  1.

3.7. Complexity computation of  SuPOR (per video frame)

The pseudo-code representation of the proposed SuPOR cipher is 
presented in the ‘‘Algorithm 1’’. The SuPOR algorithm consists of 
multiple steps per frame, Step 1 loops through every pixel of the 
frame to replace with the S-box values, therefore, consumes 𝐵𝑖𝑔(𝑂) =
𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒, for 𝑓𝑟𝑎𝑚𝑒_𝑤𝑖𝑑𝑡ℎ×𝑓𝑟𝑎𝑚𝑒_ℎ𝑒𝑖𝑔ℎ𝑡 video. Step 2 performs pixel 
permutation which takes 𝐵𝑖𝑔(𝑂) = 𝑛, for the number of pixels 𝑛. Step 
3 loops through every pixel of the frame to XOR the pixels with the 
key and generate a byte array frame of the same size; therefore, the 
time complexity of this step is 𝐵𝑖𝑔(𝑂) = 𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒, for 𝑓𝑟𝑎𝑚𝑒_𝑤𝑖𝑑𝑡ℎ ×
𝑓𝑟𝑎𝑚𝑒_ℎ𝑒𝑖𝑔ℎ𝑡 video. In Step 4, the algorithm performs a circular right 
shift on the byte array pixels which results in 𝐵𝑖𝑔(𝑂) = 𝑛 × 𝑚, for 𝑛
number of pixels (byte-array) and 𝑚 number of rotation places. Step 5
loops through the frame and performs a swap on the position of the byte 
array which takes 𝐵𝑖𝑔(𝑂) = 𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒, for 𝑓𝑟𝑎𝑚𝑒_𝑤𝑖𝑑𝑡ℎ×𝑓𝑟𝑎𝑚𝑒_ℎ𝑒𝑖𝑔ℎ𝑡. 
This sums up to 𝐵𝑖𝑔(𝑂) = 𝑛𝑚+ 𝑛(3×𝑓𝑟𝑎𝑚𝑒𝑠𝑖𝑧𝑒) which is approximately 
a linear-time complexity.

4. Evaluation

This section describes the experimental details and the characteris-
tics of the SOTA ciphers.

A complete IoT testbed was configured for the experiments using 
Raspberry Pi 4 [44] and Intel NUC mini computers [45]; specifications 
are provided in Table  8. SuPOR and SOTA stream ciphers were imple-
mented on the IoT testbed in the Python programming language. The 
experiments were carried out on a dataset of six (06) publicly available 
videos (fixed camera/static (04) and moving cameras/dynamic (02)) 
from the databases [46–48]. Each selected test video has varying 
features, that is, colours, motion activity, and spatial information. The 
properties of these test videos are described in Table  9.

4.1. Attributes of the SOTA stream ciphers

As mentioned in the introduction section, the SOTA stream ciphers, 
i.e., Chacha20, AES-CFB, Salsa20 and XOR were also computed for 
performance testing of the proposed SuPOR stream cipher. AES is a 
well-known industry standard and can be operated as both block cipher 
and stream cipher depending on the mode selected. For video experi-
ments in this paper, AES with CFB mode (a stream cipher mode) was 
implemented. CFB mode was chosen because of its self-synchronising 
properties for video streams. The analysis of the SOTA stream ci-
phers is based on the number of operations, rounds, and cryptography 
principles executed as shown in Table  10.
6 
Algorithm 1: Pseudo-code of SuPOR stream cipher
Input: A video frame
Output: Video with SuPOR encryption
Data: Load Video from path
while 𝑣𝑖𝑑𝑒𝑜 == True do

/* Step 1: Pixel Substitution  */
for 𝑖 𝑖𝑛 𝑟𝑎𝑛𝑔𝑒 𝑙𝑒𝑛(𝑓𝑟𝑎𝑚𝑒_𝑝𝑖𝑥𝑒𝑙𝑠) do

𝑝𝑖𝑥𝑒𝑙 ← (𝑆 − 𝑏𝑜𝑥)
𝑓𝑟𝑎𝑚𝑒_𝑝𝑖𝑥𝑒𝑙𝑠[𝑖] ← 𝑝𝑖𝑥𝑒𝑙[𝑓𝑟𝑎𝑚𝑒_𝑝𝑖𝑥𝑒𝑙𝑠[𝑖]]

/* Step 2: Pixel Permutation  */
𝑝𝑖𝑥 ← 𝑎𝑟𝑟𝑎𝑦(𝑓𝑟𝑎𝑚𝑒_𝑝𝑖𝑥𝑒𝑙𝑠)
𝑖𝑛𝑑 ← 𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛(𝑙𝑒𝑛(𝑝𝑖𝑥))
𝑠ℎ𝑢𝑓𝑓𝑙𝑒 ← 𝑝𝑖𝑥[𝑖𝑛𝑑].𝑛𝑝.𝑢𝑖𝑛𝑡8

/* Step 3: Pixel XOR  */
𝑘1 ← 𝑠𝑒𝑐𝑟𝑒𝑡𝑠.𝑟𝑎𝑛𝑑𝑏𝑖𝑡𝑠(64)
𝑘2 ← 𝑠𝑒𝑐𝑟𝑒𝑡𝑠.𝑟𝑎𝑛𝑑𝑏𝑖𝑡𝑠(64)
𝑘𝑒𝑦 ← 𝑘1

⨁

𝑘2
for 𝑖𝑛𝑑𝑒𝑥 , 𝑣𝑎𝑙𝑢𝑒𝑠 𝑖𝑛 𝑒𝑛𝑢𝑚𝑒𝑟𝑎𝑡𝑒 𝑠ℎ𝑢𝑓𝑓𝑙𝑒 do

𝑠ℎ𝑢𝑓𝑓𝑙𝑒[𝑖𝑛𝑑𝑒𝑥] ← 𝑣𝑎𝑙𝑢𝑒𝑠
⨁

𝑘𝑒𝑦
𝑓𝑟𝑎𝑚𝑒_𝑏𝑦𝑡𝑒 ← 𝑏𝑦𝑡𝑒𝑎𝑟𝑟𝑎𝑦(𝑠ℎ𝑢𝑓𝑓𝑙𝑒)

/* Step 4: Pixel Right Circular-shift  */
𝑐𝑖𝑟𝑐𝑢𝑙𝑎𝑟 ← (𝑓𝑟𝑎𝑚𝑒_𝑏𝑦𝑡𝑒, 𝑟𝑜𝑡𝑎𝑡𝑖𝑜𝑛𝑠𝑝𝑎𝑐𝑒 = 9)

/* Step 5: Pixel Swap  */
for 𝑗 𝑖𝑛 𝑟𝑎𝑛𝑔𝑒 (𝑙𝑒𝑛(𝑐𝑖𝑟𝑐𝑢𝑙𝑎𝑟), 2) do

if (𝑗 < 𝑙𝑒𝑛(𝑐𝑖𝑟𝑐𝑢𝑙𝑎𝑟)) then
𝑓𝑟𝑎𝑚𝑒_𝑠𝑤𝑎𝑝[𝑖], 𝑓𝑟𝑎𝑚𝑒_𝑠𝑤𝑎𝑝[𝑖 + 1] ← 𝑐𝑖𝑟𝑐𝑢𝑙𝑎𝑟[𝑖 + 1], 𝑐𝑖𝑟𝑐𝑢𝑙𝑎𝑟[𝑖]

𝑐𝑣2.𝑑𝑒𝑠𝑡𝑜𝑟𝑦𝐴𝑙𝑙𝑊 𝑖𝑛𝑑𝑜𝑤𝑠()
𝑣𝑖𝑑𝑒𝑜.𝑟𝑒𝑙𝑒𝑎𝑠𝑒()
Output: Encrypted video frame with SuPOR

Table 8
Experimental set up for SuPOR.
 Device Raspberry Pi 4 Intel NUC  
 Model Model B (Rev 1.1) NUC11TNHi7  
 Processor ARMV7 rev3(v7l) Core i7-1165G7 Quad-core 
 System speed 1.50 GHz 2.80 GHz × 8  
 Installed RAM 4.0 GB 16.0 GB  
 Operating system Linux Ubuntu 22.04.2 LTS  
 Graphics VideoCore VI GPU TGL GT2  

Table 9
Properties of the datasets used for the experiments.
 Video file Size (MB) Resolution Time (s) Background Frame count 
 Highway 2.70 1280 × 720 5 Static 127  
 PET 0.99 768 × 576 12 Static 84  
 Ped 2.43 854 × 480 11 Static 265  
 Mall 2.35 960 × 540 12 Static 200  
 Horse_move 4.29 860 × 484 5 Dynamic 126  
 Safari 6.00 1280 × 720 5 Dynamic 120  

4.1.1. Operations per cipher
The number of operations executed in each round of the ciphers 

is given in Table  10. The total amount of operations performed on a 
single video frame is given in (16). Here, (𝑂𝐸) is the execution of the 
operations and  (𝑂𝐸) is the total number of operations executed. 
 (𝑂𝐸) = 𝑂𝐸_𝑖𝑛_𝑎_𝑅𝑜𝑢𝑛𝑑 × 𝑅𝑜𝑢𝑛𝑑𝑠 (16)

It can be easily confirmed from (16) that the total number of oper-
ations in each frame depends on the number of rounds. Ciphers with 
more rounds need to execute more operations (with a huge number 
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Table 10
Attributes of SOTA stream ciphers.
 Ciphers Operations Rounds Cryptography principles  
 in each round  
 AES-CFB 4 (5 in last round) 10 SubBytes, ShiftRows, MixColumns, Add round key  
 Chacha20 3 20 Addition module, Bitwise exclusive-or (XOR), N-bit left rotation  
 Salsa20 3 20 32-bit addition, 32-bit XOR, Constant-distance of 32-bit rotation  
 XOR 1 1 Bitwise exclusive-or (XOR)  
 Proposed SuPOR 5 1 Substitution, Permutation, Bitwise exclusive-or (XOR), Right circular shift, Swap 
Table 11
Visual representation of the original (O), naïve encrypted (NE), and selectively encrypted (SE) frames using SuPOR cipher.
of instructions) per round, making them computationally expensive in 
comparison with proposed SuPOR which is a single-round cipher.

5. Results and discussion

This section examines the visual result and resistance of SuPOR to 
various attacks with reasonable computational cost, and the compara-
tive evaluation of SOTA ciphers with SuPOR.

5.1. Visual results of  SuPOR cipher

The visual results of the implementation of our SuPOR cipher in the 
surveillance videos are given in Table  11. According to Table  11, each 
video frame is selected from the videos tested derived from static and 
dynamic IoT camera devices by showing the original frame in row 1 
(a(1 - 6)). The results show the naïve encryption and selective (fore-
ground (FG)) encryption (SE) of the frames using SuPOR cipher in row 
2 (b(1 - 6)) and row 3 (c(1 - 6)), respectively. SE is applied to moving 
objects (FG) in videos that were extracted (before encryption) using 
the Gaussian mixture method (GMM) [17] for static background videos 
and Advanced Flow of Motion Detection (AFOM) [19] for dynamic 
background videos.

5.2. Security analysis of  SuPOR cipher

This sub-section discusses the security paradigm of SuPOR based on 
the different following attacks:

5.2.1. Padding oracle attacks
This attack uses the padding validation of an encrypted message 

to decrypt it using a ‘‘padding oracle’’ who responds to queries about 
whether a message is correctly padded or not. SuPOR performs en-
cryption only on the available number of pixels in the frame without 
padding, thus preventing padding oracle attacks.
7 
5.2.2. Slide attacks
The slide attack works by analysing the key schedule and exploiting 

its weaknesses to break the cipher. This is common with encryption that 
applies key repetition in a cyclic manner [49].

SuPOR cipher implemented a randomly generated key once and 
does not repeat these keys, making it secure against slide attacks.

5.2.3. Key sensitivity attacks
The purpose of this technique is to test whether a slight modification 

of the secret key can decrypt the video frame. This test was applied to 
two different video frames (highway frame 110 and horse_move frame 
95) as shown in Fig.  2. Fig.  2 (a1) and (b1) with a modified encryption 
key for decryption, did not reproduce or correlate with the original 
frame as shown in Fig.  2(a) and (b), therefore, a change in the key 
cannot decrypt the video frames. This implies that theSuPOR cipher can 
withstand the key modification attack.

5.2.4. Chosen plaintext attacks
In this attack, the attacker can determine the ciphertext for any 

arbitrary plaintext by analysing the encryption of the plaintext to 
find the corresponding ciphertext, thus compromising the encryption 
scheme’s security. SuPOR was tested against this attack by choosing a 
plain video (white pixels) and thereby encrypting it and checking if an 
attacker can predict what the encrypted video pixels are from the plain 
video pixels, as shown in Fig.  3. Fig.  3(b) confirms that an attacker 
cannot predict or analyse information about pixels since there is no 
interconnection with Fig.  3(a).

5.2.5. Key guessing or brute-force attacks
This involves cracking the encryption key using trial and error 

methods until the correct key is revealed. The key implementation 
in SuPOR cipher randomly generates two different 64-bit one-time 
integers with CSPRNG which are then XORed together and applied to 
each of the pixels given 264+𝑡𝑜𝑡𝑎𝑙_𝑝𝑖𝑥𝑒𝑙_𝑛𝑢𝑚𝑏𝑒𝑟. The horse_move video has 
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Fig. 2. Key sensitivity attack on test videos (a, b) Original (O) video frames, (a1, b1) Decrypted video frame with key modification, (a2, b2) Decrypted video frame without key 
modification.
Fig. 3. Visual representation of chosen plain attack on plain video (with all white colour pixels) (a) Histogram analysis of the original video frame # 85 (b) Histogram analysis 
of the encrypted video frame # 85.
416240 pixels (860 × 484), therefore the total key will be 2416304 as 
shown in (17), making it resistant to brute-force attack. 
264 = 𝑟𝑎𝑛𝑑𝑜𝑚(264

⨁

264)

𝐾𝑒𝑦 ∶→ 264 × 2416240

𝐾𝑒𝑦 ∶→ 264+416240

𝐾𝑒𝑦 ∶→ 2416304

(17)

5.2.6. Differential attacks
In this attack, the corresponding key or pixels (plain-pixels) are 

determined by comparing the variations in the pixel input and the 
encrypted pixel output. This attack was implemented by changing a 
single bit (pixel) of the original video frame to evaluate its effect 
when encrypted using the Number of Pixel Changing Rate (NPCR) in 
(18) and Unified Average Changing Intensity (UACI) in (19) where 𝑇
is total pixels in the video frame, 𝐻𝑃𝑉  denotes highest pixel value 
(i.e., 255), 𝑓 𝑒 is the unaltered video frame pixel encryption and 𝑓 𝑒∗

is the altered video frame pixel encryption. The NPCR and UACI values 
should be ≥99 and ≥33 respectively, to have a high level of resistance 
to differential attacks. For the experiment, a single video frame was 
selected, and one of the pixel values was changed, encrypted, and 
compared with the same frame without pixel change using the NPCR 
and UACI equations. The result is displayed in Table  12 with the frame 
number that was altered. 

NPCR(𝑓 𝑒,𝑓 𝑒∗) =
⎡

⎢

⎢

⎣

∑1≤𝑖≤𝑚
1≤𝑗≤𝑛 P(𝑖, 𝑗)

𝑇

⎤

⎥

⎥

⎦

× 100,

P(𝑖, 𝑗) =

{

0, if 𝑓 𝑒(𝑖, 𝑗) = 𝑓 𝑒∗(𝑖, 𝑗)
𝑒 𝑒∗

(18)
1, if 𝑓 (𝑖, 𝑗) ≠ 𝑓 (𝑖, 𝑗)

8 
UACI(𝑓 𝑒,𝑓 𝑒∗) = 1
𝑇

⎡

⎢

⎢

⎣

∑1≤𝑖≤𝑚 |𝑓 𝑒(𝑖,𝑗)−𝑓 𝑒∗(𝑖,𝑗)|
1≤𝑗≤𝑛

𝐻𝑃𝑉

⎤

⎥

⎥

⎦

× 100 (19)

Based on the results of the differential attack in Table  12, the 
proposed SuPOR cipher shows that it is significantly more resistant to 
the differential attack compared to the SOTA stream ciphers discussed 
(Table  10). Bentahar [50] also confirms the low values of NPCR and 
UACI of these ciphers, making them inadequate for visual protection 
in IoT devices.

5.3. Statistical analysis of  SuPOR cipher

This sub-section describes the statistical analysis of videos after ap-
plying SuPOR. Statistical analysis is beneficial for identifying trends and 
developing valuable insights on the pixel distribution and correlation 
in the original and relevant decrypted pixels. The statistical analysis of 
videos after applying SuPOR is given below:

5.3.1. Histogram analysis
Histogram analysis is a graphical representation of the diffusion in 

the pixel intensity of a video frame in a greyscale. In greyscale, each 
pixel’s value is a single sample, which means it only contains intensity 
data for pixels with values ranging from 0 to 255. An encrypted video 
frame with a good cipher produces a uniformly-distributed histogram 
analysis. In this article, histogram analysis was applied to the original 
and encrypted video frame with the result displayed in Table  13. 
Table  13 a(1–6) does not mirror Table  13 b(1–6), hence SuPOR cipher 
achieved the goal and objective of encryption.
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Table 12
Results on Differential attack performed on the video frame.
 Video NPCR UACI

 Files Frame AES-CFB Chacha 20 Salsa 20 XOR SuPOR AES-CFB Chacha 20 Salsa 20 XOR SuPOR 
 Highway 5 98.132 98.103 99.411 99.432 99.657 6.464 6.468 21.215 21.226 32.393 
 PET 0 98.214 98.247 99.433 99.436 99.660 6.904 6.897 20.988 20.917 31.746 
 Ped 5 98.093 98.088 99.426 99.434 99.654 6.468 6.479 21.234 21.238 32.092 
 Mall 5 98.094 98.133 99.430 99.409 99.768 6.474 6.466 21.238 21.232 36.300 
 Horse_move 5 98.073 98.103 99.435 99.430 99.709 6.462 6.468 21.215 21.094 34.639 
 Safari 5 98.113 98.118 99.429 99.429 99.673 6.466 6.473 21.225 21.031 32.274 
Table 13
Histogram analysis of the original (O) frames and the naïve encrypted (NE) frames.
Table 14
Entropy results for the SuPOR and SOTA stream ciphers.
 Videos AES (CFB) Chacha 20 Salsa 20 XOR SuPOR 
 File Frame  
 Highway 5 5.869 5.870 7.556 7.556 7.575  
 PET 0 5.967 5.969 7.540 7.540 7.575  
 Ped 115 5.810 5.785 7.472 7.553 7.602  
 Mall 15 5.674 5.673 7.474 7.555 7.961  
 Horse_move 20 5.776 5.673 7.473 7.421 7.577  
 Safari 5 5.869 5.871 7.556 7.542 7.554  

5.3.2. Entropy analysis
In entropy analysis, a frame’s entropy refers to how much uncer-

tainty or randomness is contained in it to estimate its information 
content. As entropy is calculated using greyscale, a value nearer to 8 
(for an 8-bit video frame) represents randomness at its maximum. 

(𝑌 ) = −
𝑥−1
∑

𝑖=0
𝑝(𝑖) log2 𝑝(𝑖) (20)

Shannon entropy was applied to the encrypted video frame using 
(20) where 𝑥 is the number of grey levels, 𝑝(𝑖) is the probability that a 
pixel has a grey level 𝑖, and the result was compared with other SOTA 
ciphers in Table  14. The results in Table  14 indicate that SuPOR has a 
higher entropy, making it a better choice for IoT devices.

5.3.3. Mean squared and absolute error analysis
The Mean Squared Error (MSE) measures are based on the average 

of the squares of the errors, which means how close the original frame 
is to the encrypted frame. The Mean Absolute Error (MAE) measures 
the average magnitude using the absolute differences between the 
encrypted frame and the original frame. Both MSE and MAE determine 
the difference between all the pixels in a frame. Generally, when 
the MSE and MAE values of a frame are higher, there is a greater 
difference between the original and encrypted frames, which means 
that the security of the proposed cryptosystem is stronger. The MSE 
was calculated with (21) while the MAE was calculated as shown in 
(22). where 𝑛 is the number of pixels, 𝑌  is the original video frame, 
𝑖
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and 𝑌𝑖 is the encrypted video frame. 

𝑆𝐸 = 1
𝑛

𝑛
∑

𝑖=1
(𝑌𝑖 − 𝑌𝑖)2 (21)

𝐴𝐸 = 1
𝑛

𝑛
∑

𝑖=1
|(𝑌𝑖 − 𝑌𝑖)| (22)

As can be seen in Fig.  4, there is a large difference (>100) between 
the original and encrypted video frame, indicating the effectiveness and 
efficiency of the proposed cryptography.

5.3.4. Correlation analysis and video metrics
Correlation measures the extent to which variables are mutually 

or linearly related, and is denoted by 𝑟 as described in (23). 𝑟 = +1
indicates perfect linearity, 𝑟 = 0 indicates ‘‘no correlation’’, meaning 
variables are independent, and 𝑟 = −1 indicates ‘‘inverse correlation’’, 
meaning that as one variable increases the other decreases. Correlation 
analysis can be applied in image processing in two ways: first, on 
frames (original and encrypted video frames) and second, on pixels 
that are adjacent within the frames. The adjacent pixels of the original 
frame are always highly correlated, whereas this correlation diminishes 
or moves toward zero when using a competent encryption algorithm. 

𝑟 =
∑

(𝑥𝑖 − 𝑥𝑖)(𝑦𝑖 − 𝑦𝑖)
√

∑

(𝑥𝑖 − 𝑥𝑖)2
∑

(𝑦𝑖 − 𝑦𝑖)2
(23)

The video metric is measured in this paper using the Structural Sim-
ilarity Index (SSIM) which compares two images with similar structures 
to determine the perceptual difference between them. The SSIM value 
ranges from −1 to 1, and if two images are almost identical, their SSIM 
will be close to 1. The SSIM was compared with the decrypted frames 
and the original frames

The pixel correlation was applied on randomly selected 200 column-
pixels in the original and encrypted frame separately, and the whole 
frame correlation of both frames, as documented in Table  15 as well as 
the SSIM. In the frame correlation column in Table  15 𝑟 = 0 which 
shows no correlation between the encrypted and original frame, in 
the pixel correlation column, the encrypted values are negative, this 
proves that SuPOR cipher has high security against statistical attack. In 
addition, the value on the SSIM column is close to 1 which means that 
the decrypted frames are lossless.
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Fig. 4. The Analysis of MSE and MAE on original and encrypted frames.
Table 15
Frame and pixel correlation, with SSIM analysis on frames.
 Videos Frame Pixel correlation SSIM  
 File Frame Correlation Original Encrypted  
 Highway 100 −0.00409 0.66609 −0.00691 0.94837 
 PET 65 0.01804 0.63881 −0.00956 0.9284  
 Ped 85 0.07402 0.37217 −0.00829 0.90271 
 Mall 115 −0.00232 0.06058 −0.04382 0.94034 
 Horse_move 20 −0.03723 0.51324 −0.07600 0.95859 
 Safari 80 0.00438 0.43423 −0.00902 0.95667 

5.4. Comparative evaluation with SOTA stream ciphers

This sub-section comparatively evaluates the performance of SuPOR
with SOTA stream ciphers (AES-CFB, Chacha20, Salsa20, XOR) on 
the basis of total operations per round, memory consumption, and 
computational analysis. This comparative evaluation was computed for 
naïve encryption only on tested videos.

5.4.1. Memory consumption
Memory consumption is a measure of the space allocated for the 

implementation of the algorithms, which is determined by the total 
number of instructions executed in each algorithm, the generation and 
size of keys and the mode of operations in these algorithms.

The memory consumption of the proposed SuPOR was evaluated 
and compared with the SOTA stream ciphers i.e., AES-CFB, Chacha20, 
and Salsa20 in Fig.  5. Fig.  5 shows the memory consumption of com-
puted ciphers based on five average observations taken in megabytes 
(MB). SuPOR has the lowest memory consumption compared to the 
other ciphers due to the smaller number of instructions executed in its 
single encryption round. The reason for doing this test with naïve en-
cryption is because stream ciphers usually perform slower to encrypt a 
large lump of visual data. Fig.  5 demonstrated that SuPOR is reasonably 
efficient for naïve encryption on constrained devices.

5.4.2. Computational analysis
Based on the total number of operations and memory consumption 

discussed in (16) and Fig.  5, respectively, the analysis of processing 
time and energy consumption was performed considering encryption 
and decryption timings. The encryption time indicates how long it takes 
for the algorithm to convert the plain-pixels into the cipher-pixels based 
on the key size and mode of operation, while the decryption time is the 
time it takes to return the cipher-pixels to plain-pixels.
10 
Fig. 5. Memory consumption analysis of SuPOR and other SOTA ciphers.

The results were taken using encryption and decryption timings 
in microseconds (μs) in all the videos tested. Table  16 shows the 
comparative results for Raspberry Pi and Table  17 for the Intel NUC 
findings for all computed ciphers. On average, five observations were 
taken for the timings. The Raspberry Pi encryption timings in Table  16, 
show that SuPOR is faster than AES-CFB and with a close margin with 
Chacha20. In addition, the Intel NUC encryption timings in Table  17, 
the SuPOR cipher is faster than AES-CFB, Chacha20, Salsa20 and with 
a close margin with XOR. The results prove the lightweight nature of 
the proposed SuPOR stream cipher to secure visual IoT data without 
draining devices.

5.5. Comparative analysis of  SuPOR with existing approaches

The SuPOR cipher was also compared with other existing ap-
proaches, as illustrated in Table  18 with 𝑋, indicating that the au-
thors did not mention or specify. The NPCR and UACI results of the 
study [10] were based on one image for its testbed. In addition, the 
highest NPCR and UACI results of the study [6] are selected. However,
SuPOR was implemented in six test videos and had high NPCR and 
UACI for the Mall video compared to [6]. Additionally, SuPOR showed 
promising results in IoT devices with only one round of encryption, 
unlike other approaches.
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Table 16
Computational analysis (Encryption and decryption timing) of SuPOR and other SOTA ciphers on Raspberry Pi.
 Videos Encryption (μs) Decryption (μs)
 AES-CFB Chacha 20 Salsa 20 XOR SuPOR AES-CFB Chacha 20 Salsa 20 XOR SuPOR 
 Highway 942060 77610 60510 35390 100370 945660 72950 52920 41990 99510  
 PET 452370 37400 31920 17120 45160 449520 36280 25570 17080 44010  
 Ped 418920 34530 27020 16060 33500 430580 36820 23670 15990 32570  
 Mall 526 960 45440 34310 20070 46970 534490 41790 29830 19980 46430  
 Horse_move 423100 35590 27600 16170 33720 416790 37280 24050 16050 33320  
 Safari 938 870 78040 66270 36200 99160 931630 73240 57140 35940 98640  
Table 17
Computational analysis (Encryption and decryption timing) of SuPOR and other SOTA ciphers on Intel NUC.
 Videos Encryption (μs) Decryption (μs)
 AES-CFB Chacha 20 Salsa 20 XOR SuPOR AES-CFB Chacha 20 Salsa 20 XOR SuPOR 
 Highway 53950 16230 14550 3130 14350 50640 8990 5900 3090 14980  
 PET 28690 11890 8850 1460 8990 24060 4400 6100 1370 8770  
 Ped 28460 11350 9000 1700 7700 22510 4140 5600 1260 7620  
 Mall 34 730 13620 10550 1920 9100 28430 5190 5800 1620 8980  
 Horse_move 27710 11520 9010 1340 7780 22260 4140 5800 1310 7680  
 Safari 57 360 15690 13790 3190 14370 52990 8950 5980 3140 14460  
Table 18
Comparative analysis of SuPOR cipher with the existing approaches.
 Ref Implementation model Security methods DT Dataset E CC NPCR UACI RE  
 (2021) [51] Lightweight-Channel-

Independent OFDM-Based 
Encryption Method for 
VLC-IoT Networks

Substitution, phase encryption 
for frequency-domain, and 
permutation for time-domain

𝐼𝑛𝑡𝑒𝑙 𝐶𝑜𝑟𝑒𝑖7 2 − GHz
𝐶𝑃𝑈

𝑂𝐹𝐷𝑀
𝑠𝑖𝑔𝑛𝑎𝑙𝑠

NE 𝐿𝑜𝑤 𝑋 𝑋 1  

 (2022) [52] Extended Type-1 Generalised 
Feistel Networks: Lightweight 
Block Cipher for IoT

Matrix representation method 𝐴𝑅𝑀 𝐶𝑜𝑟𝑡𝑒𝑥 −𝑀3
𝑆𝑇𝑀32𝐹103
𝑀𝑖𝑐𝑟𝑜𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟

𝑇 𝑒𝑥𝑡𝑠 NE 𝐿𝑜𝑤 𝑋 𝑋 25  

 (2022) [10] Lightweight, 
Privacy-Preserving Cooperative 
Object Classification for 
Connected Autonomous 
Vehicles

Chaotic mapping and additive 
secret sharing technique

𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑟 𝐼𝑚𝑎𝑔𝑒𝑠 NE 𝐻𝑖𝑔ℎ 99.62 33.49 2  

 (2023) [9] A Reversible Framework for 
Efficient and Secure Visual 
Privacy Protection

Region division, room 
vacating, image encryption 
(XOR), pixel adjustment, and 
pixel permutation

𝑋 𝑇ℎ𝑢𝑚𝑏𝑛𝑎𝑖𝑙
𝑖𝑚𝑎𝑔𝑒𝑠

NE 𝐿𝑜𝑤 𝑋 𝑋 𝑋  

 (2023) [53] Pixel-split image encryption 
scheme based on 2D Salomon 
map

Two-dimensional Salomon 
map and pixel split

𝑋 𝐼𝑚𝑎𝑔𝑒𝑠 NE 𝑋 99.6 33.47 3  

 (2024) [6] Temporal action segmentation 
for video encryption

ABNEA encryption algorithm 
and two-dimensional 
Gramacy&Lee map for 
pseudo-random sequence 
generation

𝐼5 − 4210 𝐶𝑃𝑈 𝑉 𝑖𝑑𝑒𝑜𝑠 NE 𝑋 99.62 33.49 𝑋  

 Proposed
SuPOR

Lightweight Cipher for 
Visual Data Security on 
constrained IoT Devices

Substitution-Permutation-
XOR-Shift-Swap

𝑅𝑎𝑠𝑝𝑏𝑒𝑟𝑟𝑦 𝑝𝑖, 𝐼𝑛𝑡𝑒𝑙
𝑁𝑈𝐶

𝑉 𝑖𝑑𝑒𝑜𝑠 NE, 
SE

𝐿𝑜𝑤 99.77 36.30 1  

Device testbed = DT, Encryption = E, Computational cost = CC, Rounds of Encryption = RE
5.6. Limitation and future work

The focus of the SuPOR cipher is to efficiently secure the data on 
IoT devices; hence, the experiments are limited to IoT device compu-
tation only. During the evaluation, data transmission scenarios are not 
considered; therefore, the communication overhead was not calculated 
and can be addressed in future research.

In the future extension of this work, SuPOR can be analysed un-
der differential and linear cryptanalysis frameworks, benchmarking 
multi-round variants (e.g., 2-round SuPOR) across diverse resource con-
straints, and exploring parameterised configurations that allow users 
to select the number of rounds (customised model) based on their 
specific threat models and device capabilities. In addition, the security 
evaluation of SuPOR could be extended beyond traditional crypto-
graphic attacks by focusing on its resilience against emerging machine 
11 
learning-based threats. Specifically, it can be assessed how well SuPOR
protects visual data from deep learning models that attempt to recon-
struct or infer sensitive content from encrypted streams. To enhance 
resistance against such inference attacks [54], the integration of ad-
versarial perturbation techniques and randomness amplification within 
the cipher structure can be considered. Furthermore, we intend to 
develop adaptive configurations of SuPOR tailored to the computational 
and security requirements of various IoT devices [55] for an optimal 
balance between efficiency and robust visual data protection.

6. Conclusion

This paper has proposed a relatively efficient and robust cipher 
(SuPOR), which could effectively safeguard visual data in constrained 
IoT devices. SuPOR- a single-round, lightweight stream cipher—was 



I. Aribilola et al. International Journal of Critical Infrastructure Protection 50 (2025) 100786 
based on five steps of operations i.e. Substitution-Permutation-XOR-
Cirular_shift(right)-Swap with linear time complexity. As a primary 
contribution to the security robustness of SuPOR, a nonlinear S-box 
was designed using linear (Möbius) transformations for the pixel sub-
stitution. The visual results demonstrated the versatility and efficacy 
of SuPOR for both naïve or selective encryption videos taken from 
fixed and moving cameras. SuPOR possesses all mandatory security 
properties, which were validated through several analyses. It was tested 
against different attacks (key modification attack, differential attack, 
brute-force attack, slide attack) and was also subjected to statistical 
analysis (entropy, histogram, correlation) to verify the algorithm’s ef-
fectiveness. The evaluation proved the resistance of the SuPOR against 
attacks and its efficiency as a secure cipher. Furthermore, the con-
figuration of the real-time IoT testbed with Raspberry Pi and Intel 
NUC confirmed that the SuPOR is computationally efficient for visual 
encryption in IoT devices.
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