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ABSTRACT The Internet of Things (IoT) based Smart city applications are the latest technology-
driven solutions designed to collect and analyze data to enhance the quality of life for urban residents
by creating more sustainable, efficient, and connected communities. Communication nodes are networked
independently to monitor the circumstances, where they require being more energy-efficient and securing, to
improve the performance of sustainable cities. Because, the enormous number of networked devices makes
the smart cities application vulnerable to many security breaches, all of which have serious ramifications
for a city and its residents’ safety, well-being, and economic development. Low-powered sensors have
limitations in terms of battery life, short transmission range, and security considerations, despite the fact that
the combination of edge computing and Green IoT considerably enhances network performance in terms of
processing and data storage. Consequently, it is necessary to implement an advanced approach to provide
energy resources with secure data transmission for sustainable cities. Therefore, this research proposes
an Intelligent Buffalo-based Secure Edge-enabled Computing (IB-SEC) framework for smart cities by IoT
platform, which aims to enhance communication efficiency, and reliability, with minimizing latency in terms
of energy consumption and data security for data transmission. The developed IB-SEC platform utilizes
a combination of the African Buffalo Optimization (ABO) algorithm and a Distributed Hash function-
based security algorithm to enhance the efficiency, security, and reliability of data transmission in IoT-
based smart city networks. This platform leverages the capabilities of secure edge computing and MAC
protocols to achieve its goals, by implementing encryption, authentication, and access control mechanisms
that ensure the wireless communication is secure, and the data is protected against unauthorized access.
Overall, the IB-SEC framework provides an advanced approach to secure IoT networks and enable smart
city applications. Moreover, the developed platform enables the integration of heterogeneous edge devices,
sensors, and systems which is effectively managed and adapted by Median Access Control (MAC) protocols.
The IB-SEC is implemented in MATLAB and validated through cutting-edge security algorithms in terms
of improved security, reliability, throughput, and reduced latency and energy consumption.

INDEX TERMS African buffalo Algorithm, Internet of Things, smart city, heterogeneous, Secure Edge
enabled computing.



I. INTRODUCTION

SMART cities are metropolitan regions that employ data-
driven technology to improve their efficiency, sustain-

ability, and quality of life for their residents [1]. The concept
of smart cities has gained significant traction in recent years
due to the advancement of the Internet of Things (IoT), big
data, and artificial intelligence (AI) technologies [2]. These
technologies enable cities to collect and analyze data from
various sources, including sensors, mobile devices, and social
media, to improve their operations and services. Smart cities
offer a range of benefits, including energy efficiency, im-
proved traffic flow, reduced crime rates, and enhanced citizen
engagement [3]. Nowadays, communication and information
technologies are being developed with the aim of creating
smart city-based applications [4]. These technologies are
built on advanced computer knowledge and are designed
to support social networking fields, cloud computing, and
the IoT within smart cities. In the context of smart cities,
the broadband network plays a critical role as it utilizes
advanced communication protocols such as MAC [5]. Wire-
less technologies are also important in enabling smooth
technical evolution and offering personalized services within
smart cities. Besides, the IoT serves as the foundational
building block for creating a digitalized representation of a
smart city environment [6]. Consequently, by interconnecting
smart objects using heterogeneous communication modes,
smart cities are able to exploit resources directly, providing
ubiquitous and reliable services that enable easy access to
information [7, 8]. The system boasts a large volume of
data interconnecting capability, allowing a wide range of
devices such as sensor devices, electronic devices, vehicles,
and machines to connect seamlessly to the smart city envi-
ronment without any loss of communication [9, 10]. This
feature is critical for ensuring the effective operation of
smart city applications and services that rely on real-time
data exchange and analysis. By facilitating high-speed and
reliable data transmission, this prototype can support the
smooth functioning of various smart city operations, such
as traffic management, energy usage optimization, and en-
vironmental monitoring. In order to provide reliable services
to users, smart city applications are often directly supported
by various technologies that facilitate the sharing and ex-
change of data across different smart city environments and
applications, various technologies are being used [11, 12].
Information and Communication Technologies (ICT) have
enabled the deployment of a wide range of public and pri-
vate Mobile Edge Computing (MEC) modules, which can
effectively provide seamless access in a smart environment.
However, ensuring security is an important aspect of per-
formance in a smart city environment, particularly with the
interconnecting technologies and open communication [13].
The deployment of smart city applications and interoperable
technologies, which are enabled by ICT, has made it possible
to provide security protection towards the heterogeneous IoT
structure via adapting of security measures within the ICT
module that ensure both public and private data integrity

through authenticated resources, enabling the design of ef-
fective security measures for smart city applications and
services [14, 15, 16]. The innovation of heterogeneous IoT
sensors is enabled by remote communication technologies,
which allows for the monitoring and control of IoT nodes
within the verification area and enables the processing and
monitoring of data in real-time, providing valuable insights
for various smart city applications and services [17]. In
addition to ensuring functional tracing of objects, IoT nodes
also play an important role in maintaining the performance
of smart city applications [18]. The selection of the MAC
protocol has a significant impact on the energy consumption
of IoT nodes and thus can be classified into three types:
hybrid, contention-based, and contention-free protocols [19].
To mitigate undirected channel access with correspondent
carrier frequency, Time Division Multiple Access (TDMA)
mechanisms are often adapted within contention-free MAC
protocols [20]. Despite its advantages, TDMA has some
drawbacks, such as variable network load, inefficient channel
detection, and limited network scalability [21]. When select-
ing a MAC protocol for IoT devices in a smart city environ-
ment, it is important to carefully consider the advantages and
drawbacks of various options, such as TDMA, contention-
based MAC protocols, and hybrid MAC protocols that can be
affected by large-density networks and energy depletion [22,
23]. Various techniques have been developed to address the
drawbacks of IoT-based smart city applications, including
resource restrictions and protocol security, such as edge-
enabled reliable data transmission protocols that aim to pre-
vent attacks and improve network lifetime [24]. A clustering-
based particle swarm optimization model has been developed
to mitigate security threats during data transmission [25].
With the increasing number of security threats in the smart
city environment, new strategies are being introduced to
protect information from malware actions. One such strategy
is the use of unsupervised machine learning, which can help
to detect and prevent potential attacks by analyzing large
amounts of data and identifying patterns and anomalies in
real-time [26, 27]. Also, a three-phase deployment approach
has been proposed to determine the probability function of
edge servers, but it fails to accurately address several issues.
Thus, there exists a knowledge gap in MAC protocols for IoT-
based smart city applications related to the efficient selection
and adaptation of MAC protocols to the diverse require-
ments of smart city devices, including varying traffic loads,
energy consumption, and security needs, while addressing
the limitations of existing protocols [28]. Consequently, the
proposed IB-SEC platform aims to fill the knowledge gap
by integrating secure edge computing and MAC protocols
to enhance the efficiency, security, and reliability of IoT
networks in smart cities, addressing the diverse requirements
of smart city devices, and repelling hacker attempt through
secure data transmission. The key contribution of this paper
is summarized in three folds.

• We have developed the Intelligent Buffalo-based Secure



Edge-enabled Computing (IB-SEC) platform, which is
designed based on secure edge computing and MAC
protocols to enhance the efficiency, security, and relia-
bility of IoT networks in smart cities. The IB-SEC is the
combination of African Buffalo Optimization (ABO)
with Distributed Hash function-based security algo-
rithm. The developed platform leverages the power of
secure edge computing and MAC protocols to enhance
the efficiency, security, and reliability of IoT networks
in smart cities. This is achieved through a combination
of encryption, authentication, and access control mech-
anisms that secure wireless communication and protect
the data from unauthorized access.

• The proposed IB-SEC analyzes data in real-time, en-
abling it to detect and respond to potential security
threats quickly by monitoring and processing the IoT
networked data flows, and incorporates a range of secu-
rity mechanisms, including encryption, authentication,
and access control, to ensure that data is protected at
all times. Moreover, by processing data locally at the
edge of the network, IB-SEC can reduce the time it
takes to transmit data to and from central data centers,
resulting in faster response times and improved overall
performance.

• The execution of this research is carried out using MAT-
LAB programming. It identifies the scalability needs
and conducts a comparative analysis of the current state-
of-the-art IoT platforms based on several criteria. The
performance of the proposed approach is validated with
different measures such as throughput, energy consump-
tion, security, latency, and reliability.

The organization of this paper is provided as follows: Sec-
tion II briefly reviews the literature of previous implementa-
tions in the field of IoT-enabled smart cities and associated
challenges. The problem statement is detailed in Section
III. Section IV describes the proposed methodology. Section
V discusses the results and the efficiency of the proposed
model compared to traditional models. Finally, Section VI
concludes the paper.

II. LITERATURE SURVEY

posed model using a smart city scenario and demonstrated
its effectiveness in detecting and mitigating service-oriented
attacks. The results show that the proposed model achieved
high accuracy in detecting attacks while maintaining a low
false positive rate, thus providing a reliable and efficient
solution for securing smart cities in IoT networks. However,
one limitation of this paper is that the proposed context-
based trust model may have high computational overhead
due to the need for processing large amounts of contextual
data. Nevertheless, the authors evaluated the proposed model
using a single smart city scenario, and the effectiveness of
the model in different smart city environments and under
different attack scenarios has yet to be investigated.

Mehdi Gheisari et al. [30] proposed an ontology-based
privacy-preserving (OBPP) framework for IoT-based smart
cities. The framework enables the creation of a privacy
ontology that can be used to define privacy policies and
privacy-related concepts in a smart city context. The authors
implemented the OBPP framework and evaluated it using
a case study of a smart transportation system. The results
showed that the framework effectively enhanced the privacy
protection of IoT-based smart city applications while mini-
mizing the impact on system performance. Nonetheless, the
OBPP framework does not address the issue of user consent
and how it can be incorporated into the privacy ontology.

Abd El-Latif, Ahmed A, et al [31] proposed a quantum-
inspired blockchain-based approach to cybersecurity for se-
curing smart edge utilities in IoT-based smart cities. The
approach utilizes quantum computing principles to enhance
blockchain security and protect against attacks, and it was
evaluated using a smart grid system. The authors demon-
strated the effectiveness of the proposed approach in detect-
ing and mitigating cyber-attacks, highlighting the potential of
quantum-inspired blockchain-based cybersecurity as a secure
and efficient solution for IoT-based smart cities. However,
their proposed approach has a high computational overhead
due to the use of quantum-inspired computing principles;
besides, the approach also limits the generalization of IoT-
based smart city applications.

Mohammed Mikail Salim et., al. [32] proposed a method
for securing smart cities against botnet attacks using the Long
Short-Term Memory (LSTM) algorithm and lightweight con-
tainers. The authors highlight the vulnerability of smart cities
to cyberattacks and the potential harm that such attacks can
cause. They introduce a container-based approach to isolate
the application, and they use the LSTM algorithm to analyze
the network traffic and identify botnet attacks. The proposed
method is evaluated using a dataset of botnet attacks and
compared with other state-of-the-art methods. The results
show that the proposed method is effective in detecting and
mitigating botnet attacks and outperforms other methods in
terms of accuracy and efficiency. The paper concludes that
the proposed method can be applied to secure smart cities
against botnet attacks and enhance their security. The paper’s
evaluation is limited to a single dataset of botnet attacks,
which may not reflect the variety of attack scenarios that

Internet-of-Things-based smart city technologies enhance the 
quality of life and provide promising solutions for multiple 
functions, such as resource utilization, healthcare monitor-
ing, and resource management systems that gather data from 
various sensor devices. However, the collected information 
is highly vulnerable to attacks from end-users, which poses a 
significant security threat to the smart city application [29].

Altar, Ayesha, et al. [28] presented a context-based trust 
model to mitigate service-oriented attacks in smart cities 
operating in IoT networks. Their proposed model considers 
various contextual factors, such as device type, user behavior, 
and environmental conditions, to assess the trustworthiness 
of entities involved in service interactions. The model also 
employs a reputation-based approach to enhance the ac-
curacy of trust evaluation. The authors evaluated the pro-



could be encountered in a real-world smart city environment,
and the potential resource requirements of implementing the
proposed method are not discussed.

Salim, Mikail Mohammed, et al. [33] presented a method
for detecting attacks in IoT-based smart cities using an in-
trusion detection system (IDS) based on a modified adaptive
neuro-fuzzy inference system (MANFIS) classifier and se-
curing data transmission using the improved RSA (IRSA)
encryption technique. The proposed method is evaluated
using a smart city dataset and compared with other state-of-
the-art methods, demonstrating its effectiveness in detecting
attacks and ensuring secure communication in a smart city
environment. The paper concludes that the proposed method
can be applied to enhance the security and privacy of smart
cities. Nevertheless, the paper did not compare the proposed
method with existing state-of-the-art methods and did not
discuss the feasibility and scalability of implementing the
system in real-world smart city environments.

The current knowledge gap in IoT-based smart cities
regarding MAC protocols, communication networks, and
security highlights the need for more research to develop
integrated solutions that can address the challenges of con-
gestion, interference, and security threats while ensuring effi-
cient and reliable communication between a massive number
of IoT devices. This includes the selection of secure and
efficient MAC protocols that enables security mechanisms,
support seamless communication, and protect IoT devices
from cyberattacks and privacy breaches in the smart cities
environment. This paper proposes a platform called IB-SEC
that combines secure edge computing and MAC protocols to
improve the efficiency, security, and reliability of IoT net-
works in smart cities. A key research worry for a dynamic and
large-sized IoT-incorporated next-generation sensor system
has been identified based on the previously mentioned prior
work: effective use of energy with dependable and scalable
routing. Similar evidence has shown that the majority of
current solutions are unable to modify routing performance
in accordance with the dynamic communication model. Ac-
cording to the above-mentioned problem, intelligent opti-
mization with a secured distributed hash function is proposed
for IoT-based smart city applications.

III. PROBLEM STATEMENT
Security and privacy are significant challenges associated
with IoT-based smart city applications that gather and an-
alyze a vast amount of data on a common IoT platform,
which makes it susceptible to numerous attacks [21]. In IoT-
based smart city applications, security is a critical concern
since the data collected is sensitive and can include personal
information such as location, behavior, and habits. Any data
breach can result in severe consequences for individuals and
the entire city. Moreover, as IoT-based smart city applications
become more prevalent, the potential for cyber-attacks in-
creases. Attackers can exploit vulnerabilities in the system
to gain unauthorized access, steal data, or manipulate the
system, resulting in significant economic and social conse-

quences. Privacy is another significant challenge in IoT-based
smart city applications. These systems collect and analyze
data from various sources, including sensors, cameras, and
other devices, which can lead to the invasion of individuals’
privacy. Individuals may not be aware of the data collected or
how it is used, leading to concerns about their fundamental
rights. Therefore, proper security and privacy measures must
be put in place to protect the data collected and maintain the
trust of the citizens. However, IoT-enabled smart cities have
implemented multi-layered response mechanisms to quickly
activate emergency protocols [34]. Reliability issues have be-
come increasingly prevalent in IoT communication. Several
challenges related to reliability can result in failures of smart
devices [35]. Additionally, malicious nodes have the ability
to mishandle network data and compromise the privacy of
sensor data. Furthermore, malicious nodes can mishandle
network data and compromise the privacy of sensor data.
This issue is particularly critical in real-time applications
such as agriculture, military, healthcare, and other sensitive
fields. Additionally, IoT sensor devices process vast amounts
of information transmitted over an unsecured internet [36, 37,
38]. As a result, ensuring authentication, privacy, and data
integrity are crucial research challenges for IoT applications.
The problem statement is provided in Algorithm 1.

Algorithm 1 The Security Importance of IoT Network
Inputs : Node density and their initial energy
Outputs: Secure data with dropping malicious packet
Transmission

Compute latency based on starting and ending time.
li, j = (1− ni) ∗ li, t+ ni ∗ edgeli, t

Compute Consumed Energy.
Ei, j = (1− ni) ∗ Ei, t+ ni ∗ totalEi, t

Limit is supposed to be met
li, j ≦ ltiandEi, j ≦ Emax

The objective issue is
xi, j = α ∗ li,j

lmax + (1− α) ∗ Ei

Emax

Security
Find the malicious data attack
Drop the malicious data packet

IV. THE PROPOSED INTELLIGENT BUFFALO-BASED
SECURE EDGE-ENABLED COMPUTING PLATFORM
The IoT in smart cities has gained significant attention as
a communication system due to the ability of numerous
wireless systems to connect over the internet. Smart cities
include various applications like public safety, environmental
monitoring, traffic management, smart transportation, energy
management, and so on. However, the security threats asso-
ciated with IoT can have far-reaching consequences, making
it an important issue for IoT-enabled smart cities. The vast
amounts of data generated and transmitted by IoT devices
can be compromised, resulting in data breaches, privacy vio-
lations, and even physical harm. As more and more devices
become connected to the internet, they become potential
targets for cyber-attacks.



According to the observation, the proposed IB-SEC Platform
consists of innovative hardware and software technologies,
together with edge computing and security capabilities. For
a variety of use cases, from industrial automation to smart
cities, the suggested architecture is an excellent platform
because of these factors. The IoT devices are monitoring the
environment and collecting their data for the different appli-
cations, the data is processed and transmitted to their corre-
sponding decision-making systems. The developed IB-SEC
Platform utilizes the computing architecture that utilizes edge
computing and security technologies to provide enhanced
performance and security for data processing and storage.
The role of the Intelligent Buffalo-Based Secure Edge is
to provide a secure, distributed computing environment that
allows for the efficient processing of data at the edge of the
network, without the need to transmit data back to a central-
ized server for processing. This architecture provides several
benefits, including reduced latency, improved performance,
and enhanced security by minimizing data exposure to the
outside network. It utilizes the ABO which is a metaheuristic
optimization algorithm inspired by the herding behavior of
African buffalo. It computes the fitness function to evalu-
ate each candidate IoT device based on the (i.e., security,
energy efficiency, connectivity, processing power, and cost)
criteria and assigns a fitness value accordingly. Initially, the
energy of each node and node density is computed from
the applications. For each sensor node finds its sub-path for
data transmission. The ABO algorithm can then be used to
optimize the selection of the finest route based on the fitness
values of the candidate IoT device. The node with the highest
fitness value would be selected as the finest route to transmit
data with high security in the IoT-enabled smart city applica-
tion. Consequently, Distributed Hash Table (DHT) for key-
based data routing is applied for security improvements. The
MAC layer is further used which is in charge of coordinating
access between IoT gadgets in the common wireless medium,
it is essential to develop an effective MAC protocol in an
IoT system if high throughput and energy efficiency are to
be achieved. Here, the MAC address verification is applied
for effective data transmission. Additionally, MAC protocols
help to minimize data collisions and improve overall network
performance, which is essential for the efficient processing of
data at the edge of the network.

A. PROCESS OF PROPOSED IB-SEC METHODOLOGY
The IoT devices enabled in smart cities have facilitated
the development of several real-time applications to mon-
itor environmental information, making cities smarter and
more sustainable. Moreover, IoT sensor devices have en-
abled network users to configure various settings from the
source or base station to the destination, using the inter-
net. Consequently, IoT devices are installed in smart cities
with efficient detection fields for identifying activities within
specific boundaries. These IoT sensor devices can be sent
to edge servers for analysis and processing, thus improving
performance. Furthermore, edge servers are powerful enough

A practical example of the security threats in IoT-enabled 
smart cities could be a cyber-attack on the traffic management 
system. Suppose the traffic management system is integrated 
with various IoT devices such as sensors, cameras, and 
automated traffic s ignals, a nd i t i s c onnected t o t he cloud 
infrastructure. In that case, a cyber-attack on the system 
could compromise the entire transportation network, leading 
to severe traffic congestion, accidents, and even loss of life. 
The attackers could potentially gain access to the traffic 
management system by exploiting vulnerabilities in the cloud 
infrastructure or by compromising the IoT devices connected 
to the system. Once the attackers gain access, they could 
manipulate the traffic s ignals, disrupt the sensors, and even 
manipulate the data transmitted to the cloud, causing chaos 
in the transportation network. This scenario highlights the 
practical implications of security threats in IoT-enabled smart 
cities and emphasizes the need for robust security measures 
in the cloud infrastructure that supports these systems. Im-
plementing security measures such as access controls, en-
cryption, and intrusion detection systems can help mitigate 
the risk of cyber-attacks and protect the safety and privacy of 
citizens.

The IBSEC can help solve the security problems high-
lighted in the traffic management system scenario by pro-
viding a secure computing platform at the edge of the net-
work and thus integrates multiple layers of security, such as 
access control, authentication, and encryption, to secure the 
traffic management system’s data and devices. Moreover, 
the proposed platform uses machine learning algorithms to 
ana-lyze traffic patterns, detect anomalies, and identify 
potential security threats, while reducing the latency and 
improving the system’s responsiveness by processing the 
data at the edge of the network. In the case of a cyber 
attack on the traffic management system, IBSEC can detect 
the intrusion, isolate the affected devices, and prevent 
the attack from spreading to other parts of the network, and 
can enable real-time alerts to the system administrators, 
enabling them to take immediate action and mitigate the 
potential impact of the attack. Therefore, ensuring the 
security of IoT systems is critical for protecting sensitive 
data and infrastructure in smart cities [39]. To address 
this issue, the proposed IB-SEC module is introduced 
which is based on secure edge computing technology and 
is designed to be energy-efficient and suitable for battery-
powered devices, as presented in Fig. 1. The proposed 
module provides a means to enhance the security of IoT 
devices in smart cities by enabling secure edge computing 
and offers several advantages, such as it provides a 
secure computing environment for IoT devices at the edge 
of the network. This means that the data generated by these 
devices is processed and analyzed locally, reducing the need 
to send data to the cloud for analysis. This reduces the risk 
of data breaches and ensures the privacy of the data 
generated by IoT devices. Moreover, the proposed IB-SEC 
module plays a critical role in managing energy usage of 
battery-powered IoT devices in smart cities by optimizing 
energy consumption and extending the battery life of devices.



to handle heavy computations. The first step in this process
is to calculate the energy consumption of each transmitting
node, which is denoted by Eq. (1).

E′
T =

{
s′(E′ + E′

b × d′2) ifd′ ≤ d′t
s′(E′ + E′

a × d′4) ifd′ < d′t
(1)

Where, E
′

T represents the energy consumption of the trans-
mitter node, s′ and d′ denote the size of the transmitted data
bits and distance between source and destination respectively.
Moreover, d′ represents the transmission energy of each data
bit, E

′

b is a balanced energy level, d′2 and d′4 represent the
transmission round. Consequently, the transmitted data bits
are received at the destination sides. On the receiver side
receiving node has dissipated the energy consumption E′

r(s
′)

as given in Eq. (2).

E′
r(s

′) = E′ × s′ (2)

The proposed IB-SEC module includes model setup, efficient
data transmission, an optimization scheme, and security us-
ing a hash function. Initially, the IoT sensor nodes transmit
data bits to recognize their neighbors for broadcasting data.
Moreover, IoT devices are deployed in smart cities using
a mesh topology, where all IoT nodes are adjacent to their
shortest neighbors. Consequently, each IoT node saves data
about its shortest neighbors and updates it in the MAC layer.
Furthermore, to achieve effective and optimal results, the
edge computing module uses an optimization algorithm to se-
lect a trusted node based on a fitness function. The ABO [40]
algorithm is utilized here to perform optimal computations
that generate appropriate activities. In addition, edge com-
puting encompasses a large range of IoT devices that are
equipped with edge servers to broadcast data bits through an
uncontrolled and insecure wireless medium. This activity can
pose network threats and compromise data safety, leading to
negotiations on security. Hence, the proposed module pro-
vides enhanced security for IoT devices and ensures secure
transmission from source to destination via the edge servers.

FIGURE 1. The architecture of proposed intelligent buffalo-based secure
edge-enabled computing platform

1) Reliable data transportation system
The proposed model has adopted IoT nodes arranged in a
mesh topology. This topology can reduce network discon-
nections, but may also result in incorrect data transmission
paths. Initially, the step sets the initial parameters required
for the program to function correctly. The IoT network is
created with node Amax and its adjacent nodes v

′
. The

communication path (Ci,j) is defined between the nodes i
and j. Edge servers initially create a partial mesh structure to
coordinate each IoT node throughout the smart city. Then,
the IoT nodes and data bits are updated in the population
size of the ABO function. The fittest node is selected using
an exploration and exploitation fitness function, as given in
Eq. (3).

Nt+1 = Nt + la1(Amax −Gft) + la2(Amax.t −Gft) (3)

Where, Nt+1 denotes a particular node selecting with the fit-
ness function iteration limit is (t− 0, 1, 2, · · · .), the learning
parameters are expressed as la1, and la2, overall nodes are
denoted as Amax and each node position is represented as
Amax.t. If the exploration fitness function does not select
the best node, then the algorithm switches to the exploitation
fitness function using the following Eq. (4).

Gft+1 =
Nt +Gft

η
(4)

Where, η is assumed to be the random solution in the range
of [0, 1]. Once the node is selected using the above function,
the criteria are met and the algorithm stops. Otherwise, the
iteration continues until the finest results are achieved.

2) Secure data transferring
This section details the performance of secure data transfer
based on distributed hashing algorithms. Secret keys are
created between the source and selected nodes to establish a
symmetric key interchange arrangement [41, 42]. After that,
data bits are forwarded to the edge server with the help of
the selected nodes. Moreover, secret key generation is done
using Eq. (5).

S′
k = P ′

2(α)modx′ = P ′
1(β)modx′ (5)

Where, S′
k is the secret key of both S′

i and S′
j nodes data

transportation, P ′
2(α)modx′ is the private key of α node

and transfers node x′. Similarly, P ′
1(β)modx′ private key

β of node and transfers node x′. Next, the distributed hash
function is updated to improve the constraint level using
Eq. (6).

H ′
n = (D′

n ⊕ S′
k) +R (6)

Where, H ′
n is an input function it will generate the digital

hash function as H ′
n+1 with the help of the XoR gate. Then,

the source node is incorporated with transmitted data and
generates a secret key. Moreover, the digital hash function
as H ′

n+1 is given in Eq. (7).

H ′
n+1 = (D′

n ⊕ S′
k) +Rn+1 (7)



Based on equation (7) above, the overall network data-
sharing process is achieved without sharing the secret key for
security concerns.

The proposed IB-SEC module is demonstrated in Algo-
rithm 1, which provides an algorithmic representation of the
steps involved. The main steps are performed as follows:

Algorithm 2 IB-SEC Module
Inputs : Node density and their initial energy
Outputs: Secure data with dropping malicious packet
Initialization

Initialize all parameters
Transmission

for each sensor node (Sn) in the network do
Find its sub-path
Determine (x1, x2,x3)
x1← Node densityExtractedfromIoTarch.
x2← Set initial energyNodecost
x3← Response timeBasedonedgeserver
if (Route is not found in x1) then

Unicast request
end
else

Return Null
end

end
Security

Utilize a DHT for key-based data routing
if (the MAC address verification is true) then

D′ ← S′
k ⊕H ′

n

Allow the data packet
end
else

Drop the malicious data packet
end

Calculate the corresponding statistics
Print the results

V. SIMULATION EXPERIMENTS

generated, and the detection response is recorded and the re-
sults are evaluated against the cutting-edge Data Aggregation
Routing Protocol (DARP), K-means Clustering Protocol (K-
CP), intrusion detection scheme (IDS), Trust management
mechanism (TMM) in terms of energy consumption, latency,
throughput, and security measure. By implementing these
measures, the proposed framework ensures that the data
transmission is secure and reliable, which prevents unautho-
rized access to the transmitted data.

A. PERFORMANCE EVALUATION
The proposed model has been implemented using the MAT-
LAB platform, and the results have been validated against
traditional models in terms of energy consumption, security,
and throughput. The traditional models used for comparison
include the DARP [43], K-CP [44], IDS [28], and TMM [45].
The validation process involves comparing the performance
metrics of the proposed model with those of the tradi-
tional models, such as energy consumption, security level,
throughput, and other relevant parameters. The MATLAB
platform is used to setting up the parameters, and running the
simulation for the proposed model. The comparison of the
proposed model with the traditional models helps to identify
the strengths and weaknesses of each model. Based on the
results, the proposed model is found to be more efficient
and effective than the traditional models in terms of energy
consumption, security, and throughput.

1) Energy consumption

Energy consumption is a critical factor to consider in the
design of IoT-based smart city applications since IoT devices,
ground sensors, and onboard sensors are energy-constrained
and battery-operated systems. Energy consumption needs to
be minimized as much as possible since a low amount of
energy is available to perform specific tasks. Any energy con-
sumed unnecessarily is considered energy wastage. There-
fore, reducing the amount of energy utilized by the MAC
framework can significantly improve the energy efficiency of
the overall system.

Since, energy consumption is an important consideration
in IoT-based smart city applications as the IoT devices,
ground sensors, and onboard sensors are energy-constrained
and battery-operated systems. Low energy consumption is
desirable to avoid the wastage of the remaining consumed
energy. The proposed IB-SEC strategy has demonstrated
improved energy consumption of 0.10334, while the DARP,
K-CP, ISD, and TMM models have consumed more energy,
such as 0.6j, 0.52j, 0.794j, and 0.43j for 25 IoT nodes,
respectively. Similarly, the proposed IB-SEC strategy has
demonstrated the lowest energy consumption of 0.3209,
while DARP, K-CP, ISD, and TMM have utilized higher
energy such as 0.50j, 0.401j, 0.59j, and 0.3299j for 175 IoT
nodes. The comparison of the performance is presented in
Table 1 and Figure 2.

In the developed IB-SEC framework, a security strategy 
is employed to prevent malevolent activities and provide 
protected data transmission among the IoT devices, source 
nodes, and destination nodes using a secure model. The IoT 
devices are equipped with smart cities and are redirected with 
secure communication functions. These IoT sensor devices 
are in constant communication with a higher transmission 
range over the IoT network to ensure reliable and secure data 
transmission. Moreover, the source nodes are provided with 
a private key that is used to create secure data transmission 
through the destination node. To illustrate, let us consider a 
monitoring area of 100m x 100m with a data packet size of 
50 bits and random deployment. The proposed framework 
can detect 5 to 25 attacks and use 3 to 15 edge servers, which 
provide more reliable data transmission. The initial energy 
of the nodes is set to 5J, and the maximum transmission 
range towards the IoT network is 20m for simulating various 
scenarios using MATLAB. Multiple simulation scenarios are



TABLE 1. The energy consumption measures of the of the proposed IB-SEC
and the different state-of-art DARP, K-CP, IDS, and TMM techniques

No.of IoT

nodes

Energy consumption (j)

DARP K-CP IDS TMM
Proposed

IB-SEC

25 0.6 0.51 0.794 0.43 0.10334

50 0.671 0.49 0.74 0.39 0.23822

75 0.63 0.46 0.7 0.38 0.31887

100 0.591 0.452 0.69 0.372 0.32665

125 0.57 0.438 0.6330 0.39069 0.3501

150 0.52 0.422 0.60 0.35 0.333

175 0.50 0.401 0.59 0.3309 0.3299

200 0.45 0.40 0.56 0.32 0.31

FIGURE 2. A comparison of the energy consumption of the proposed IB-SEC
against the DARP, K-CP, IDS, and, TMM

2) Latency
Lower latency is a significant concern in IoT-based smart
city applications, particularly when a large amount of data
needs to be transferred with minimal delay. Low latency
performance is essential for achieving a secure system during
the data broadcasting process.

The validation of latency performance was carried out by
comparing with existing models such as DARP, K-CP, ISD,
and TMM, as shown in table.2 and figure.3. Among these
models, DARP processed data within 78.3ms, while K-CP
took 67.2ms, which was higher than the other two models.
IDS model used 58ms time duration, and TMM utilized
71.03ms. However, the proposed model outperformed all of
them by processing the entire performance within 52ms.

3) Throughput
Throughput is an essential measurement factor for data trans-
mission from the source node to the destination node within
a given time frame. Developing a secure MAC protocol that

TABLE 2. The latency measures of the of the proposed IB-SEC and the
different state-of-art DARP, K-CP, IDS, and TMM techniques

S.No Technique Latency (ms)

1 DARP 78.3

2 K-CP 71.2

3 IDS 58

4 TMM 62.03

5 Proposed IB-SEC 51

FIGURE 3. A comparison of the latency of the proposed IB-SEC against the
DARP, K-CP, IDS, and, TMM

ensures high throughput and efficiency is a vital concern. In
smart city applications, the shared information of each IoT
device is limited, and hence, a higher throughput is required
to manage the millions of IoT devices across the city. In
Figure 4 and Table 3, the performance of the proposed IB-
ESC model is compared with existing models in terms of
throughput. The comparison shows that the DARP model
achieved a lower throughput rate compared to other models.
Subsequently, the TMM model showed the best performance
among the compared models, with a slightly higher through-
put rate than the K-CP model. The IDS algorithm achieved an
average throughput rate, which was higher than the outcomes
provided by both the DARP model. However, the proposed
IB-ESC model exceeded all the previous models with a
higher throughput rate.

4) Security
Security is a crucial aspect of heterogeneous IoT networks
that include both IoT devices and UAVs. In smart cities
based on IoT, ensuring the confidentiality of data transmitted
from source to destination is essential. The proposed IB-
SEC module has been designed to achieve a higher level of
security for the IoT network. The security performance of the
proposed IB-SEC technique was compared with conventional
techniques and the results were illustrated in Table 4 and



TABLE 3. The throughput measures of the proposed IB-SEC and the different
state-of-art DARP, K-CP, IDS, and TMM techniques

No.of IoT

nodes

Throughput (kbps)

DARP K-CP IDS TMM
Proposed

IB-SEC

25 24.74 33.54 30.673 45.8912 44.301

50 18.69 20.61 21.42 44.635 22.434

75 14.72 16.671 17.161 43.900 17.242

100 5.821 8.63 7.42 42.6712 9.726

125 3.59 5.52 4.62 40.73 7.23105

150 3.50 5.173 3.56 39.291 6.964

175 3.42 5.376 2.964 38.42 5.76

200 3.3562 4.560 2.2351 37.783 5.241

FIGURE 4. A comparison of the throughput of the proposed IB-SEC against
the DARP, K-CP, IDS, and, TMM

Figure 5. The graphical representation showed that the IB-
SEC approach achieved a higher level of security compared
to the other techniques. Specifically, the DARP approach
achieved a slightly increased security level over the K-CP
approach, while the IDS model obtained a security level
closest to the TMM scheme.

TABLE 4. The security measures of the of the proposed IB-SEC and the
different state-of-art DARP, K-CP, IDS, and TMM techniques

S.No Technique Security (%)

1 DARP 86.11

2 K-CP 91

3 IDS 69.09

4 TMM 72.5

5 Proposed IB-SEC 99

FIGURE 5. A comparison of the security of the proposed IB-SEC against the
DARP, K-CP, IDS, and, TMM

TABLE 5. The reliability measures of the of the proposed IB-SEC and the
different state-of-art DARP, K-CP, IDS, and TMM techniques

S.No Technique Reliability (%)

1 DARP 88

2 K-CP 69.38

3 IDS 79.08

4 TMM 83.7

5 Proposed IB-SEC 98.3

5) Reliability
The reliability of packet delivery is a crucial design param-
eter for IoT-enabled smart city applications, as it ensures
the performance of detecting and recovering from packet
drops. Additionally, the reliability performance is affected
by the MAC protocol used for data transfer and can have
an impact on energy consumption. The reliability of packet
delivery is an important design parameter for IoT-enabled
smart city applications. It ensures the level of performance
by detecting and recovering packet drops. Furthermore, the
MAC protocol influences the reliability performance of data
transfer and increases energy consumption. The reliability
outcomes of the proposed IB-SEC technique were compared
with conventional techniques in Table 5 and Figure 6. The
graphical representation indicates that the IB-SEC approach
achieved a higher level of reliability. DARP achieved slightly
higher reliability than K-CP. Similarly, the IDS model ob-
tained a reliability level closest to that of the TMM scheme.
Additionally, the state-of-the-art comparison is illustrated in
Table 6.

VI. DISCUSSION
In DARP methods [43], a smaller number of nodes are
involved in the performance of data transmission, which also
results in reduced congestion on the routing pathways and lit-
tle contention on wireless networks. The strength of wireless



FIGURE 6. A comparison of the Reliability of the proposed IB-SEC against
the DARP, K-CP, IDS, and TMM

connections is also evaluated based on the network condition
to prolong the lifetime of the routing path. The security
problem and energy consumption problems are lacking in K-
CP [44] analysis. The IDS [28] method in edge computing
has a high risk of false alarm; it only considered the intrusion
in the network due to the lacking of attack prevention. The
IDS method has achieved very high energy consumption
and very less throughput compared with the other methods.
Poor witnesses and internal mistakes both have an impact
on the node’s ability to manage trust using TMM [45].
The proposed method has achieved superior performance in
terms of reduced energy consumption, latency, and improved
throughput, security, and scalability. The proposed algorithm
has an intelligent function thus a high amount of attacks can
able to detect. The high throughput and security value show
the effective data transmission and confidentiality of vary-
ing IoT applications. The security requirement and energy
consumption are ensured by the graphical analysis of this re-
search. However, one of the limitations of this work is that the
experimental setup is confined to a specific area, with limited
data packet sizes, uncertainties in the IoT data [46, 47], and a
restricted number of attacks on the IoT-based network. For a
more realistic scenario, future work should consider a larger
network size and diverse packet sizes, as well as a range of
various types of attacks, from data injection to DDoS attacks.

VII. CONCLUSION
In this paper, we proposed the IB-SEC platform, which is
a promising solution for enhancing the performance of IoT
networks in smart cities. By leveraging secure edge com-
puting and adaptive MAC protocols, the platform can effi-
ciently integrate heterogeneous devices and systems, while
addressing key concerns such as energy consumption, reli-
ability, and security. The platform’s ability to dynamically
adapt to changing network conditions and traffic loads en-
ables it to achieve higher throughput, lower latency, and

improved packet delivery reliability, thereby enhancing the
overall efficiency of IoT networks in smart cities. Results
indicate that edge servers’ lower latency has a considerable
positive impact on energy consumption. The proposed IB-
SEC platform has shown notable advancements in its ability
to effectively minimize overall task latency with expanding
data and subdivisions, minimize energy consumption, and
offer significant security to IoT networks in smart cities.
Specifically, the developed model has achieved a lower en-
ergy consumption of 0.32j and a lower latency of 51ms
for a given number of IoT nodes. Moreover, the proposed
approach has attained the highest security level and a high
detection rate, effectively repelling hacker attempts through
the use of advanced MAC protocols. The achieved results
of the proposed approach have been compared with exist-
ing methodologies, highlighting the superior efficiency and
effectiveness of the proposed model. Overall, the IB-SEC
platform represents a significant advancement in secure edge-
enabled computing, providing a robust and reliable solution
for managing the diverse requirements of smart city devices
while ensuring the secure transmission of data. The use of
supervised machine learning techniques for routing will be
something we experiment with in the future, along with the
addition of node attributes other than those employed in this
study. In summary, the proposed platform enables efficient
data acquisition, preprocessing, and analysis while ensuring
the security and privacy of the data. While the experimental
setup has limitations, it provides a solid foundation for fu-
ture research in this area. However, there are several open
challenges that need to be addressed in future work, such
as support for Quality-of-Service (QoS), performance, and
the impact of load distribution on the servers. By addressing
these challenges, we aim to develop a cost-effective and
sustainable communication infrastructure that can support
the growing demand for IoT devices in smart cities.
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