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Abstract. The present era of technology improves the health care services and
Wireless Body Area Network (WBAN) is one of them. It is a technology which
uses wireless sensors to gather the vital signs from human body for monitoring.
TheWBAN is often connectedwith cloud to overcome processing and storage lim-
itations. However, using cloud with WBAN opens up the door for various attacks.
DDoS is one of the major threat which directly affects the availability of patient
data, and harness the adoption of cloud-assistedWBAN technology. Therefore, in
this work we propose a approach to detect DDoS attack in cloud-assisted WBAN
and ensures the availability of patients data. The proposed approach is based on
Adaptive and Supreme Attribute Selection with Stacked Ensemble Classification
(ASAS-SEC).All the requests intended to use the patient data stored on cloudmust
have to pass through ASAS-SEC mechanism. The request classified as benign are
only allowed to access the patient data and DDoS requests are passed to Intensive
Care Unit (ICU), where the source of the attack is identified and blocked. Publi-
cally available NSL-KDD dataset is utilized to evaluate the proposed ASAS-SEC
approach and results shows that proposed approach outperforms other state-of-
the-art approaches and achieves classification accuracy of 98.86%, F1-Score of
98.3%, and false alarm of 0.017.

Keywords: Wireless Body Area Network (WBAN) · Cloud network · DDoS ·
Availability · Healthcare system · Classification

1 Introduction

WBANhave emerged out as a promising technology that improves the human healthcare
system [1, 2] and widens their wings to a broad range of medical applications. WBAN
majorly benefitted patients with older age and having chronic diseases. In WBAN, the
patient’s data are collected through sensors in the form of bio-signals. Further, these sig-
nals need to be stored and processed for future reference by the healthcare workers such
as doctors and physicians. The applications of WBANmay include health monitoring to
an emergency medical response system. Autonomous nodes such as sensors and actua-
tors positioned in the body, clothes, or under the patient’s skin are connected to WBAN

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
N. Khare et al. (Eds.): MIND 2022, CCIS 1763, pp. 329–344, 2022.
https://doi.org/10.1007/978-3-031-24367-7_32

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-24367-7_32&domain=pdf
https://doi.org/10.1007/978-3-031-24367-7_32


330 P. Verma et al.

through a wireless communication channel. In the medical field, for continuous moni-
toring of particular biological functions like electrocardiogram (ECG), Blood Pressure
(BP), heartbeat rate, body temperature, etc., a patient might be equipped with WBAN.
The benefit of using such a system is that the patient is not restricted to a fixed location
(bed). Moreover, it allows more accurate results and sometimes even faster diagnosis
since the data is collected in the patient’s natural environment and over a longer period
of time, thus offers more helpful information.

However, the inadequate resources of WBAN sensors [3] cannot deal with such an
enormous quantity of information for storage and processing. Therefore, for the colossal
data collected fromWBANsensor nodes, there is a need for secure storage andprocessing
for such data. Consequently, to deal with such a huge amount of information produced by
WBAN nodes, an innovative solution to meet this growing challenge is highly desirable.
On that account, to provide a robust, hybrid, and viable platform to deal with such an
enormous quantity of information collected from various nodes, the integration of cloud
computing and WBANs is performed and also known as cloud-assisted WBAN [4].

Cloud computing is considered as a promising innovation to achieve the objectives
mentioned above in healthcare management [5].With the help of cloud-assistedWBAN,
physicians and doctors can access the infrastructure storage and processing of health data
on a pay-per-usage model [6]. Figure 1 shows the general cloud-assisted architecture for
the E-healthcare WBAN system.

Fig. 1. WBAN architecture for E-health monitoring [1]

Nonetheless, the advent of the cloud-aided WBAN system is still in its growing
stage. Recent research in this domain focuses on the framework for cloud-aided WBAN
to acknowledge e-healthcare benefits. However, they do not consider the security issues.
The availability of patient health data is of significant concern in such networks. ADDoS
attack is themost severe threat to data availability that can directly harness the everlasting
accessibility of a patient’s information. Unavailability of patient’s data degrades the
overarching performance and credibility of the healthcare administration. The solutions
currently used for traditional WBANs against DDoS attacks are not appropriate for
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cloud-assisted WBAN technology. There is a need for a defensive approach to detect
the DDoS attacks in cloud-based WBAN that understands the varying network traffic
conditions during the attack.

Therefore, an adaptive and supreme attribute selection with a stacked ensemble
classification (ASAS-SEC) approach is proposed to overcome such issues. The proposed
method considers various adaptive thresholding approaches to select the intermediate
attribute list under the individual thresholding technique. Further, the attributes under
each technique are refined using the supreme behavior approach. After selecting the
most supreme attributes, a stacked ensemble classifier is used to classify the DDoS
and legitimate request. In stacked ensemble classifier at level-0 Gradient Boost (GB),
Random Forest (RF) classifier are used. Further, the output of these two classifiers is
given as input to the level-1 classifier. At level-1, the eXtremeGradient Boost (XGBoost)
classifier is used to predict the final output. Using the adaptive approach makes the
detectionmechanismmore robust and efficient against varying network traffic conditions
during DDoS attacks. The major contributions of this work are listed as:

1. Proposed an efficient ASAS-SEC approach that can classify the incoming requests
towards cloud-assisted WBAN to access patient healthcare data and detect DDoS
attacks.

2. Attributes are selected based on the incoming traffic stream; hence adaptive and
dynamic behavior can handle different DDoS attack intensities.

3. Also proposes a stacked ensemble classifier that integrates the advantages of different
ML classifier such as RF and GB at one level and combines the output and select
the dominating result at the next level as final output using XGBoost classifier.

4. ASAS-SEC achieves classification accuracy of 98.86%, F1-Score of 98.3%, and
false alarm of 0.017.

The remainder section of the paper is organized as: the state of art approaches for
DDoS defense in literature is presented in Sect. 2 and proposed used in this work is
discussed inSect. 3. Section 4 shows the result evaluation andobservation of the proposed
approach, and finally, Sect. 5 concludes the work and gives the future direction.

2 Related Work

This section presents work done in this domain against DDoS attacks. Many researchers
have contributed towards the detection, prevention, and mitigation schemes against such
attacks. Several attack avoidance strategies use a challenge-response approach for avoid-
ing the DDoS attack at the entrance of the network [7]. On the other side, attack detection
is performed using network traffic analysis. Further anomaly detection methods are also
used for the attack detection [8]. Besides the detection and avoidance of DDoS, a great
deal of work has been done regarding the mitigation methods of DDoS in the cloud
domain [9].

Idhammad et al. [10] evaluated incoming network’s information entropy using time-
based sliding window method for handling DDoS attack. CIDDS-001 dataset was used
to verify the presented approach. Verma et al. [11] offers an adaptive threshold technique
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that uses Mean Absolute Deviation (MAD) to select the attributes responsible for the
DDoS attack. Then random forest is used for the classification, which provides the best
results with the MAD threshold technique.

Sreeram et al. [30] presents a bioinspired bat algorithm that uses the bats records
population-based evolution process to detect the HTTP based DDoS attacks quickly.
The experiments were carried out on the CAIDA dataset to assess the model. Another
bio-inspired algorithm based on the cuckoo search is proposed by Verma et al. [12] to
classify the attack and benign requests. In this work, bi-variate flight instead of levy
flight provides direction in the cuckoo search space to assign a label for the incoming
request. Results prove the dominance proposed approach against the present bio-inspired
techniques used to identify the DDoS attack.

Homogeneous ensemble classifier contains similar types of classifiers in the ensem-
ble. A combination of homogeneous and heterogeneous classifiers called the hybrid
model was used to study its performance as discussed by Aburomman et al. [13]. Iden-
tification of the source of the DDoS attack is as much important as detecting the attack.
Attack detection was done using the various filter methods available to select attributes,
which conglomerates the top feature in different selection techniques. The features are
selected based on its occurrence in the individual filter method. If the frequency count
crosses the threshold value, then the feature is selected. The requests identified as attack
are sent to a special unit where the attack source is identified and blocked for future
reference [14].

A deep learning based technique is presented by Shone et al. [15] called Non-
symmetric Deep Auto Encoder (NDAE). The proposed method selects attributes using
unsupervised learning, and stacked NDAE is used for the classification. Results shows a
noteworthy progress in accuracy and deterioration in computational time. Choi et al. [16]
also proposed a approach autoencoder based IDS system for unsupervised data. The pro-
posed approach helps in detecting the anomalies in such data. It results in 91.7%accuracy
for classifying the attack and benign requests when tested on NSL-KDD dataset.

The above-discussed security solutions towardsDDoS attack are not directly applica-
ble to cloud-assistedWBAN environments. Themajor cause for this lack of applicability
are as cloud-assisted WBAN persists the shortcoming of both WBAN and cloud tech-
nology. Therefore for detecting security attacks in these networks, there is a need to
develop defensive attack approach that understand and analyze the variable network
traffic conditions and overcomes the limitations of both the technologies.

3 Proposed Method

Thiswork proposes a securitymechanism to ensure data availability and save the network
from such attacks [17]. Figure 2 shows the detection node’s placement in the cloud-
assisted WBAN, and Fig. 3 shows the flowchart of the proposed approach.

The proposed approach consists of 4 sections as: (i) Preprocessing, (ii) Adaptive
and Supreme Attribute Selection (ASAS), (iii) Stacked Ensemble Classifier (SEC), and
(iii) Attack request processing unit (ICRPU). In the proposed approach, whenever the
request to access the patient healthcare data stored in the cloud network arrives, then
before passing the request, the defense mechanism is initiated.
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Fig. 2. Placement of defense mechanism for the detection of DDoS attack in cloud-assisted
WBAN

3.1 Pre-processing

The incoming request contains multiple statistics, which helps in determining the
attributes to detect the attack. These attributes need to be extracted from the incom-
ing request for further processing. However, in this work a standard dataset NSL-KDD
is usedwhich requires the data normalization due to presence diversified attribute values.
If the attributes in the dataset are spread in dynamic ranges then it does not helps proper
fitting of the model and it may get bias toward a particular attributes. Thus to handle
this issue, scaling of attributes is performed usingMin-Max normalization before model
fitting. The formula used for Min-Max normalization is:

Xnew = Xi − Xmin

Xmax − Xmin
∗ (Ymax − Ymin) + Ymin (1)

Here X is the feature that needs to be scaled, Xmin and Xmax are the lowest and highest
values of attribute X. Xi is the current value being processed and Xnew will be the new
value. Whereas Ymin and Ymax are the minimum and maximum value in the new range.
Algorithm 1 show the preprocessing steps of the data.

***

Algorithm 1: Preprocessing
Input : D(x) = NSL-KDD dataset, where x ϵ{A1 , A2 ……….A41}

Output : Preprocessed train and test datasets as (x) and (x)

Step1 : Select attribute from D(x)
Step2 : Normalize with Min-Max normalization using Eq. (1)
Step3 :

3.2 Adaptive and Supreme Attribute Selection (ASAS)

Algorithm2 shows themethod for adaptive and supreme attribute selection process. Here
firstly the entropy of each feature is determined. Entropy is a measure of randomness
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Fig. 3. Flowchart of the proposed approach

or uncertainty in the data. As the randomness increases, the value of the entropy also
increases [18]. The incoming traffic activities at the time of attack can be analyzed with
the help of entropy [19]. The entropy against each attribute in the incoming traffic is
evaluated as:

Entropy(Ai) = −
∑

P(Ai/x)log(P(Ai/x)) (2)
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Now, three threshold-based attribute selection techniques, namely Interquartile
Range (IQR), Mean Absolute Deviation (MAD), and Median Absolute Deviation
(MedAD), are applied to the data individually. On using MAD threshold technique on
the dataset, we get a threshold value MAD (THR). Based on MAD (THR) the attributes
having the entropy value greater than or equal to MAD (THR) are selected under MAD
threshold-based attribute selection technique. Thereafter, attributes selected under the
MAD technique are further divided into two subsets, namely AMAD-1, AMAD-2. The
attributes chosen underMADhaving a value greater thanTh (fixed threshold) are selected
under AMAD-1 else selected in AMAD-2. Similarly, IQR and MedAD are also used to
create the sets AIQR-1, AIQR-2, and AMedAD-1, AMedAD-2, respectively.

The attributes selected under AMAD-1, AIQR-1, and AMedAD-1 subsets, possess
a higher score than the attributes selected under AMAD-2, AIQR-2, and AMedAD-2.
Thus, the original attribute set under each threshold technique is split into two subsets.
Where one subset showsmore supreme attribute subsets and the other shows less supreme
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attribute subsets. Further, the union ofmore supreme attribute subsets and the intersection
of less supreme attribute subsets is performed. The union of AMAD-1, AIQR-1 and
AMedAD-1 gives a More Supreme Attribute Subset (MSAS) and the intersection of
AMAD-2, AIQR-2 and AMedAD-2 gives a Less Supreme Attribute Subset (LSAS).
Finally, the union of MSAS and LSAS gives a new subset called Final Attribute Subset
(FAS).

3.3 Stacked Ensemble Classification (SEC)

A stacked ensemble model classifies unknown data by building new training data using
a set of classifiers as base classifiers. The classifiers of this category are also known
as multiple classifier systems. The stacked ensemble learning model creates multiple
learners L1, L2,…Ln from the training process by selecting different base classifiers
(or Level-0), say B1, B2,…Bn, train them using the training part of the dataset. These
learners’ output is merged and fed as input to the next level (Level-1) classifier.

The learners selected at the base level can be homogeneous or heterogeneous ensem-
bles. The learners are called homogeneous learners if they are under the same type
otherwise, they are called as heterogeneous learners. At level-1, the selected classifier
takes the base classifier’s output as input and gives the final output. At level-1, the base
learner’s errors are identified and then adjusted to achieve an optimal solution. A gener-
alized model for any input data is obtained by repeating this process on level classifiers.
In traditional methods, the elected classifier may not achieve good results on new and
unseen data even though it has good training data performance. This problem can be
eliminated by using the stacked ensemble approach.

Since themethodperforms averagingof all classifiers, even thoughoneof the selected
classifiers is unfit for the approach, the menace of relying on one technique can be
reduced. Therefore, the ensemble approach reduces the risk of inappropriate selection
of classifier. Algorithm 3 shows the steps for stacked ensemble classification.

In this work, Gradient Boost (GB) [20] and Random Forest (RF) [21] classifiers are
used as learners at the base level (level-0). GB is a modern classification technique and
enhanced version of AdaBoost (AB). AB starts with weak learners at the initial step for
predicting the output. Further, the weak learners are improved by escalating the weight
points of a higher order. GB is the minor deviation of AB, in which instead of escalating
the data points, the latest learner at each step is launched. This approach can improve any
differentiable loss function. At every iteration regression trees are built, and individual
trees are added serially, i.e., the new tree is built, depending on the difference between the
real and the projected value. Whereas the RF approach works on choosing the attributes
and values that can construct some sequence of rules to create various decision trees,
and finally takes the mean of the final outcomes.

Now instead of using majority voting or bayesian averaging techniques for final
prediction, the learning of the level-1 model is done to combine the base model’s predic-
tions. This makes it more generalized compared to other ensemble techniques in terms
of the predictions of the attack. The output of level-0 is the predictions for each record
of the training dataset. To combine these outputs and predicting the final label for each
request, XGBoost [22] is used.
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XGBoost is a decision tree-oriented ensemble classification technique that utilizes
the GB algorithm over a known dataset and then considers the classification decision.
Themajor motivation behind using XGBoost is its model performance, higher execution
speed, memory efficiency, and high accuracy compared to other GB algorithm models
[23]. Thus XGBoost is used in this work to obtain the final prediction of the request as
attack and benign.

3.4 DDoS Attack Mitigation

Once the DDoS requests are identified after the classification process, these requests
need to be processed with intensive care for future reference. Therefore, this Intensive
Care Request Processing Unit (ICRPU) is set up to handle such attack requests. This
unit confuses the attacker and makes him believe that their requests are actually being
served. This impression helps the mitigation unit identify the attack source until the
attacker is busy in question and answer round by this unit. As the attack requests are
in the processing state, the attacker is fooled and believes that the service provider has
found no suspicious activity out. This will create an illusion to the attacker. He will
continue the attack without any changes and this makes it easy for the mitigation unit to
identify the attack source. Once the attack source is identified all the request belonging
to that source are dropped and even blocked for future reference.

4 Experimental Evaluations

The proposed approach is tested on Windows 10 on Dell series, having 64 bit i5 proces-
sor, 8 GB RAM. Python 3.0 is the language used to implement the proposed approach.
NSL-KDD [24] is a publically available dataset used to validate the proposed ASAS-
SEC approach. This dataset consists of various attacks however we usedDoS and normal
request in the dataset, which is of our interested are used to validate the proposed app-
roach. The metrics used to asses ASAS-SEC are classification accuracy, F1-Score, Area
Under Curve(AUC), and false alarm or False Positive Rate (FPR) [11].

4.1 Performance Metrics Used

Themetrics used to assess ASAS-SEC are classification accuracy, F1-Score, Area Under
Curve (AUC), and false alarm, also known as False Positive Rate (FPR). These metrics
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are expressed in terms of True Positive (TP), True Negative (TN), False Positive (FP),
False Negative (FN), respectively, where:

• TP: Specify the count of DDoS requests rightly predicted as DDoS
• TN: Specify the count of benign samples rightly predicted as benign
• FP: Count of benign requests falsely predicted as DDoS
• FN: Count of DDoS requests falsely predicted as benign

4.1.1 Accuracy

It is the percentage of correctly predicted DDoS and benign requests

Accuracy = TP + TN

TP + TN + FP + FN
(3)

4.1.2 F1-Score

This score is calculated using Precision and Recall, therefore this score takes both FP
and FN into account.

F1 − Score = 2 ∗ (Recall ∗ Precision)

(Recall + Precision)
(4)

where recall is the ratio of correctly predicted DDoS to the all observations in actual
class

Recall = TP

TP + FN

and precision is the ratio of rightly predicted benign request to the entire predicted benign
requests.

Precision = TP

TP + FP

4.1.3 FPR or False Alarm

It is the ratio of falsely predicted benign requests as DDoS to the actual number of benign
requests.

FPR = FP

FP + TN
(5)
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4.2 Result Analysis

The proposed approach utilizes MAD, IQR, and MedAD thresholding techniques to
obtain a threshold value as mentioned in Sect. 3.2, based on which attributes selection
is performed under each technique. In the literature, most of the methods uses fixed
threshold values for the selection of attributes. However, techniques based on fixed
threshold values cannot deal with the dynamic network behavior during the attack. As
the size of the packet and values of the attributes changes drastically with various kinds
of DDoS attack. Therefore, fixed threshold values are not able to tackle such situations
andmake the predictions accurately. Thus, to handle these limitations, adaptive threshold
techniques are used as a part of the attribute selection process.

After selecting attributes under each adaptive thresholding technique, the attributes
are further classified in two sets based on a fixed threshold value ‘Th’ as AMAD-1,
AMAD-2 for MAD thresholding technique, AIQR-1, AIQR-2 for IQR thresholding
technique and AMedAD-1, AMedAD-2 for MedAD thresholding technique.

The most supreme and final attributes are shortlisted based on the significance of
attribute in classifying the requests from these sets. Once the final attributes are selected,
the stacked ensemble classifier as discussed in the Sect. 3.3 is used to classify the
incoming request to cloud-assisted WBAN as DDoS and normal.

Fig. 4. Comparison between different threshold methods along side different classifier and pro-
posed (ASAS+SE) approach for different metrics: (a) Accuracy, (b) AUC, (c) F1-Score, (d)
FPR(false alarm)
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After rigorous experimentations and comparisons it is observed that ASAS-SEC
achieves the highest classification accuracy of 98.86%, F1 Score of 98.3%, AUC of
98.56, and lowest false alarm of 0.017. Thus ASAS-SEC is selected in the proposed
approach.

Figure 4 shows the comparison of thresholding techniques with different classifiers.
The classifiers used to compare the proposed approach areDecisionTree (DT),AdaBoost
(AB), Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Random Forest
(RF), and Multi Layer Perceptron (MLP). From Fig. 4 (a), (b), (c), and (d), it is seen
that the proposed ASAS-SEC attains the highest accuracy, F1-Score, Area Under Curve
(AUC) in comparison to other amalgamations of thresholding technique and different
classifiers. Moreover, ASAS-SEC achieves a low FPR which ensures very less false
alarms.

The dominance of the proposed approach can also be seen by comparing it with
the existing attribute selection techniques. The most widely used attribute selection
techniques are Information Gain (IG), Gain Ratio (GR), Chi-Squared (CS), and ReliefF
[25]. Figure 5 shows the comparative analysis of the proposed ASAS-SEC approach
with existing feature selection and classification techniques.

Fig. 5. Comparison between various attribute selection techniques along with different classifier
and ASAS-SEC for different metrics: (a) Accuracy, (b) AUC, (c) F1-Score, (d) FPR (false alarm)

Figure 5 (a), (b), (c), and (d) shows the accuracy, AUC, F1-Score, and FPR compari-
son of the proposed approach with other attribute selection techniques. It is observed that
the proposedASAS-SECproved to be superior over all the attribute selection techniques.
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ASAS-SEC attains high accuracy, AUC, F1-Score, and lowest false alarm value com-
pared to the above mentioned attribute selection techniques. As these attribute selection
techniques cannot handle the dynamic behavior of traffic during the DDoS attack.

The proposed ASAS-SEC is also compared with the existing state-of-the-art
approaches used to detect and classify DDoS attacks, as shown in Table 1. It is observed
from Fig. 6 (a) that the proposed ASAS-SEC dominates other techniques and achieves
high accuracy because it contains high TP and TN values.

Similarly, a comparative study on the F1-Score value of ASAS+SE with other exist-
ing methods is shown in Fig. 6 (b). Proposed approach attains highest F1-Score in
comparison to state of the art approaches.

Table 1. Performance comparison of ASAS-SEC with state of the art techniques

Reference Year Accuracy F1-Score False alarm

[26] 2018 96.53 0.8484 0.56

[27] 2018 95.29 – –

[28] 2018 84.25 0.8386 –

[29] 2019 75.51 0.73 2.87

[30] 2019 94.8 0.94 0.07

[31] 2018 98.23 0.7 0.32

[32] 2020 79.34 0.7888 –

[33] 2021 78.85 0.7111 –

[34] 2021 81.48 0.8523 –

[35] 2021 85.83 0.8661 –

[36] 2022 87.11 0.8533 –

Proposed – 98.86 0.983 0.017

Fig. 6. Comparison of accuracy and F1-Score of ASAS+SE with state of art techniques
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5 Conclusion

This manuscript presents a DDoS attack defense approach in cloud-assisted WBAN to
guarantee the accessibility of patient information to the healthcare system. The proposed
approach ASAS-SEC is based on adaptive and supreme attribute selection and stacked
ensemble classification. The adaptive threshold technique helps to dealwith dynamic net-
work traffic conditions due to variousDDoS attack intensities. However, the fixed thresh-
old value used in the literature are not capable to deal with such conditions. Therefore,
using the adaptive threshold value depending on the present network statistics identifies
the effective attributes for classification. Moreover, among the selected attributes under
each thresholding technique (MAD, IQR, MedAD), furthermost supreme attributes are
selected. After selecting an attribute, stacked ensemble classifier is used to classify the
incoming request. The advantage of using stacked ensemble classification is that it over-
comes the generalization capability for the predictions of the classifiers in the ensemble.
The proposed approach ASAS-SEC is evaluated on the NSL-KDD dataset and proved to
be best among the other techniques in the domain and state of the art approaches. How-
ever, proposed approach is unable to detect the other attacks. Thus in future proposed
approach can bemodified to identify the other attacks launched against the cloud-assisted
WBAN.
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