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Abstract. At least one-third of the food produced for human consump-
tion is lost and wasted due to inefficient perishable product distribution
plans. Currently used distribution plans are static and centralised as a
single entity decides on a distribution plan where products may move
along a predefined path. In this paper, we developed a dynamic distri-
bution plan generation algorithm where distribution paths are dynamic.
We used blockchain offline channels to develop decentralised, secure, and
privacy-preserving dynamic distribution plans in a multi-party supply
chain. Our algorithm generates distribution plans using real-time qual-
ity information about perishable goods so that products may be sold
before their shelf life expires. Our algorithm ensures the privacy of all
actors in a supply chain as inventory and order information of all actors
remains privacy-preserved.

Keywords: Perishable supply chains · Distribution lines · Food loss and
waste · Blockchains · Layer 2 Blockchains.

1 Introduction

At least one-third of all food produced is wasted and lost due to not consuming
it before its expiry date. Reducing food loss and waste is an important goal to
develop sustainable supply chains. In this paper, we design sustainable supply
chains for perishable food products using blockchains. In this paper, we study
a distribution line of one manufacturer with multiple manufacturing units, mul-
tiple distribution units, and multiple retail units. The manufacturer does not
own and controls operations of the distribution units and the retail units. The
distribution and retail units are competitors and may not reveal their order and
demand information. Additionally, we consider the uncertainty of the shelf life
of perishable food products. All distribution units are assumed to have IoT de-
vices monitoring the perishable food items and can detect the remaining shelf
life of perishable items. In these settings, in a static distribution line, retailers
estimate the expected demand of the item and place orders of items using such
demand estimation with a lead time (estimated time to acquire the product from
the distributors and remaining shelf life). A distributor can estimate demand by
aggregating the demands from the retailers or other distributors who placed an
order of the items to it, and it will place its order to the manufacturer or other
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retailers accordingly. In a static distribution line, the party that fulfils the order
is fixed. If there is a disruption (products are expired due to environmental fac-
tors) then the order is not fulfilled. In this paper, we proposed to use dynamic
distribution lines where the party who fulfils the order is not fixed.

The dynamic distribution line requires collaboration among various of a sup-
ply chain as order and inventory stock level information is needed to produce
a dynamic distribution plan. However, there are security and privacy problems
in developing a dynamic distribution line. Distributors and retailers are com-
petitors and they may not wish to reveal their order information. It may be
possible that a malicious distributor may not fulfil the order of a specific re-
tailer or distributor. Thus the dynamic distribution lines route the products in
a privacy-preserving fashion, where order information is not revealed to parties
outside a group of trusted distributors. Additionally, the objective of dynamic
distribution lines should reduce overall food loss and waste and all parties can
verify a solution to such an optimisation problem without all order information.
Our main contributions are as follows:
(1) We developed a blockchain-based dynamic distribution line management so-
lution. We used public proof of work-based blockchains. We used blockchain
offline channels to develop a high scale distribution line management algorithm.
(2) We developed a privacy-preserving distribution line management algorithm
where order information of a distributor or retailer will not be known by any
distributor.
(3) We developed a dynamic distribution line management algorithm that matches
supply and demand information based on real-time product decay information.
(4) We prove the security and privacy-preserving property of the proposed dis-
tribution line management solution.
(5) Using experimental evaluation with simulations of distribution lines we show
that the proposed distribution line management solution can significantly reduce
food waste.

The paper is organised as follows: in Section 2 we discuss distribution line
management literature, in Section 3 we discuss the dynamic distribution line
management problem, in Section 4 we discuss the blockchain-based distribution
line management algorithm, in Section 5 we analyse the security and privacy-
preserving properties of the proposed algorithm, in Section 6 we present an
experimental evaluation of the proposed solution, and we conclude the paper in
Section 7.

2 Related Literature

In [4] a survey of supply chain optimisation methods was presented where opti-
misation conditions include waste reduction and sustainability parameters. In [5]
the author developed methods to optimise perishable distribution lines to reduce
food waste. In [3] the authors showed how to use IoT devices to monitor meat
quality in a supply chain. In [8] the authors used Monte Carlo simulation to op-
timise distribution in a perishable supply chain. In [2] the authors developed an
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algorithm for designing an optimal transportation network for perishable goods.
In [13] the authors developed a multi-agent systems-based simulation of perish-
able supply chains. In [1] the authors developed pricing strategies for perishable
goods. In [7] the authors optimised the transportation network to reduce food
loss. In [14] authors used IoT devices to monitor product quality in perishable
supply chains. In [12] authors presented optimisation algorithm for perishable
supply chains. In [11], authors used Bitcoin offline channel network to develop
a decentralised product serialisation method. In this paper, we used proof of
work-based blockchains. Proof of work-based blockchains was proposed in [9].
There are several variations of blockchains in terms of consensus protocols. Of-
fline channels for Bitcoin, i.e., Bitcoin Lightning network was proposed in [10],
which allows peers to create and transfer funds among them without frequently
updating the blockchain. We advance the state of the art as follows: (1) We use
public blockchain and offline channel of public blockchains to execute dynamic
distribution line generation algorithm. Public blockchain makes the participation
of supply chain actors in blockchain-based solution and offline channel improves
the scalability of the solution. (2) We used public blockchains to execute the
distribution line generation algorithm. It improves interoperability among ac-
tors of a supply chain as each actor should only be interoperable with the public
blockchain transaction and smart contract data structure. (3) The proposed so-
lution preserves the privacy of actors of a supply chain as inventory and order
information of all actors.

3 A model of perishable supply chain

In this paper, we will investigate distribution lines for the following supply chain:
(a) The supply chain has multiple manufacturing units producing identical per-
ishable items. (b) Demand of a distributor or retailer can be satisfied by any
item in this supply chain, i.e., they can not differentiate among the items from
different manufacturer or distributors. We will use the following terminology to
describe the distribution line: We will represent a distribution line a multipartite
graph G = (L,M1, . . . ,Mq, R,E) with set of vertices L∪M1∪· · ·∪Mq∪R and set
of edges E. The set of vertices represents the actors (manufacturer, distributors,
and retailers) of a supply chain. The set of nodes L represents the manufacturers,
{Mi} represents the sets of distributors, and L represents the retailers. The set
of edges represents the flow of items and the flow of demand information. The
edges (vi → vj) ∈ E represent flow of goods. Edges are such that,
(1) Vertices L represent the manufacturing units and can only have edges with
a set of vertices M1.
(2) Vertices in the sets M1, . . . ,Mk are distribution centres. A vertex in Mx can
only have edges with vertices from the set Mx−1 with x > 1.
(3) Vertices R represent the retail units and can only have edges with a set of
vertices Mq.

We will use the discrete-time to represent the time it takes to move the
products and the shelf life of the products. We will denote time as a sequence
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of uniformly increasing positive integer t1, t2, t3, . . . with ti − ti−1 = dt for all
i. We assume that distances between a pair of vertices can be traveled by time
d(e) where e ∈ ES is the edge between the vertices. Products are assumed to
have a shelf life given by the equation: Decay level of a product i at time t is:
1/(1 + (.4∗e)t

a ), where t is the time since the product has been produced and
a ∈ [0, A] chosen uniformly at random from [0, A] where A is a positive integer.
Note that the maximum value of Qt

i is 1 and the minimum is zero. If a is increased
the products degrades slowly. We assume that Q∗ ≥ .01 is the threshold quality
of the product that can be safely consumed. Hence any product i with quality
less than Q∗ is discarded and considered as food waste. We will use a just-in-
time inventory management policy for all actors where an actor will only place
an order for an item if an item is moved from its inventory or it has received an
order for an item.
(1) If an actor vx receives an order for an item with shelf life S then it will select
an item with shelf life S+ ϵ such that ϵ (positive number) is minimum. Thus an
actor will move a product that meets the minimum shelf life requirement.
(2) If an actor vx receives an order for an item with shelf life S and it does not
have any item in its inventory to fulfil the order then it will unable to fulfil the
order.
(3) If an actor has sent an item with shelf life S + ϵ from its inventory then it
will order an item with a shelf life of at least S + ϵ.
(4) If an actor has sent n items then it will order n items.

In this supply chain network, consumption of items, orders for items are
created as follows:
(1) At a time t1, the number of items to be sold at a retailer is a random number
from a probability density function.
(2) At the time t1, a retailer vx will evaluate the number of items it has sold, let it
has sold n items. The retailer will chose a distributor vy such that (vy → vx) ∈ E,
i.e., product can move from vy to vx. It will place an order of n items with a
shelf life of more than a threshold (estimated by the maximum time it takes to
move a product from the manufacturer to the retailer).
(3) At the time t1, a distributor vx will evaluate the number of items it has sold
and orders it has received at time t1. If vx has moved an item with shelf life S
as it fulfils the order of either a distributor or a retailer then, vx will place an
order for an item with shelf life S + ϵ (ϵ is a positive number) to any distributor
or manufacturer vy such that vy → vx ∈ E. If vx has received an order for an
item with shelf life S as it fails to immediately fulfils it then, vx will place an
order to either a distributor or a retailer for an item with a shelf life of at least
S + ϵ.
(3) At the time t1, if a manufacturer received an order for an item with shelf
life S then it will choose an item with shelf life at least S from its inventory and
move the product. It will immediately produce a new product and replenish its
inventory. If it can not immediately fulfils the order then it will wait until a new
product is created with a shelf life of S.
(4) The order of an item from an actor vx to another actor vy with shelf life S
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is represented by the tuple Oi =< vx, vy, S >.
(5) The movement of an item with serial number IDz from an actor vx to another
actor vy with shelf life S is represented by the tuple Ti =< vx, vy, IDz >.

The above process of order placement and product movement represents a
static distribution line as an actor vx who has received an order for an item
from the actor vy then only vx can fulfil the order. The problem of designing a
dynamic distribution line is as follows: (1) If an actor vx who has received an
order for an item from the actor vy then vx can delegate the order to another
actor vz to fulfil the order. Product quality information will be available to decide
on such order delegation. We will explain in the next section how to collect the
product quality information in real time with IoTs. (2) Let at the k’th layer
of the supply chain network actors Dk supplies to the actors Dk+1. Ok be the
collection of orders from Dk+1 to Dk and Ik be the set of inventory items for
the actors Dk. A bipartite graph H = (Dk, Dk+1, E

H) will be constructed where
EH ⊂ E (It means a product can only move along any permitted distribution
path indicated by E. It also represents the preference of an actor to send/receive
from other actors. Only one item can be transferred along one edge.) and for any
(vx, vy) ∈ EH such that the shelf life of the item in the inventory of vx ∈ Dk is
at least the lead time of the order placed by vy ∈ Dk+1. The weight of an edge
(vx, vy) ∈ EH is 1/1+(Shelf_life(ax)−O3

y) where Shelf_life(ax) is the shelf
life of vx’s item and O3

y is the lead time of order placed by vy. (3) A dynamic
distribution line algorithm produces a maximum weighted matching M for the
graph H. If the edge (vx, vy) ∈ M then the item from vx will move to vy. In
the next section, we will describe how to execute this matching algorithm in
blockchain offline channels.

3.1 Problem of designing decentralised distribution lines

A generic model of decentralised distribution line may include an additional
entity called ‘mediators’. Mediators will buy and sell from all entities of the
above-mentioned distribution line. In such a distribution line, the buyers and
the seller will reveal quality information of products they want to buy or sell.
Let (q1B , . . . , q

x
B) and (q1S , . . . , q

y
S) be the sets of quality of products to be bought

or sold. Let Match : (q1B , . . . , q
x
B) 7→ (q1S , . . . , q

y
S) maps a product from a buyer

to a seller. The optimal matching solution will minimize the following
∑

(qiB −
Match(qiB)), where qiB − Match(qiB) ≥ 0. The problems of designing a decen-
tralised distribution line that satisfies such optimisation condition are as follows:
(a) Buyers would like to hide their quality information of products to be bought.
This is because such information may reveal the inventory state of a buyer. (b)
A mediator may not match the buyers and the sellers according to the objective
shown in equation 1. A mediator may match a product with a long shelf life to
a buyer who is demanding products with short shelf life. In this case, the buyer
will benefit by procuring a product with long shelf life. (c) As the buyers want
to hide information about the shelf life of ordered products, it is problematic for
a buyer to verify if matching is performed with objective of equation 1.
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4 Dynamic distribution with blockchains

We assume that all actors of the supply chain network are part of public proof
of work-based blockchains. The proposed decentralised distribution line man-
agement solution may be executed in any blockchain network that can execute
Hashed-Time Locked Contracts or similar scripts. In a supply chain network G =
(M,D1, . . . , Dq, R,E) there are q+1 sets of mediator nodes X1, . . . , Xq+1 where
each set Xi contains a fixed number (positive integer) peers of the blockchain
network. The supply chain network is a multi-partite graph with q+2 layers
where M is the first layer, D1 is the second layer, and so on. Product move from
layer x to layer y where x < y. Actors in the i− 1th layer and i+ 1th layer will
establish offline channels with mediators of the set Xi. Let t1, t2, . . . are discrete-
time instances such that ti − ti−1 = dt where dt is the number of new blocks in
the blockchain. We assume that new blocks are added to the blockchain after an
approximately equal time interval.

At the beginning of a time interval tx, all actors in the i+ 1th layer submit
their order to any mediator node in the set Xi with the lead time of the order.
These actors will be referred to as the buyers. The buyers will be allowed a time
dt′ < dt to send their orders. Order with lead time can be placed by creating a
new offline channel or by updating an offline channel. After time dt′, the actors
in the set i’th layer will send their intent to move inventory to the mediators Xi.
These actors will be referred to as the sellers. Sellers will inform the mediators
about their intent to move inventory by sending the self-life of their products to
the mediators. They can do so by creating or updating offline channels with the
mediators. The sellers can decide to move products from their inventory at any
time in the time duration ti + dt′ to ti + dt to sell their product before the time
instance ti+1. The mediators will execute an online maximum weighted bipartite
graph matching algorithm to match the products from the sellers to the buyers.
Next, we will explain how to open and update offline channels and execute the
graph matching algorithm.

Blockchain offline channels [10] uses multi-signature addresses to open an
offline channel among peers of the blockchain. This offline channel[10] is bidirec-
tional and potentially infinite, i.e., it can execute the infinite number of transfers
between two peers provided they do not close the channel and each of them has
sufficient funds. We construct an offline channel for proof of work-based pub-
lic blockchain with the following properties: (a) We construct a uni-directional
channel between two peers, i.e., only one peer can send funds to another peer of
this channel, (b) we construct a uni-directional channel that can be used for a
finite number of transfers from a designated peer to another peer. The procedure
for creating the uni-directional channel from A to B (A transfers token to B)is
as follows: Let A and B are two peers of the channel network H. MA,B is a
multi-signature address between A and B. This is a unidirectional channel from
A to B.

1. A creates a set of k (k is a positive even integer) random strings S1
A, . . . , S

k
A.

Using these random strings A creates a set of Hashes h1
A = Hash(S1

A),
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Fig. 1: (a) Procedure of creating unidirectional offline channels, (b) Channel be-
tween a buyer and a mediator

h2
A = Hash(S2

A), . . . , h
k
A = Hash(Sk

A) where Hash is Hash function (using
SHA256). A creates a Merkle tree height D = Log2k using these Hashes. In
this tree there are k leaf nodes and k− 1 non-leaf nodes of this Merkle tree.
We denote the non-leaf nodes as H1

A, . . . ,H
(k − 1)A.

2. B creates a set of D− 1 random strings and corresponding Hashes H1
B , . . . ,

HD−1
B such that there is a lexicographic order among these Hashes with

Hi
B ≤ Hi+1

B . We will call Hx
B is ranked more than Hy

B if the lexicographic
order of Hx

B is more than Hy
B .

3. A will create a Hashed time-locked contract as follows: (a) Let A wants to
transfer 1 − d/D tokens to B where d ≤ D. (b) From the multi-signature
address MA,B 1 token will be given to A after time T (will be measured as the
number of new blocks to be created from the current block in the blockchain)
if B does not claim these tokens by producing the key to any non-leaf node
Hx

A of the Merkle tree created by A, which is at a distance d from the root
of the Merkle tree. (c) If B produces the key to such a Hash Hx

A at depth d
then (1− d/D) tokens will be given to B and remaining d/D tokens will be
given to A if it can produce the key to a hash Hx

B in the set H1
B , . . . , H

D−1
B

which is ranked more than d hashes in this set.
4. A will sign this HTLC and send it to B.
5. Now A will send a transaction to MA,B of amount 1 + ϵ token with the

Merkle tree mentioned in the transaction. B will send ϵ tokens to MA,B

with H1
B , . . . ,H

D
B in the transaction data field where ϵ is the transaction
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processing fee. More than 1 token can be transferred by A. We are using 1
token as an example.

6. Before the next transfer from A to B, A will send the keys to the subset
of Hashes h1

A, . . . , h
k
A which can generate the Hash Hx

A. It will be possible
for A to transfer multiples of 1/D − 1 tokens to B, in such a case multiple
subsets of non-leaf Hashes of the Merkle tree will be revealed by A.

Note that, (a) B signs and publishes the HTLC to claim the tokens. It gets
the most number of tokens by using the last known keys of the Merkle tree leaf
nodes. Thus B will always use the last known keys of this Merkle tree leaf node.
(b) The channel is secure as A can not transfer to B more than the current
balance of the channel as B will know the current balance by finding the non-
leaf nodes from the keys supplied by A and depth of such a non-leaf node. (c)
All peers of the blockchain will know the existence of this channel and Hashes
used in creating the channel as transactions to MA,B are visible to all peers.

4.1 Channel between a buyer and a mediator

A buyer will pay a mediator if the following holds: (1) If the mediator can provide
a product with shelf life more than the requested lead time of product ordered
by the buyer to the mediator. (2) Additionally, the buyer should ensure that it
is receiving a unique product. The protocol (shown in Fig. 1(b) with buyer is
A and the mediator is B is as follows: We modify the unidirectional channel as
follows: (1) A sends B a sequence of Hashes of qualities (indicating the lead time
of products) {Qi

A}. (2) A sends B an HTLC similar to the HTLC in Fig. 1(a).
The only changes are B can claim tokens of value d/D tokens if it can provide
d proofs of quality and d proof of product uniqueness. (3) After sending this
HTLC, A sends the first quality requirement q1A (whose Hash is Q1

A) to B and a
set of keys in the Merkle tree created by A to claim 1/D tokens from MA,B . B
can claim these tokens by presenting proof of quality and proof of uniqueness.
(4) Proof of quality will verify the quality of a product as claimed by a seller.
We will assume that there is an IoT network monitoring quality information of
the products and such quality information is periodically uploaded to an IPFS
blockchain. A buyer or a seller can find proof of quality by checking the IPFS
blockchain for quality information. (5) If B can present such proof of quality
and proof of uniqueness to A then A will reveal the next set of keys of the
Merkle created by A to send the next set of 1/D tokens. Otherwise, A will
reveal quality information q2A (whose Hash is Q2

A) to B and ask it to find an
appropriate product.

4.2 Channel between a seller and a mediator

A channel between a seller and a mediator is similar to the uni-directional chan-
nel mentioned in the previous section with the following additional information:
(a) A seller will commit to a set of serial numbers to a mediator. It will store the
Hash of such serial numbers in the HTLC used to create the channel between
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itself and a mediator. (b) Apart from revealing the quality of an item, the seller
must reveal a new serial number by producing the key to the Hash of a serial
number. Additionally, each seller may have a uni-directional channel (Fig. 1(a))
with at least one sink mediator with a Hash tree formed using the serial numbers
of products owned by the seller according to the channel construction protocol.
The sink mediators are mediators without channels from buyers.

4.3 Channel among mediators

The mediators are expected to build offline channels among themselves according
to the bi-directional offline channel protocol developed in [10].

4.4 Decentralised product matching

We will describe the protocol for decentralised distribution as a decentralised
matching algorithm that matches the order of a buyer to the inventory of a
supplier. First, we will explain how a mediator can match a product with the
order it has received from the buyers. Then we will explain how a seller can
sell a product via the mediators. The protocol of product sale from mediator to

SellerMediator
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Payment Reveal 
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Payment
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(c) c

Fig. 2: (a) Channel between a seller and a mediator, (b) Protocol of product
sale from a mediator to buyers, (c) Protocol of product sale from a seller to
mediators.

buyers is as follows:

1. Assume that a mediator has received a product (of quality Q∗) from a seller
or from another mediator and it wants to sell the product to the buyers who
have established channels with it.



10 S. Thakur et al.

2. The buyers have established uni-directional channels with the mediator. Let
there are 3 buyers BuyerA, BuyerB , and BuyerC . They have established
channels with quality information (Q1

A, Q2
A,. . . , QD

A ), (Q1
B , A2

B , . . . , QD
B ),

and ( Q1
C , A2

C ,. . . , QD
C ) respectively.

3. The mediator reveals Q∗ to BuyerA, BuyerB , and BuyerC .
4. BuyerA, BuyerB , and BuyerC may reveal new reveal key to their respective

quality Hashes (i.e., BuyerA may reveal the key to Qi
A).

5. Mediator finds the buyer with the minimum difference between Q∗ and qual-
ities revealed by the buyers. Say Q∗ −Qi

B < Q∗ −Qi
A < Q∗ −Qi

C . Mediator
sells the product to BuyerB as it reveals the serial number to BuyerB .

6. Next, the mediator will send the information Q∗−Qi
B < Q∗−Qi

A < Q∗−Qi
C

to all BuyerA, BuyerB , and BuyerC .
7. Finally, the mediator will ask BuyerA, BuyerB , and BuyerC to reveal new

quality information.

The protocol of product sale from the seller to mediator is as follows: (1) A
seller SellerA will establish a unidirectional channel with a mediator Mediator1
with serial number Serial1, . . . , Serialp according to the channel establishment
protocol shown in Fig. 1(b). SellerA will establish a unidirectional channel with
a sink mediator Mediator3 with hash tree created by Serial1, . . . , Serialp ac-
cording to the channel establishment protocol. (2) Now, SellerA will reveal key
to Serial1 to Mediator1. (3) Mediator1 will verify that there is a sink mediator
Mediator3 and there is a channel from SellerA to Mediator3 with a hash tree
that includes Serial1. If Mediator1 can verify this then it will pay SellerA. (4)
Now Mediator1 will try to match the product with the serial number Serial1 to
the buyers who have a channel with it. If Mediator1 can not do so (according
to the previous protocol for product sale from a mediator to buyers) then it will
try to resale this product to other mediators. (5) Mediator1 can either sell it to
another mediator or it can sell it to the sink mediator Mediator3. (6) If it sells
the product to sink mediator Mediator3 by revealing the serial number then
Mediator3 can claim the payment from its with SellerA. (7) If this sequence of
product resale does not reach the sink mediator then it will indicate that the
product is sold to a buyer otherwise it will indicate that the product can not be
sold and it is returned to SellerA.

5 Analysis

Lemma 1. The decentralised product matching protocols are privacy-preserving.

Proof. An adversary (who wants to know the quality information of products)
will have access to the blockchain network and it has information on offline
channels established among buyers, sellers, and mediators. However, it can not
know the quality information because Quality information is kept in the channel
from a buyer and a mediator or from a seller to a mediator. In both cases,
Hashes of such information are included in the transaction used to establish the
channels. Hence the adversary may not know the quality information of any
buyer or seller if it can not control all mediators.
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Lemma 2. A mediator can not manipulate the matching protocol for product
sale from mediator to buyers shown in Fig. 2(b).

Proof. This holds because: (1) As shown in Fig. 2(b), BuyerA will verify if
Q∗ − Q1

A > Q∗ − Q1
B as the mediator should produce the key to Q∗ and Q1

B

to BuyerA. (2) BuyerA has access to the transaction records and it can find
the transactions from sellers to mediators and buyers to mediators that include
Q∗ and Q1

B . (3) BuyerA can verify that the above transactions are unspent and
hence such quality information is not reused. (4) In case the mediator does not
reveal the quality information, BuyerA may choose not to buy products via this
mediator.

Lemma 3. The mediators will not lose funds in the product sale protocol from
a seller to a mediator shown in Fig. 2(c).

Proof. This holds because: (1) A mediator can verify the existence of a chan-
nel from the seller to a sink mediator by searching the transaction list of the
blockchain. (2) Such a transaction denotes the existence of a channel from the
seller to a sink mediator. (3) A mediator can verify that the above-mentioned
channel is not closed as it can check the transaction list to ensure that the above
transaction is unspent. (4) In such a live channel from the seller to the sink
mediator, it can check the existence of the Hash of the serial number of product
being sold by the seller. This will mean that the mediator can always resale the
product to this sink mediator who can claim funds from the seller by producing
the key to the Hash of the serial number.

6 Evaluation

We will evaluate the performance of the proposed with a simulation of supply
chain and blockchains. We use proof of work-based simulation of blockchains used
in [6]. We developed a supply chain simulator using agent-based modelling where
all actors of a supply chain are modelled as autonomous agents. Fig. 3(a) shows
the workflow of a manufacturer as it executes two asynchronous processes. The
first process simulates the product manufacturing rate as it manufacturer items
(with a random decay) according to its demand. The second process simulates
the order fulfilment procedure as it moves products from its inventory to the
distributors. Fig. 3(a) shows the workflow of a distributor, which is similar to
the workflow of a manufacturer with an additional process that checks if an item
in the transit have reached the distributor or if a product in transit should be
discarded due to expiry of its shelf life. Fig. 3(a) shows the workflow of a retailer
who executes three asynchronous processes. We use the following supply chain
network dataset:

We check the correctness of the supply chain simulation by executing it with
increasing decay rate fro 5 to 15. We observe (Fig. 3(a)) that as decay rate is
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Table 1: Data for experiments
|M | = 20, {|D1| = 20}i=1,2,3, |R| = 20 # of manufacturers, distributors, & retail-

ers.
W (E) ∈ Random(1, 6) Distance among the actors.
| ∪ Ii| = 10000 Number of items
aj ∈ [5, 15] Decay rate
λdemand, λconsume = 6 PDF for retail demand & consumption.

increased waste is decreased and quality of items sold is increased (Fig. 4(a)).
Next, we evaluate the performance of the dynamic distribution line generation
with a static distribution line generation algorithm. As mentioned in section 3, a
static distribution line order can not be delegated and in a dynamic distribution,
line order can be delegated using a graph matching algorithm executed via an
offline channel network. We used an offline channel network with 5 matching
nodes (nodes in the offline channels facilitating the matching process) between
every pair of adjacent sets of nodes of the supply chain network (there are 5
layers in the supply chain network and we have 20 matching nodes). We execute
the static distribution and dynamic distribution with the same sets of data by
increasing the decay rate from 5 to 15. We observe that waste is significantly
reduced using dynamic distribution lines (Fig. 4(b)) and the quality of items
sold is increased by dynamic distribution lines (Fig. 4(c)).
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Fig. 3: (a) Workflow of the manufacturers, distributor, and retailers, (b) It shows
the correctness of the simulator: as we increase the decay rate, waste is reduced
and quality of products sold is increased.
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Fig. 4: (a) It shows the correctness of the simulator: as we increase the decay
rate, waste is reduced and quality of products sold is increased, (b) the waste is
significantly reduced using dynamic distribution lines, (c) Quality of consumed
product is significantly improved.

7 Conclusion

In this paper, we proposed a decentralised distribution line protocol that dy-
namically routes perishable products to reduce food loss and waste. We used
blockchain offline channels to implement such a distribution process for the high-
scale execution of the distribution procedure. In the future, we will extend such
distribution protocol for IPFS blockchains.
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