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Abstract. Although it is difficult to overwrite the data kept in blockchains,
there are numerous incidents of false data insertion in blockchains. Cur-
rent blockchain technologies can not prevent such false insertion into
blockchains. In this paper, we present a blockchain model that can pre-
vent such immutable lies. We have several contributions in this paper:
we developed a decentralised argumentation protocol that allows audi-
tors to decide the validity of a claim, we developed an incentive system
for the auditors not to withheld any evidence for or against a claim, we
developed methods to execute the decentralised argumentation protocol
in blockchain offline channels for high scale execution of the proposed
data vetting method. We prove that the proposed data vetting method
executed in the blockchain offline channel network is correct.

Keywords: Data vetting · False data · Blockchain offline channels ·
Data audit

1 Introduction

Blockchain can prevent data overwriting by acting as a decentralised database.
However, such data security is often misrepresented as data correctness. There
are numerous examples of false data insertion into blockchains. Supply chain
data is one of the most vulnerable for such activity. It is estimated that current
supermarkets have on average 33 thousand items including items procedure from
2,400 Kms away 1. Such an FSC network usually consists of numerous actors.
Blockchain can prevent data overwriting but it cannot prevent the inclusion of
incorrect information. There are frequent incidents of product mislabelling in
supply chains. Studies have revealed a product mislabelling rate of 78% in meat
products [1] [12] [14] as these products contains unspecified meat from unknown
sources. A study revealed that 16 out of 23 companies have mislabelled products
which include traces of donkey meat and GMO organism [8]. The research found
chicken and duck were present in red meats and red meat in chicken food items
[5]. There are mislabelled organic products [9], wrong third-party certification
[13]. Often the mislabelling is caused by products procured outside the EU [4].
Data vetting for supply chains by a centralised entity such as a supermarket
chains may not be trustworthy.
1 https://www.fmi.org/our-research/supermarket-facts
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In this paper, we propose a data vetting method for blockchains. We used
multi-agent argumentation to develop the data vetting method. Argumentation
allows autonomous agents to engage in a turn-taking protocol to prove or dis-
prove a statement. We used IPFS blockchain as a data store for arguments which
are the evidence for or against a claim. Our solution allows a group of auditors to
engage in argumentation as they access this argument data store and argument
attack relation distributed Hash table. We have developed payment schemes for
the auditors as they get paid for their auditing work in fair and there is eco-
nomic incentive to prevent malicious behaviour of the auditors. We implement
the decentralised argumentation protocol for data vetting in a blockchain offline
channel environment. Our main results are as follows: (1) We developed a de-
centralised argumentation protocol for data vetting with economic incentives for
the auditors to deter them from data withholding or biased argumentation. (2)
We have implemented the decentralised argumentation protocol in a blockchain
offline channel environment. This allows high scale execution of the proposed
data vetting method. The paper is organised as follows: in Section 2 we dis-
cuss related literature, in Section 3 we present the decentralised argumentation
method for data vetting, and we conclude the paper in Section 4.

2 Related Literature

In [6] argumentation framework was proposed. It included various semantics
of valid sets of arguments. [2] extended Dung’s argumentation framework to a
value-based argumentation framework. [11] proposed method to merge multi-
ple argumentation frameworks for a combined decision-making platform. [15]
have explored computational models of argumentation in agent-oriented pro-
gramming languages. [17] explored Pareto optimality in argumentation frame-
works. [10] proposed decision-making methods using multi-agent argumentation.
[18] provided game-theoretic modeling of strategic argumentation. [7] explored
strategic argumentation methods where an expert withheld arguments. IPFS
blockchains was proposed in [3]. We advance the state of the art in argumenta-
tion theory and data vetting in the following directions: (1) We have developed a
decentralised argumentation protocol that improves current state-of-the-art cen-
tralised argumentation protocols. (2) We have developed economic incentives for
the auditors to prevent them data withholding and biased argumentation. The
state-of-the-art argumentation protocols lack such economic incentives. (3) We
have developed a high scale and secure execution model for such decentralised
argumentation in a blockchain offline channel environment.

3 Decentralised argumentation for data vetting

An overview of the proposed data vetting solution is shown in Fig. 1. It is as
follows: (1) There is an offline channel network created from a proof of work
or state based public blockchains. Our solution will also work with any per-
misssioned blockchain network where Hashed Timed Locked contracts or similar
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scripts can be executed. (2) The auditors and the principles (who issue data
vetting jobs) are part of this blockchain offline channel network. These entities
are also participant of a peer to peer data network. (3) The peer to peer data
network will host the argument graph data. (4) Argument graph data will be
stored in this peer to peer data network by a verified set of data contributors.
The principles (who issue the data vetting jobs) will verify the identity of such
data contributors. (5) Data contributors will create labelled graph data with var-
ious parameters of an application scenario. For example, in case of a perishable
supply chain, such parameters include RFID data, weather data, IoT data on
products and trucks moving the products, etc. The data contributors will create
argument graphs (by identifying the attack relations) and upload it to thee peer
to peer data network.

PoW /PoS
Blockchains

Offline 
channels

Auditors

Peer to peer data 
networks

Data contributors

Argument 
graphs

Fig. 1: Overview

In this proposed data vetting solution, our scope for this paper are as follows:
(1) We present a formulation of multi-agent argumentation framework to produce
argument graphs to be used for data vetting. (2) We present a decentralised
argumentation protocol for data vetting using the blockchain offline channel
network. (3) We present an incentive model for the auditors (who are vetting
the data using this decentralised argumentation protocol).

We assume the following: (1) We assume that the data contributors are either
honest or there exists incentives to encourage them to create correct argument
graph. (2) We assume that the peer to peer data network can efficiently store
and retrieve graph data. (3) In future, we will develop additional solutions to
overcome these assumptions.

3.1 Argumentation

Argumentation Framework (AF) allows a set of autonomous agents to make
decisions from a set of conflicting data or evidence. An AF is represented as a
tuple < A,≻> where A is a set of arguments and ≻ is a total order among the
arguments. An argument is an abstract information that may be represented as
data or evidence. A1 ≻ A2 (A1, A2 ∈ A) means argument A1 defeats argument
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A2. Given a set of arguments, we can use Dung’s argumentation semantics to
define the subset of arguments that are valid.

Definition 1. An argument A1 ∈ A is acceptable with respect to a subset of
arguments E ⊆ A if E defends A1, i.e., for any A2 ∈ A if A2 ≻ A1 then there
exists A3 ∈ E such that A3 ≻ A2. A set of arguments is conflict free if it do
not contain a pair of arguments A1, A2 such that A1 ≻ A2. A set of arguments
E ⊆ A is admissible if and only if E is conflict free and all arguments in E are
acceptable with respect to E.

We will use graphs to represent admissible arguments. Given an argumen-
tation framework (A,≻) and an argument a∗ ∈ A (will be referred to as the
root argument), we will sequentially form the admissible set of arguments that
includes a∗ or prove that such set does not exist. We will sequentially form trees
with root as a∗. G0 = (a∗, ∅) will represent the root argument tree with only
one argument a∗ ∈ A as the vertex and there is no edge in this graph. A se-
quence of augmented graphs from G0 will represent the sequential formation of
an admissible set of arguments that includes a∗ or represent the failure to do
so. G1 = (a∗ ∪ A1,≻1) where A1 ∈ A is set of arguments that attacks a∗ and
≻1 represents edges for such attack relations. G2 = (a∗ ∪ A1 ∪ A2,≻1 ∪ ≻2)
will represent the augmented argument graph from G1 such that A2 ∈ A at-
tacks any argument in A1 and ≻2∈≻ represents such attack relations. G3 =
(a∗ ∪ A1 ∪ A2 ∪ A3,≻1 ∪ ≻2 ∪ ≻3) will represent the augmented argument
graph from G2 such that A3 ∈ A attacks any argument in a∗ ∪ A2 and ≻3∈≻
represents such attack relations. Hence the argument graph to be created dur-
ing an even (odd) numbered step can produce arguments to attack arguments
presented by graph augmentation during odd-numbered previous steps. In any
augmented graph Gi = (a∗ ∪A1 ∪ · · · ∪Ai−1,≻1 ∪ ≻2 · · · ∪ ≻), a∗ is part of an
admissible set of arguments if there is no leaf node the argument graph at an
odd-numbered distance from the root node.

G0 G1 G2 G3 G4 G5

(a)

a1 a2 a3

a5 a6 a7 a8 a9

a10 a11 a12 a13 a14

a16

Gi Gj

a1 a2 a3

a5 a6 a7 a8 a9

a10 a11 a12 a13 a14

a18a19a20 a17 a16

(b)

Fig. 2: (a) Sequence of argument graphs. Note that the graph G5 is not admis-
sible, (b) In the argument graph Gi (left) ‘all winners’ payment scheme can be
applied and auditors who provided the leaf nodes will get paid evenly. In the
argument graph Gj , ‘strict winner’ payment scheme can be applied as the audi-
tors who provided a10, a11, a13, a14 will be rewarded. In Gj ‘chosen strict winner’
payment scheme can be used as both ‘all winners’ and ‘strict winners’ payment
scheme are applicable..
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We will use this notion of a sequence of argument graphs to represent the pro-
cess of decentralised data vetting where each auditor will construct an argument
graph to argue for or against the validity of the root argument.

3.2 IPFS as Argument Store

IPFS works as a decentralised database where a peer can access content using
the name or identification information of the content rather than the location
of the content. IPFS is built on a peer-to-peer network where distributed hash
tables are used to store location information of contents. Content will be stored
at multiple peers of the network and all peers maintain and synchronize its
Hash tables as the location information of the contents. In order to add new
content to the IPFS, a peer will generate a unique ID of the content and update
its local hash table. Next, it informs its neighbors in the peer-to-peer network
about the updated hash tables who will update their hash tables and inform
their respective neighbors. This process continues until all local hash tables are
synchronized. If a peer wants to access the new content then it will look into the
hash table and access the content from the peer who is storing it. Upon accessing
it, the peer will have the option to keep a local copy of the content if the peer
is acting as a host. Hence multiple copies of the document are stored across the
peer-to-peer network. The content file can be split into multiple small files and
the content identification information may have links to these small chunks of
the content. As the content is stored in multiple locations, it is difficult to censor
and overwrite content kept in IPFS.

3.3 Decentralised Argumentation

In the previous section, we describe a sequence of argument graph creation. We
will present a protocol for decentralised argumentation protocol for the data
vetting which uses such a sequence of argument graphs. It is as follows: Let
there are n auditors (V1, . . . , Vn) who want to check the validity of data kept in
a blockchain. A be the set of all arguments and ≻ be the attack relations among
the arguments. The sets A,≻ will be kept in an IPFS blockchain as mentioned
before. The auditors are arranged in a total order > and they will argue about
the validity of an argument in that order. The argumentation protocol is as
follows:

1. The auditors will argue about the validity of an argument a∗ ∈ A. An ar-
gument will be regarded as a valid argument if it is part of an admissible
subset of arguments S ⊆ A.

2. The auditors will gradually construct the admissible set or fail to do as each
of them may construct a new argument graph. The auditors will take turns
to create the argument graph using the ordering > among the auditors. Let
> is such that V1 > V2 > · · · > Vn.

3. V1 will have the first opportunity to create the first argument graph G1 from
G0 = (a∗, ∅). V1 will have a fixed finite time to create such an argument
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graph. If V1 creates G1 (as shown in Fig. 2(a)) then, it will inform all other
auditors. If V1 fails to do so then V2 will have to opportunity to create G1

and so on.
4. This process will continue until either the argument graph reaches a critical

height or a fixed time duration has passed.
5. Outcome of this protocol is proof of the validity of the root argument as the

existence of an argument graph that is admissible and it is not a subgraph
of any other argument graph.

The auditors will be paid for their data vetting service. We will evaluate the
following payment schemes:
(1) All winners: In this payment scheme auditors who have created any of the
leaf nodes of the final argument graph will get paid evenly. (2) Strict winners:
In this payment scheme auditors who have created the leaf node (s) of the final
argument graph which has an odd-numbered distance from the root node will
get paid evenly. (3) Chosen strict winners: In this payment scheme, the payment
scheme ‘strict winners’ will be chosen over ‘all winners’ in an argument graph
where both payment schemes can be applied.

The ‘all winner’ payment scheme rewards any auditor who has developed an
argument that can not be proved wrong. This payment scheme can be used for
both cases where there is an admissible argument graph and where there is no
admissible argument graph that includes a∗ (in this case, there may be leaf nodes
both at an odd and even-numbered distance from a∗). Let δ be the total reward
for vetting data. It will be distributed evenly among the winners according to
these payment schemes.

Let ∆ be the total reward for vetting the data with root argument a∗. The
amount of reward will gradually increase as the argument graph is built by the
auditors. Given an argument graph Gi with maximum distance p from the root
a∗, the total reward will be δp (p and δ are positive integers and p, δ > 1). δp
will be evenly distributed among all auditors who have constructed at least one
leaf node of Gi. If the auditing for the argument a∗ is permitted to be executed
for p iterations then δp ≤ ∆.

We assume that there is a finite cost to create arguments. Hence auditors
may strategically reveal their arguments to minimise their expense. We assume
that all auditors are equally likely to construct an argument, find an appropriate
argument. Any auditor will choose one of the following strategy when its turn
to present arguments:
(1) Reveal: It may choose to create a new set of arguments by constructing a
query to the IPFS data store for arguments and by doing so it will incur a certain
cost. This strategy will be useful for an auditor if it is not a winner according
to the payment scheme and latest argument graph. (2) Withhold: It may choose
not to create a new set of arguments to avoid the cost of querying the IPFS
data store. It can do so if it is currently getting paid as per the most recent
argument graph and payment scheme. (3) Biased: It may choose either to attack
or support the root argument.
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Lemma 1. Any auditor is better off with the strategy to reveal arguments for
all payment schemes if δ > dp where total reward at iteration p is δp and d is
the average degree of the argument graph.

Proof. Consider the argument graph formation shown in Fig. 3(c). Let the argu-
ment graph (Gp−1) till iteration p−1 is the most recent and the argument graph
(Gp) for the iteration p can be constructed from it. Assume that an auditor is a
winner at the current argument graph Gp−1 however it has an argument to cre-
ate Gp (at least subset of Gp which is a strict superset of Gp−1). The maximum
payoff of the auditor for Gp−1 is δp−1 (in the best-case scenario, the auditor has
constructed all arguments in the leaf nodes of Gp−1) and the minimum payoff of
the same auditor for Gp is δp/dp (in the worst-case scenario, exactly one audi-
tor has constructed argument corresponding to one leaf node of Gp) where d is
the average degree of the entire argument graph stored in the IPFS data store.
Hence, the auditor will always reveal arguments if the following holds:

δp−1 <
δp

dp
,
1

δ
<

1

dp
, δ > dp. (1)

This condition is sufficient for the auditors to always reveal for all payment
schemes. Case 1: If the ‘all winner’ payment scheme is chosen then the auditor
will get at least δp/dp. Case 2: If ‘strict winner’ or ‘chosen strict winner’ scheme
is chosen and the auditor can augment Gp−1 then it will always do so as it will
get at least δp/dp.

Lemma 2. An auditor is better off by not choosing ‘bias’ strategy.

Proof. Let the ‘bias’ is against the root argument. In this case, (a) if the maxi-
mally augmented argument graph does not correspond to an admissible set then
the arguments against the root argument may pay off. However, any non-biased
auditor may also present the same argument against the root argument. Thus
‘bias’ strategy does not bring more payoff than the ‘non-bias’ strategy. (b) if
the maximally augmented argument graph does correspond to an admissible set
then, the ‘bias’ strategy will have less payoff than the non-bias strategy.

Let the ‘bias’ is for the root argument. In this case, (a) if the maximally
augmented argument graph does not correspond to an admissible set then the
arguments for the root argument will never pay off. (b) if the maximally aug-
mented argument graph does correspond to an admissible set then the arguments
for the root argument will bring the same payoff with a non-biased strategy.

Theorem 1. For any argument, the admissible set of arguments will be formed
or the failure to do so will be proved.

Proof. According to Lemma 1 and 2, an argument graph will always be formed
at every iteration as it brings more payoff to the auditor who augments the
argument graph. Hence the maximal augmented argument graph will be formed
irrespective of whether it corresponds to an admissible set of arguments or proof
of failure to form an admissible set of arguments.
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3.4 Blockchain implementation

In this section we will discuss blockchain implementation of the above-mentioned
decentralised argumentation protocol. We will use blockchain offline channels to
implement the decentralised argumentation protocol for data vetting. Blockchain
offline channel allows two peers to securely transfer tokens without updating the
blockchain. We will use the protocol developed in [16]. Briefly, it is as follows
(illustrated in Fig. 3(a)):

1. Peers A and B will exchange two sets of Hashes of random strings.
2. A sends the Hash K1

A to B and B sends the Hash K1
B to A.

3. A will send a Hashed-time locked contract (HTLCA) to B as follows:
(a) From the multi-signature address MAB 1 token will be given to A and 1

token will be given to another multi-signature address M ′
AB .

(b) From the multi-signature address M ′
AB 1 token will be given to B after

time T unless A claims these tokens by revealing the key to hash K1
B .

4. B will send a Hashed-time locked contract (HTLCB) to A as follows:
(a) From the multi-signature address MAB 1 token will be given to B and

1 token will be given to another multi-signature address M ′
AB .

(b) From the multi-signature address M ′
AB 1 token will be given to A after

time T unless B claims these tokens by revealing the key to hash K1
A.

5. After exchanging the HTLCs, A and B will fund the multi-signature address
MAB by one token. A (B) will include H1

A, . . . (H1
B , . . . ) in the transaction

funding MAB .
6. Next, A and B can change the share of the fund in MAB by exchanging new

HTLCs. However, they must reveal the key to K1
A and K1

B .

A B

H1
A H2

A … Hk
A

MA,
B

1

H1
B  H2

B …… Hk
B

k1
B

k1
A

H1
A … Hk

A H1
B  H2

B …… Hk
B

MAB

T

M’AB

1 1

h1B

1 1

MAB

T

M’AB

1 1

h1A

1 1

1

Principle Auditor1 Auditor2 Auditor3 Auditor4

Who can 
present 

argument?
Argument

HTLC1 HTLC2 HTLC3 HTLC4

Claim 
tokens

Claim 
tokens

Claim 
tokens

Claim 
tokens

Argument

Commit to 
new HTLC

HTLC5

Execute HTLC5

Execute HTLC5 only if HTLC2
is not previously executed.

a*

Argument graph after 1 
iteration

d d2 dp-1 dp

Argument graph after p 
iteration

Gp-1

Gp

(a) (b) (c)

Fig. 3: (a) Protocol to create offline channel between two peers, (b) Explanation
of the Decentralised argumentation in offline channels, (c) Evaluation of strategy
of the auditors.

We will use an offline channel network created using this protocol to imple-
ment the decentralised argumentation protocol. All actors of the data vetting
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Principle Auditor1 Auditor2 Auditor3 Auditor4

H(G1), h0, B1 , dB
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Audior2  > 
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H(h4) C4
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t1
-x

H(h4) C4
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C2 t1 -
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H(h4) C4

C3

t1
–
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H(h4) C4

H(h3)

t1 -
2x 
+y

H(h3)

C3

a1

H(h2)

t1 -
2x 
+ 

2y

H(h2)

C2

H(h2)
C2

𝛿/d 𝛿/d 𝛿/d

𝛿/d

𝛿/d

C2H(h2)

C2

H(h3)
C3

C3H(h3)

C3
C3

q1

q1

q2

q2

Commit q2 q2

q2

Commit q1 q1

q1

HTLC1 HTLC2 HTLC3 HTLC4

HTLC5

HTLC6

Fig. 4: Decentralised argumentation in offline channels

problem, auditors, principle (who wants to audit) are part of an offline chan-
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nel network. We will use the following protocol to implement the decentralised
argumentation protocol. It is as follows (shown in Fig. 4):

1. The principle will inform all auditors about the graph data stored in the
IPFS data sore as Hash of such a graph (H(G1)), the start time of vetting
B1, time limit of an auditor dB to construct an argument graph, order among
the auditors, and the current argument graph h0.

2. Argument graph h0 can be augmented by finding attacks on the leaf nodes.
If h0 has p leaf nodes then all such leaf nodes can be attacked at most d times
where d is the average degree of the graph G1. The protocol for augmentation
of h0 for a leaf node a1 is as follows:
(a) The principle will allocate reward δ/d for every argument a1 which can

be attacked at this iteration of argument graph formation.
(b) Let there are 4 auditors Auditor1, Auditor2, Auditor3, and Auditor4.

The principle will send 4 random Hashes C1, C2, C3, C4 to the auditors.
Next, it will ask the auditor to augment h0 for the leaf node a1.

(c) Let Auditor4 first finds an argument to attack a1. It will inform principle
by sending Hash of the argument H(h4).

(d) Upon receiving the H(h4) from Auditor4, will form a sequence of HTLCs
among all auditors.

(e) The HTLC between Auditor4 and Auditor3 will state that:
i. Auditor3 can take δ/d tokens from the multi-signature address be-

tween Auditor3 and Auditor4 after time t1 − 3x if :
ii. Auditor4 does not claim these tokens by providing keys to H(h4)

and C4.
(f) The HTLC between Auditor3 and Auditor2 will state that:

i. Auditor2 can take δ/d tokens from the multi-signature address be-
tween Auditor2 and Auditor3 after time t1 − 2x if :

ii. Auditor3 does not claim these tokens by providing keys to H(h4)
and C4 or by providing key to c3.

(g) The HTLC between Auditor2 and Auditor1 will state that:
i. Auditor1 can take δ/d tokens from the multi-signature address be-

tween Auditor2 and Auditor1 after time t1 − x if :
ii. Auditor2 does not claim these tokens by providing keys to H(h4)

and C4 or by providing key to c3 or by providing key to c2.
(h) The HTLC between Auditor1 and Principle will state that:

i. Principle can take δ/d tokens from the multi-signature address be-
tween Auditor1 and Principle after time t1 if :

ii. Auditor1 does not claim these tokens by providing keys to H(h4)
and C4 or by providing key to c3 or by providing key to c2 or by
providing key to c1.

(i) Now, it may happen that, other auditors may have found an attack
relation with a1. Let Auditor3 finds such a relation. It will inform the
Principle about Hash of such argument H(h3).

(j) Principle will inform Auditor2 about H(h3) and a new HTLC between
(HTLC5) Auditor2 and Auditor3 will be formed. Auditor2 will send a
Hash q1 to Auditor3 as commitment to the new HTLC.
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(k) HTLC5 will state that Auditor2 will take δ/d tokens from the multi-
signature address between Auditor2 and Auditor3 after time t1 − 2x+ y
if Auditor3 does not claim it by revealing key H(h3), q1 and C3.

(l) Similarly Auditor2 may find the argument to attack a1 and correspond-
ing new HTLC between Auditor1 and Auditor2 will be formed.

3. Now execution of these sequence of HTLCs will be guided by the principle
as follows:
(a) In case, all auditors except Auditor4 fails to provide an argument to

augment h0 then the principle will send key to C4 to Auditor4 which it
will use to claim δ/d tokens from the multi-signature address between
Auditor4 and Auditor3. Same keys will be used by Auditor3, Auditor2,
Auditor1 to claim δ/d tokens as HTLC4, HTLC3, HTLC2, HTLC1 will
be sequentially executed.

(b) In case, other auditors provide arguments to augment h0, the princi-
ple will choose auditors according to the announced order among the
auditors to reveal their arguments against the argument a1.

(c) Example: the principle will ask Auditor2 to reveal its argument H(h2).
If h2 is a correct augmentation of h0, i.e., there exists a subgraph iso-
morphism from h0 ∪ h2 to G1 then it will reveal key to C2 to Auditor2.

(d) The principle will ask Auditor1 to reveal ‘commitment’ q2 (key to the
Hash q2) to Auditor2. Auditor1 will do so if HTLC1 has not been exe-
cuted before otherwise, it will lose tokens.

(e) After Auditor1 reveals key to q2 to Auditor2, Auditor2 will reveal C2

and h2 to Auditor1 and claim δ/d tokens by the HTLC6. Auditor1 will
use these keys to claim δ/d tokens from HTLC1.

(f) If h2 is not a valid augmentation of h0 (either h2 has been revealed before
by another auditor or there is no subgraph isomorphism from h0 ∪ h2 to
G1) then the principle will choose Auditor3 to reveal its argument.

(g) This process will continue until either a successful HTLC execution oc-
curs or attempts is made to execute all HTLCs.

4. The above procedure to argue against the leaf node a1 will be repeated d
times as at most d arguments can be built against a1.

5. After augmenting the argument graph h0 for all leaf nodes, the argument
data graph kept in the IPFS blockchain can be updated. In such a case, the
principle will inform all auditors about the new argument data graph in the
IPFS blockchain. The next iteration of the protocol will use such an updated
argument data graph.

An explanation of the above described decentralised argumentation protocol
is as follows:

1. The principle will ask all auditors to argue against the argument correspond-
ing to a leaf node of the most recent argument graph. An auditor can argue
irrespective of the order among auditors.

2. Auditor4 first finds an argument. The principle guides formation of a se-
quence of HTLCs to transfer funds from itself to Auditor4.

3. Now, Auditor3 finds an argument and it informs the principle.



12 S. Thakur et al.

4. The principle asks Auditor2 to create a new HTLC with Auditor3 which
forks from HTLC2.

5. A malicious principle may allow Auditor4 and Auditor3 to claim tokens as
two sequence of HTLCs will be execute: (HTLC4 → HTLC3 → HTLC2 →
HTLC1) and (HTLC5 → HTLC2 → HTLC1). But it is not possible to exe-
cute the sub-sequence of HTLCs HTLC2 → HTLC1 twice. Hence Auditor2
will loose fund as Auditor3 will claim fund twice from Auditor2 and Auditor2
will only claim fund once from Auditor1.

6. To prevent this problem, Auditor2 places a commitment data into HTLC5.
It allows execution of HTLC5 only if Auditor2 allows it. Thus Auditor2 will
not lose any fund due to double-spending.

Definition 2. The decentralised argumentation protocol is correct if the follow-
ing holds: (1) An auditor will not lose tokens by participating in the HTLC-based
argumentation protocol. (2) Two auditors will not get paid for the same argu-
ment. (3) If two auditors have produced the argument then the auditor with the
highest priority according to the order among the auditors will get paid.

Theorem 2. The decentralised argumentation protocol proposed in this paper is
correct.

Proof. An auditor will not lose tokens by participating in the HTLC-based argu-
mentation protocol because: (1) The set of HTLCs formed to augment the argu-
ment graph h0 for the leaf node a1 will form a tree structure. (2) The principle
will only reveal the key to one of the Hashes C1, C2, C3, C4 as it has only assigned
δ/d tokens to be transferred via these sequences of HTLCs. Hence HTLCs will
be executed according to only one path among the sequence of HTLCs (shown
in Fig. 3(b)).

Two auditors will not get paid for the same argument because: (1) As shown
in Fig. 3(b), two auditors may get paid if there is a fork from the first sequence
of HTLCs. For example, HTLC5 is forked from HTLC2. (2) In such instance
of fork, the common auditor (Auditor2 as shown in this figure.) will prevent
execution of both HTLC sequences (HTLC4 → HTLC3 → HTLC2 → HTLC1)
and (HTLC5 → HTLC2 → HTLC1) by not revealing q1 to Auditor3 if Auditor4
has claimed tokens.

If two auditors have produced the argument then the auditor with the highest
priority according to the order among the auditors will get paid, this is because
the time constraint in various HTLCs are used according to the order among the
auditors. As shown in Fig. 4, time constraints of HTLCs conform to the order
among auditors.

4 Conclusion

In this paper, we proposed a data vetting method using multi-agent argumenta-
tion. We presented a blockchain offline channel-based execution model of such a
data vetting method. In the future, we will improve IPFS blockchains for faster
retrieval of argument data.
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