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Traceability events poses scalability problems for blockchains. In this paper, we solve the product seri-

alization problem using blockchain offline channels. Our solution significantly reduces the
number of transactions needed to be recorded in the blockchain. We propose a secure
serialization protocol to verify the authenticity of serial numbers despite not frequently
engaging with the blockchain.
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1. Introduction

Product serialization intends to allocate unique serial numbers to products in a supply chain. Unique serial numbers can
be generated by the manufacturer or by a regulator who can assign serial numbers to a manufacturer and the manufacturer
can use these numbers to serialize its product. Serialization is important to ensure product authenticity and safety. Although
interoperable data format for serialization and data standard [1] are in use for product serialization, the current state of
the art in product serialization lacks security evident from a high volume of counterfeit products. It is reported [2] that
annually global businesses lose up to US$597 billion per year due to fake products and counterfeiting will lead to the loss
of 5.4 million jobs globally. Counterfeit medicines [3] costs US$200 billion annually and up to 10 million people die from
fake medicine every year. The security challenges [4] to product serialization are the following:
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- Security of serial numbers: Valid serial numbers can be stolen and used to label fake products. Thus uniqueness of a
serial number should be verifiable at any stage of its lifecycle in a supply chain.

» Secure Change of Custody: A planned change of custody of a product in distribution can be corrupted by a few intim-
idatory nodes. Compliance with the planned change of custody should be verifiable by the consumer of the product.

« Control over the serial number - Perishable Food: The manufacturer should be able to ensure that perishable food
products with expired shelf life are discarded.

+ Multi-party supply chain: In this paper, we consider a multi-party supply chain where no party has absolute control
over the entire supply chain. We consider regulators, manufacturers, intermediators (logistics service providers, cold
storage providers etc), retailers, consumers as members of the supply chain. In such a federated supply chain, parties
may not trust each other and have various levels of concern for the first three challenges. For example, regulators may be
only concerned about the security of serial numbers to prevent counterfeit products. The manufacturer may be primarily
concerned about discarding perishable goods with expired shelf life. The intermediator may be concerned about the
proper change of custody of the product.

In this paper, we use blockchains to develop a product serialization method that solves the above security issues.
Blockchains can revolutionise security and transparency in supply chains by providing a secure data-sharing platform in
a multi-party environment. Although blockchains can provide a secure data storage of these events, a high volume of
such events poses scalability problems for blockchains. In this paper, we solve the product serialization problem using of-
fline channels of blockchains. Our solution significantly reduces the number of transactions needed to be recorded in the
blockchain. We propose a secure serialization protocol to verify the authenticity of serial numbers despite not engaging with
the blockchain.

The state of art blockchain-based traceability solutions for perishable good supply chains uses IoTs to monitor the supply
chain and smart contracts to ensure traceability in the supply chain. However, the state of art solutions do not solve the
above-mentioned problems. In this paper, we mitigate these problems as our main contributions are as follows:

Secure serialisation: We have developed a product serialization method which prevents a counterfeiter to copy a genuine
serial number to label a counterfeit product. The existing traceability solutions for food supply chains may analyze
the transactions to detect non-uniqueness of serial numbers. Thus these solutions do not prevent copying genuine
serial numbers.

Trust in multi-party supply chains: In a multi-party supply chain, various parties have trust issues as a party wants to
ensure that another party has shipped genuine products and another party has not shipped products with expired
shelf life. The existing blockchain-based supply chain management solutions do not solve these trust issues.

Control for perishable goods: We present a serialization solution that prevents the distribution of products with expired
shelf life. The existing blockchain-based supply chain management solutions do not prevent the distribution of prod-
ucts with expired shelf life.

Secure change of custody: Our serialization solution ensures that a pre-defined distribution path is followed for a prod-
uct. The existing blockchain-based traceability solutions can prove whether or not a pre-defined distribution path is
followed. But it can not enforce the movement of a product in a supply chain in a predefined path.

Scalability: Our solution is scalable as it uses offline channels in a blockchain. Existing solutions except Hyperledger-
based solutions are not scalable. Moreover, Hyperledger uses proof of authority which requires a certain level of trust
among the parties as only a fraction of peers of the blockchain act as transaction validators.

The paper is organised as follows: in Section 2 we describe the blockchain and offline channels used in this paper,
in Section 3 we define the serialization security issues as trust problems among various parties in a supply chain, in
Section 4 we describe our serialisation method with blockchains, in Section 5 we analyse security of the proposed solu-
tion, in Section 6 we discuss related literature, and we conclude the paper in Section 7.

2. Problem statement: serialization in supply chains

In this paper, we will consider a multi-party supply chain [5] composed of a regulator, a manufacturer, a set of intermidi-
ator parties (logistics, cold-storage providers, etc.), a retailer and a set of customer. We consider the scenario when none of
these parties has absolute control over the supply chain. The regulator is responsible for assigning valid serial numbers to
the manufacturer, the manufacturer is responsible for labelings of the products with these serial numbers, the intermedi-
ator nodes are responsible for moving the products through the distribution line, the retailer is responsible for selling the
product before its expiry date (Fig. 1).

We will represent a supply chain network as a directed graph G = (V,E) where nodes indicate parties (distributors,
suppliers, wholesalers, retailers) engaged in a supply chain and edges indicate the possible path of change of custody of a
product. P = (pq,..., pn) be a set of products to be distributed in the supply chain G. A distribution plan of a product p;
is a path in G which indicates the sequence of change of custody of p;. The distribution plan of a product is known by at
least one party in V. §(p;)c(v; x v;) will denote the distribution plan for the product p;. 6(p;) will denote the planner of the
product p;. 8(p;) will be responsible to ensure that p; moves according to the plan §(p;). Each path §(p;) is a directed acyclic
weakly connected subgraph of G. Id = (i1, ..., in) be the set of serial numbers to be assigned with the products.
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Fig. 1. A multi-party supply chain. The regulator is responsible for physical movement serial numbers to the manufacturer, the manufacturer is responsible
for the movement of labeled products to the intermediators, the intermediators are responsible for the movement of labelled products to the retailer and
the retailer is responsible for the movement of labelled products to the consumer.

Definition 1. A supply chain will be represent as the tuple SC =< G= (V,E),P,ID, 6,6 >.

Definition 2. In a supply chain SC =< G,P,ID, 8,5 >, products are following proper change of custody if any party v; in a
distribution plan v; — v, — ...V, can verify that the actual product movement followed the path v; — v, — ...v;_; as per
the distribution plan.

Definition 3. Serialisation procedure in a supply chain SC=< G,P,ID,0,§ > is consists of methods to assign and retrieve
serial numbers of the products in a supply chain. A serialisation procedure is correct if all products are following proper
change of custody.

In this paper, we develop a correct serialisation method for a multi-party supply chain. In a multi-party supply chain,
there are trust issues among the parties and a correct serialisation method must address these trust issues.

2.1. Trust problem 1

The regulator does have control over the supply chain. Its objective is to assign a unique serial number of each product.
Further, in the case of perishable food supply chains, it wants to ensure that food products are sold before their expiry
dates. Its objective is based on reducing counterfeit items from the market and reduce the social implications of counterfeit
perishable food products such as death from fake medicine or disease outbreak from consuming counterfeit foods.

Adversary: The models of adversaries are:

« Adversarial Manufacturer: the manufacturer may label multiple products with the same serial number.

- Adversarial Intermediator: The intermediator parties may steal the genuine serial number from a product in the distribu-
tion line and use it to label and inject fake products into the supply chain.

- Adversarial Retailer: The retailer may collude with an adversarial manufacturer to label counterfeit products with stolen
serial numbers.

Mitigation: The regulator can trust the supply chain if it is not possible to use a serial number more than once to label
products and in case of perishable food products, the products must be sold before its expiry date.

2.2. Trust problem 2

The concern of the manufacturer in a multi-party supply chain is the proper change of custody of the product, sale of
the product before its shelf life expires, and prevention of fake products labelled with stolen products.
Adversary: The models of adversaries are:

« Adversarial Intermediator: The intermediator parties may steal the genuine serial number from a product in the distribu-
tion line and use it to label and inject fake products into the supply chain. Such actions will impact the revenue of the
manufacturer. Also, the intermediators may not follow the planned change of custody of a product. Such disruption in
the change of custody may impact the quality of the product. For example, the manufacturer may plan that a product
should stay in cold storage as it is transferred from location to another location. But the intermediator nodes may skip
the cold storage and this may lead to decay in product quality.

« Adversarial Retailer: The retailer may sell the product after its expiry date. It may cause health issues of the consumers
and such events will impact the brand value of the manufacturer.

Mitigation: The manufacturer can trust the supply chain if (a) it is not possible to use a serial number more than once
to label products and in case of perishable food products, (b) it is not possible to disrupt planned change of custody and (c)
not possible to sell the products after its expiry date.
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2.3. Trust problem 3

The intermediators want to distribute products with genuine serial numbers, which are not expired.
Adversary: The models of adversaries are:

« Adversarial manufacturer / Intermediator: An intermediator must ensure that it has received a product according to a
correct planned change of custody.
« Adversarial Retailer: The intermediator must ensure that it has received products before its shelf life has expired.

Mitigation: The intermediators can trust the supply chain if (a) it is not possible to disrupt the planned change of custody
and (b) it is not possible to receive products with expired shelf life.

2.4. Trust problem 4

The retailer wants to sell genuine and not-expired products.
Adversary: The models of adversaries are:

« Adversarial manufacturer / intermediator: The manufacturer or the intermediator may distribute fake products labelled
with stolen serial numbers.
« Shelf life of products: The intermediator may give the retailer products with expired shelf life.

Mitigation: The retailer can trust the supply chain if (a) it is not possible to disrupt the planned change of custody and
(b) it is not possible to receive products with expired shelf life.

2.5. Trust problem 5

The consumer wants to buy genuine and not expired products.
Adversary: The models of adversaries are:

« Adversarial Retailer: The retailer may sell multiple products with the same serial number or may sell products after their
shelf life expires.

Mitigation: The retailer can trust the supply chain if it is not possible to use a serial number more than once to label
products and in case of perishable food products, the products have not reached their expiry dates before they deliver it to
the retailer. The consumer should be able to check if the supply chain has exhibited a proper change of custody to move its
product.

2.6. Scalability problem

In this paper, we use blockchains to develop a correct serialisation method in a multi-party supply chain. Proof of work or
Proof of stake based blockchains have scalability problems. In a large supply chain with numerous products in its distribution
line scalability is a significant issue. We use offline channels to mitigate scalability problems. In the next section we describe
offline channels used in Bitcoin’s Lightning network. In this paper, we will use similar offline channels for serialization.

3. Blockchains and offline channels
3.1. Blockchains

Simplified workflow of proof of work or proof of stake-based blockchains is as follows (Fig. 2):

1. Transactions are created by peers usually using unspent-transaction-output rules which states that to create a new trans-
action it must have input transactions which are not used in any other transaction as the input transactions and value
of the new transaction is at most the total value of the input transactions. Although there are other blockchain systems
which use different transaction creation rules.

2. After creating the transaction the peer publishes the transaction to the blockchain network. This new transaction will be
added in a block by a miner.

3. After creating a new block a miner solves the proof of work puzzle by producing a random string such that its Hash has
a predefined pattern. After solving the mining puzzle, the miner publishes the new block to the blockchain network.

4, Other miners, upon receiving the new block will verify the transactions in this block and verify if the puzzle has solved
correctly. If the new block is correct then it will be added to the blockchain.

5. Each block contains a parent block information. After verifying the new block, a miner will add the new block as the
child block of the block labelled as the parent block in the new block.

6. The new block will be regarded as the blockchain head if its distance from the first block is more than any other block.

7. It may be possible that the new block’s parent block is not the last known blockchain head. In such a case, if the distance
from the new block to the first block is more than any other block then the miner will regard the shortest path from
the new block to the first block as the valid blockchain.



S. Thakur and J.G. Breslin/Internet of Things 11 (2020) 100253 5

Block acceptance by the
blockchain network

#” AN
/ \
Transaction recoding 1 \ Blockchain
into a block l ;Ii | __ anFork _ _
1 a 1 /’ \\
,lmTTTEETETEEEEEEEEEET =~ 1 1
’ S [
’ A / \ 1 |
! v 1 |
1 1
i == ! |
1 1 1
| N 'l e e L |
! Collect 1 \ / 1 1
: / Transaction @ —_— - 1 . - ! : :
1 N— |
1
1 Create :: I:.li : : :
: Transaction 1 a ~ Accept ~ Fork: ” ,l
11 -
AT et TR S-S
! t 1 Block
' ) Create Announce, | g oc
! . Block Block 1
1 11 [ ]
1 - = ~,\ o ) .
‘\ 11 1
/70 1
N < R All I
el e - \ Accept ’
~ ” 2

Fig. 2. Sequence of events in a blockchain network.

3.2. Offline channels

B W N -

8.

9.

The basic protocol for using an offline channel (for Bitcoin Lightning network [6]) is as follows (shown in (Figs. 3 and 4)):

. Offline channels use Hashed Time Locked Contracts' to create and update channels.
. Say Alice and Bob wants to create a channel between them with balances 10 tokens (each contributes 5 tokens).
. Alice and Bob creates two pairs of lock (hash) and key (random string). They exchange the locks.
. Bob creates a 'confirmation transaction’ as follows:
(a) There is a multi-signature address between them which requires a signature from both to transfer funds from it. We
will call this address Mj.
(b) Bob creates transactions from M; which states that Bob will get 5 tokens and the remaining 5 tokens will go to
another multisignature address between them. We will call this address M.
(c) The 5 tokens in M, will be given to Alice after 10 days or Bob can claim it if it can produce the key to the lock of
Alice.
. Bob signs this transaction and sends it to Alice who can use it to get tokens from the channel by signing it and publishing
it to the blockchain network.
. Alice produces a mirrored confirmation transaction and sends it to Bob. The confirmation transactions ensure that both
parties can recover from if they fund the channel between them.
. Now Alice and Bob transfer funds in the multi-signature address by creating transactions in the blockchain and hence
the channel becomes operational.
Both parties should exchange keys and create new confirmation transaction to update the channel. They do not need to
update the blockchain as the update confirmation transactions.
If any party announces a confirmation transaction then the channel closes.

Further, the offline channel network supports Path-Based Fund Transfer (PBT). A PBT uses a path between two parties in

a

channel network for funds transfer between them. The path is a collection of channels and PBT allows peers without a

mutual channel to transfer fund in offline. A PBT protocol [6] for this offline channel network is as follows:

1
2
3

. Say Alice wants to send funds to Carol via Bob.

. Carol will create a lock and a key.

. In the multi-signature address between Carol and Bob, a contract will be created as follows:
(a) Bob will send 5 tokens to this address.

1 https://en.bitcoin.it/wiki/Hash_Time_Locked_Contracts
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Fig. 3. Protocol for using offline channels.

(b) Bob will get these tokens back after 9 days if Carol does not claim it.
(c) Carol can claim it anytime if it can produce the key to the lock.
4, Similarly, another contract will be created between Alice and Bob as follows:
(a) Alice will send 5 tokens to this address.
(b) Alice will get these tokens back after 10 days if Bob does not claim it.
(c) Bob can claim it anytime if it can produce the key to the lock.
5. Thus Carol reveals the key to Bob as it collects the fund, which Bob uses to get refunded from Alice.
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4. Secure serialisation with offline channels

In this paper, we will use proof-of-work based consensus model for blockchains and Bitcoin Lightning network as a model

of offline channels. The blockchain network is consists of nodes from the regulator, the manufacturer, the intermediators,
the retailers, and the consumers. Briefly, our serialisation solution is as follows (Fig. 5):

We introduce a concept of local serial numbers between pairs of parties who are involved in an immediate change of
custody of products. The local serial numbers are used to record the change of custody event between two parties. We
use bi-directional offline channels similar to Bitcoin Lightning network as discussed in Section 3, to generate these local
serial numbers. The main blockchain records the creation of channels, i.e., the initial assignment of serial numbers but
does not need to record the updated assignment of local serial numbers. For example, an offline channel between parties
A and B records that, A has the local serial numbers xq, X. An updated channel may indicate that A has serial number
x1 and B has serial number x», i.e., A has transferred serial number x; to B. It means there was a product with the label
x; and A sent it to B.

Next, similar to Path-based fund transfer, we will use a path among all parties in a planned change of custody for such
local serial number transfer among pairwise parties.

First, the regulator sends a genuine serial number to the manufacturer using such an offline channel and the manufac-
turer labels a product with the serial given by the regulator.

Next, the manufacturer receives a request for a product from the retailer and the payment for it. The manufacturer forms
a planned change of custody of the product and informs the retailer about the identification number of the product to
be sent and planned change of custody.

We develop a protocol to record the change of custody from the manufacturer to the retailer via intermediator nodes
using offline channels and local serial numbers among them. The protocol is similar to PBT.

Next, once a consumer buys a product, the PBT in the previous step is extended as the consumer becomes the last node
(recipient of a PBT). The consumer initiates the execution of the PBT. If all contracts are executed from the consumer to
the regulator then it means that the product has followed the proper change of custody.

We use Hashed Time Lock Contracts and time in these contracts is at most the shelf-life of a product. Hence a successful
PBT execution will happen before a product’s shelf life expires.

The regulator issues a set of unique serial numbers. The manufacturer creates PBTs only using unique serial numbers
hence, serial numbers can not be reused i.e., stolen and used in counterfeiting.

Next, we present a detailed description of the above-mentioned procedure: First we will discuss how to create channels

for local serial numbers. Next, we will show how a regulator sends the serial number to the manufacturer, how the man-
ufacturer records change of custody information to the retailer, and how the consumer is included in change of custody
events and how it verifies a proper change of custody by executing a PBT.
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4.1. Creation of local serial numbers

In this paper, we will use proof of work-based blockchains such as Bitcoin. However, the proposed solution can be im-
plemented in any model of blockchains that allows the creation of a multi-signature address. This is because we will need
multi-signature addresses to create an offline channel.

We will use the Bitcoin transaction data structure with additional field serial numbers which can be empty. This ad-
ditional data field does not change the transaction acceptance and consensus principles of the Bitcoin blockchain model.
Protocol; assigns secret local serial numbers to the parties in a supply chain. A party A may be assigned a set of local serial
numbers which satisfies the following properties:

These serial numbers are only known to A. The blockchain network records A’s commitment to these numbers, i.e., A can
choose the local serial numbers and does not reveal it to anyone but it can not modify these numbers.

If there is a change of custody of a product from A to B using a local serial number H(H(H(k))) then B can only prove
that it has received the product from A if B can present k.

In Protocol; A creates a serial number by creating a random text k and it’s Hash H(k). A uses H(k) in a transaction tx;
to B. B sends back these serial numbers to A by creating a transaction tx, whose input is tx;. B can be any node in the
blockchain or A can create a new transaction to itself to generate new serial numbers.

A party can only use local serial numbers if it is mentioned in unspent transactions and only this party knows the key
to this serial number.

Further, it is required that Tx; is unspent and all parties in a supply chain will be given a fixed number of unspent
transactions (with random serial numbers) which they will use to generate the first set of serial numbers.

4.2. Creation of offline channels for serial numbers

The protocol for creating a new channel between two parties A and B is as follows (shown in Fig. 6):
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1. First, both parties inform each other about the local serial numbers to be used in their channel. In this case, A informs B
about H(ay), H(ay) and B informs A about H(bq), H(b,), H(b3). Note that the actual local serial number is a; and A informs

B about Hash of aj.

2. A creates a key K, (random string) and Lock H(Kj4) (Hash of Kj). A informs B about H(K,). Similarly, B informs A about

H(Kp).

3. B prepares a Hashed Time Lock Contract as follows:

(a) From a multi-signature address MultiSigl,_g between A and B (it requires the signature of both parties to transfer
from this address), B will get the serial numbers H(bq), H(b,), H(b3) immediately if the contract is published to the
blockchain. The serial numbers H(aq), H(a,) will be given to another multi-signature address MultiSig2,_g between A
and B.

(b) From the address MultiSig2,_p serial numbers H(a;), H(a,) will be given to A after time x (may be calculated as the
number of new blocks created) or to B if B can produce Kj.

(c) B sends this contract (called the confirmation transaction) to A.

4. A creates a mirrored confirmation contract and sends it to B.

5. After receiving confirmation contracts the parties fund MultiSigl,_pg with transactions Tx; (from A and with local serial
numbers H(b;), H(b,), H(b3)) and Tx, (from A and with local serial numbers H(a;), H(ay)). As these transactions are
recorded in the blockchain, the channel between A and B becomes operational.

Next, the protocol to update a channel is as follows (shown in Fig. 7):

1. First, both parties exchange the key for their respective locks in the last confirmation transaction. Next, they prepare
updated confirmation transactions.

2. Both parties create a new lock and key and share the locks.

3. Say B wants to send serial number b; to A. It creates a new confirmation transaction as follows:

(a) From the address MultiSIgl,_g, B immediately gets H(b,), H(b3) if the transaction is published in the blockchain
network.

(b) H(by), H(ay), H(ay), go to MultiSig2,_g such that: A will receive all serial numbers from MultiSig2,_p after x time
(which is less than the time used in last confirmation transaction between them). B can all serial numbers from
MultiSig2,_p if it can produce the lock of A and it can produce b+ such that H(b,) = H(b;). B sends this confirmation
transaction A.

4. A creates a mirrored confirmation transaction and sends it to B.
5. For the next update of the channel, B reveals b; to A. This prevents B from reclaiming H(b;) by publishing old confirma-
tion transactions.

4.3. Regulator to manufacturer

The serialisation protocol for transferring serial numbers from the regulator to the manufacturer is as follows (Illustrated
in Fig. 8):

« We will use channel creation and updating protocol for local serial number transfer for secure transfer of serial number
from the regulator to the manufacturer.

« The initial channel balance between them is as follows: Let H(ky), ..., H(ky) are the Hash of serial numbers kq, ..., kn.
According to the first HLTC of this channel, all serial numbers will be assigned to the regulator’s account after a finite
timeout.

» The manufacturer can request a set of serial numbers from the regulators and upon receiving such a request, the reg-
ulator will update the channel. For example, by updating the channel as serial numbers H(ky), ..., H(k,) belong to the
regulator and the serial number H(k;) belongs to the manufacturer, the manufacturer reveals k; to the manufacturer.

» Once all IDs are transferred, the last confirmation transaction is published to the blockchain network. Hence the
blockchain records change of custody of valid serial numbers to the manufacturer.

- After publishing the last confirmation transaction to the blockchain network, i.e., closing the channel, both parties again
open another channel with a new set of serial numbers.

4.4. Manufacturer to retailer

The protocol for serialisation for transferring serial numbers from the manufacturer to the retailer is as follows:

« The retailer places the order of a product by paying for it to the manufacturer. After receiving the payment, the manufac-
turer prepares a planned change of custody of the product and informs the retailer about H(K;) (Kj is the serial number
that the manufacturer received from the regulator) and sequence of public keys of all parties in the planned change of
custody of the product.

» The manufacturer communicates and creates a sequence of HTLCs where each intermediator participates in two HTLCs.
In each of these HTLC there are two locks H(H(K;)) and H(E(P(I;), Kx)) (Hash of ciphertext for string Ky and the public
key of intermediator I;.)
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« The manufacturer informs I; about E(P,(I;), Kx) as I; can decrypt it with its private key to produce its Hash to satisfy the
HTLC lock requirement.

» The time mentioned in each HTLC is less than the shelf life of the product and less than the time in the previous contract.

« HTLCs are formed as the product moves through the supply chain and it is only triggered by either the retailer or the
consumer (described in the next section).

The above sequence of HTLCs can have the following outcomes of executions:

 The retailer or the consumer triggers the sequence of HTLCs before the shelf life of the product expires by sending
H(K7) to all intermediator nodes using Onion routing. In this example, the encrypted message from the retailer to the
intermediator [, is:

E(P.(L, H(Ky), I, E(P,(I;, H(Ky), Manu facturer))

By decrypting it, I, will know that the key to the HTLC is H(K;) and the remaining message should be sent to I;. Suc-
cessful execution of HTLCs before the time mentioned in each HTLC will mean that the product is sold before its expiry
date.

« If the HTLCs are not executed using H(K;) then it will be executed using the timeout option. It will indicate that either
the product is not sold and it can not be sold in the future.

4.5. PBT execution by consumer

The protocol for serialization from the retailer to the consumer is as follows:

The consumer pays for the product and receives H(k;) from the retailer.

The consumer then informs the manufacturer about the identity of the consumer as its public key and label of the
product H(H(K7)).

The manufacturer asks the consumer to establish an HTLC with the retailer with time out within next few minutes, the
first Lock as H(H(K;)) and second lock as E(P,(C), K3) where P;(C) is the public key of the consumer and K3 is a random
string.

This means the sequence of HTLC contracts for the product H(H(K;)) is extended with a new HTLC contract.

Next, the consumer triggers the HTLC contracts by producing H(K;) and D(Privi(C), E(Pi(C), K3)) (Privi(C) is the private
key of the consumer).

4.6. Incentives for HTLC execution

In the previous sections, we used HTLCs to transfer local serial number between two parties. The incentive for executing
PBTs in the Bitcoin Lightning network is to claim back funds. For example, assume that there are two HTLCs in a PBT as
HTLC; between A and B and HTLC, between B and C. Here B is an intermediator node for a PBT between A and C. HTLC, is
triggered by C as it produces the key to the lock of HTLC,. B should use the same key to trigger HTLC;. In crypto-currency
networks, the incentive for B is to claim back tokens. In this case, B is claiming back tokens from A by trigging HTLC; which
has already sent to C in HTLC,. The incentives for B to trigger HTLCs in the PBTs mentioned in previous sections are as
follows (Figs. 9 and 10):

- All parties are given fixed numbers to initial serial numbers and unspent serial numbers are required to create new serial
numbers.

» Hence it is in the interest of node B to trigger the HTLC and claim local serial numbers from A, which it will use to
create new local serial numbers.

4.7. Physical labelling of products

Products in the supply chain will have physical labelling H(H(K;)) where K; is the actual serial number only known to
the regulator and the manufacturer. Note that, after receiving a purchase order from the retailer, the manufacturer forms the
sequence of HTLCs. As the product moves in through the intermediators, the product label is recorded and relevant events
are recorded separately. These events are needed before the execution of the PBT. The retailer only execute the PBT after
receiving the product and intermediators can not record product movement event without physically accessing the product,
i.e.,, reading RFID tags in close proximity.

4.8. Offline network topology

The proposed solution is designed for a large scale supply chain where no party has absolute control over the supply
chain and parties have various levels of trust issues with other members of the supply chain. We use offline channel net-
works similar to the Lightning network of Bitcoin. Besides the members of the supply chain, i.e., regulator, manufacturer,
intermediators, retailer, consumers, there may be other permissioned nodes who can facilitate serialisations.
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Fig. 9. Protocol for serialisation from manufacturer to the retailer.

4.9. Scalability

Our solution improves the scalability of the serialisation by using offline channels. Offline channels improve scalability
by reducing the number of transactions needed to be recorded in the blockchain. There are only two transactions needed
to be recorded for every channel. One transaction is needed to open the channel and one transaction is needed to close
the channel. We use channels to transfer local serial numbers from one party to another. We allow a limited number of
serial numbers to be used in one channel. Hence channels are regularly closed (i.e., change of serial number assignment is
recorded in the blockchain). If in a channel a party can transfer x serial numbers to another party then reduction in number
of transaction is (x —2)/x.
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5. Analysis

Fig. 11 illustrates the sequence of events as a serial number propagates through a supply chain according to our seriali-
sation method. At t; the regulator records (in the blockchain and visible to all members of the blockchain) H(H(H(K;))) as a
local serial number using the procedure mentioned in Section 4. At t,, the regulator sends serial number K; to the manu-
facturer using an offline channel between them as mentioned in Section 4. At t3, the retailer places an order for the product
and receives H(k;) as the serial number. The manufacturer chooses a planned change of custody of the product through
intermediator nodes and creates a sequence of HTLCs. In this example, there is one intermediator. At t, the intermediator
knows about H(H(K;)) as Lock of the HTLC. At t5 the retailer knows about H(H(K;)) as Lock of the HTLC. At time tg the
consumer buys the product and gets the HTLC with lock H(H(K;)) and key H(K;) (at time t;). The consumer triggers the
chain of HTLCs as the intermediator and the manufacturer receive H(K;) at tg and tg respectively. We will use this sequence
of events to describe the attack scenarios.
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Fig. 11. Timeline of serial number propagation in the supply chain. H(x) is the Hash of x. t; indicates the time of an event.

5.1. Solution to trust problem 1

Stealing serial numbers: Uniqueness of serial numbers is a concern for the regulator. In this case, an adversary steals a
genuine serial number and label counterfeit products with it. Serial numbers can be stolen in the following scenarios:

« At t;: The manufacturer records a valid serial number K; as H(H(H(K;))). All members of the blockchain network can
access H(H(H(K;))) but it can not generate K; from it and hence no other party can label products using Kj.

« At ty: The manufacturer receives the serial number at t, and it can label multiple products with the same serial number.
In this case, there will be multiple PBTs to the consumer with the same lock for the HTLCs. As channels from manu-
facturer to consumer are regularly closed and reopened, transactions with the same lock for HTLC will be recorded in
the blockchain. The regulator can periodically search the transaction list to find a duplicate lock for HTLCs. Hence the
regulator can find that the manufacturer has labelled multiple products with the same serial number.

At t3: The retailer knows about the Hash of the serial number Kj. It is possible that the retailer reveals H(K;) to an
adversarial manufacturer who wants to label a counterfeit product with H(H(K;)) and create a similar sequence of HTLCs.
In this case, if the sequence of HTLCs is executed then the blockchain will record multiple sequences of HTLCs with the
same lock. The regulator can detect that by searching the transactions in the blockchain. A similar explanation holds if
the consumer at tg, t; reveals H(K;) to an adversarial manufacturer.
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« At t4: The intermediator has the information H(H(K)) as lock of the HTLCs and physical label of the product. It is possible
to label a fake product with H(H(K;)) but it is not possible to create the sequence of HTLCs as it is not possible to
construct H(Ky) from H(H(Kq)).

« At tg: The intermediator knows H(K;) as the key to lock in its HTLC. It may share the key with an adversarial manufac-
turer but as mentioned before the regulator can search the transactions for HTLCs with duplicate locks.

5.2. Solution to trust problem 2

- Change of custody: We claim that the product will be verified if it has propagated according to a planned change of
custody because:

- It is not possible to execute the HTLCs by parties who are not in the planned change of custody. Note that, we include
an additional Lock in the HTLC and its key can be only decrypted using the private key of a party. Hence an illegal
change of custody will not be possible as long as combinations of public-private keys are secure.

« The shelf life of perishable food products: The manufacturer can be assured that a product is either sold before its expiry
date or discarded after its shelf life expires.

» The manufacturer decides on the time of each HTLC and it can choose the time locks in such a way that in the last
HTLC the time is at most the shelf life of the product. This means either the product can not be sold after its shelf
life as HTLC will not be executed.

- Stealing serial numbers: The manufacturer may be concerned about stolen serial numbers. Serial number stealing sce-
narios from t3 to tg are applicable in this case. As explained in trust problem 1, in these scenarios serial numbers can
not be stolen.

5.3. Solution to trust problem 3

» Change of custody: The change of custody problem for an intermediator node is to ensure that it receives a product and
sends a product according to a correct change of custody. The intermediator can be assured of proper change of custody
because:

+ Only a manufacturer decides on a planned change of custody and it communicates with intermediator as proper
HTLCs are created.

- It is possible that an adversarial manufacturer creates a change of custody with stolen serial numbers. In such a case,
as mentioned in trust problem 1, the regulator can search for duplicate locks in HTLCs.

« The shelf life of perishable food products: The intermediator can ensure that it received a product before its shelf life
expires because:

- If an intermediator receives a product after the shelf life expires then it will mean that time in its HTLC has also
expired. Hence it can not receive and send a product with expired shelf life.

5.4. Solution to trust problem 4

» The change of custody: We claim that the retailer can verify that a product will be verified if it has propagated according
to a planned change of custody:

« The retailer can initiate the execution of the sequence HTLCs by providing H(K;) to the intermediator node. It means
that HTLCs with the lock H(H(K;)) will be executed and hence change of custody for the product labelled with
H(H(K;)) occurred.

« The retailer decides on additional key x; for each intermediator where the lock is EpKI1 (x1) (xq encrypted public key
of intermediator I;). Only I; can decrypt the additional lock in its HTLC.

- The shelf life of perishable food products: The retailer can ensure that it receives a product before its shelf life expires.

« Same explanation as trust problem 3.

5.5. Solution to trust problem 5

- Change of custody: The consumer can verify that a product has propagated according to a planned change of custody
because:

« As the product is sold, the retailer informs the consumer H(K;) and forms an additional HTLC where H(H(K7)) is the
lock. The consumer can trigger the sequence of HTLCs and the successful execution of the HTLCs will indicate that
proper change of custody is followed.

 The shelf life of perishable food products: The consumer can ensure it buys a product before its shelf life is expired
because:

« The time in the sequence of HTLCs from the manufacturer to the retailer is such that maximum time is less than the
shelf life of the product. Hence successful execution of the HTLCs means that the product is sold before its shelf life
has expired.
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Table 1
A comparison with state of art.
Security of serial Secure change of Control over perishable Multi-party
numbers custody goods supply chains Scalability
[8] Not solved. Not solved. RFID and other sensors Not solved. Not solved.
are used.
9] Not solved. Not solved. Not solved. Not solved. Not solved.
[12] Not solved. Solved. Not solved. Not solved. Uses G-Coin Blockchains.
[13] Not solved. Not solved. Not solved. Not solved. Uses Hyperledger.
[22] Not solved. Not solved. Solved. Solved. Not solved.
[23] Not solved. Solved. Not solved. Not solved. Uses Hyperledger.
[24] Not solved. Solved. Not solved. Not solved. Uses Hyperledger.
[25] Not solved. Solved. Integrated with IoT. Not solved. Not solved (uses Ethereum).
[26] Not solved. Solved. Not solved. Not solved. Not solved (uses Ethereum)
[27,28] Not solved. Solved. Not solved. Not solved. Not solved (uses Ethereum)
[29] Not solved. Solved. Not solved. Not solved. Uses Hyperledger Fabric.
[23,30] Not solved. Solved. Not solved. Not solved. Uses Hyperledger Sawtooth.
Our solution  Solved. Solved. Solved. Solved. Solved.

6. Related literature

Archa et al. [7] uses blockchains for keeping immutable records of pharmaceutical product data. Feng Tian [8] uses
blockchains to ensure traceability in food supply chains. Feng Tian [9] uses blockchains to ensure compliance with food
safety regulations. Francisco and Swanson [10] investigates Unified Theory of Acceptance and Use of Technology to analyze
the adoption of blockchain technology for supply chain traceability. Tse et al. [11] uses blockchain technology to ensure
food safety in food supply chains. Tseng et al. [12] uses blockchains for ensuring governance in pharmaceutical supply
chains. Kamath [13] presents the case study on Walmart’s blockchain usage in its food supply chain. Mao et al. [5] presents
blockchain-based traceability solutions in a multi-party supply chain. Galvez et al. [14] discusses the current challenges of
blockchain managed food supply chains and these challenges include the security and scalability problems studied in this
paper. Biswas et al. [15] discusses blockchain-enabled wine supply chains.

Offline channels are designed to improve the scalability of blockchains. Examples of such developments are as follows:
Bitcoin Lightning network was proposed in [6] which allows peers to create and transfer funds among them without fre-
quently updating the blockchain. Similar networks are proposed for Ethereum [16] and credit networks [17]. A privacy-
preserving payment method in the credit network was proposed in [18]. Recent advances on the offline channel network
are focused on the development of routing protocols for offline channels. Examples of such routing protocols are as follows:
A method for anonymous payment to improve privacy in PBT was developed in [19]. Grunspan and Pérez-Marco [20] pro-
posed a decentralised routing algorithm for the channel network.

In this paper, we investigate the product serialisation (and subsequent information management problems) problem for
supply chains. Table 1 illustrates how our solution advances the state of art. We refer to [21] for a detailed review of
blockchain-based traceability solutions for food supply chains. A summary of our contributions are as follows:

Scalability: The current blockchain-based supply change management solutions may have scalability problems as all
supply chain events are recorded in the blockchain. We reduce interaction with the blockchain by using offline channels.
This improves the scalability of blockchain-managed supply chains.

Multi-party supply chains: The current blockchain-based traceability solutions ignore multi-party supply chains where
a single party has limited control over the supply chain.

Secure change of custody: The current blockchain-based supply chain management solution may not ensure the proper
change of custody of a product i.e., a product will move through the supply chain as planned by the manufacturer who
does not control the distribution line.

Perishable food products: The current blockchain-based supply chain management solutions do not enable the manu-
facturer to discard expired perishable food without control over supply chains.

Secure serial numbers: The current blockchain-based supply chain management solutions do not ensure that serial
numbers can not be used to label fake products.

7. Conclusion

In this paper, we developed a supply chain serialization method using blockchains. We used blockchain offline channels
to improve scalability. We have shown that our solution adequately addresses the security challenges of product serializa-
tion. We proved that our method can prevent the sale of products with expired shelf life. In the future, we will investigate
how to use this serialization method to automate product recall.
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