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Abstract—In the Infrastructure as a Service (laaS) paradigm of cloud computing, computational resources are available for rent.
Although it offers a cost efficient solution to virtual network requirements, low trust on the rented computational resources prevents
users from using it. To reduce the cost, computational resources are shared, i.e., there exists multi-tenancy. As the communication
channels and other computational resources are shared, it creates security and privacy issues. A user may not identify a trustworthy
co-tenant as the users are anonymous. The user depends on the Cloud Provider (CP) to assign trustworthy co-tenants. But, it is in the
CP’s interest that it gets maximum utilization of its resources. Hence, it allows maximum co-tenancy irrespective of the behaviours of
users. In this paper, we propose a robust reputation management mechanism that encourages the CPs in a federated cloud to
differentiate between good and malicious users and assign resources in such a way that they do not share resources. We show the
correctness and the efficiency of the proposed reputation management system using analytical and experimental analysis.

Index Terms—Virtual network embedding, Federated cloud, Reputation, Trust, Multi-tenancy

1 INTRODUCTION

In the IaaS paradigm of cloud computing, computational
resources are shared to reduce the cost of renting them, i.e.,
there exists multi-tenancy. As the communication channels
and other resources are shared, this creates security and
privacy issues. Examples of such problems are side-channel
attacks, probe attacks, etc. [1], [2], [3]. These security issues
prevent some users from adopting cloud computing. To
increase user’s trust on Cloud Providers (CP), the reputation
of the CPs can be used [4], [5] as it helps users to choose
an appropriate CP. A reputation management mechanism
(RMM) aims to take account of the malicious and selfish
behaviours of CPs and reflect this on their reputation [6]. In
this paper, we propose a robust RMM in the federated cloud
with focus on multi-tenancy. In a multi-tenant cloud, a user
depends on the CP for trustworthy co-tenants. In this paper
we propose a novel reputation management mechanism that
encourages the CPs to assign good co-tenants to a good user.

Reputation in the Federated Cloud: A federated cloud is
constructed by contributions from several cloud providers
and a virtual network request may be fulfilled by more
than one cloud provider. In a federated cloud, a CP risks its
own reputation as it shares its resources with other CPs (a
virtual network request may span over the resources owned
by several CPs). The problem in a virtual network may
originate from the physical resources owned by other CPs.
To evaluate the reputation of CPs, we can use the following
form of feedback:

1) Feedback from CPs about other CPs: This form of
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feedback is hard to implement as CPs needs to share
information about their own resources.

2) Feedback from the customers about CPs: It can be
more easily obtained. But such information may be
malicious and faulty. Also, as a virtual network may
span over the resources owned by several CPs, it
will be difficult for a customer to accurately identify
the CP that is responsible for a fault.

3) Feedback from the CPs about the users: This form
of feedback is easy to obtain. A CP can monitor the
activities of its customers and decide on whether or
not a customer has bad intentions.

In this paper we use the third kind of feedback to eval-
uate the reputation of the CPs. It is possible to misreport
such feedback. In this paper we propose a mechanism
that encourages CPs to report correct feedback about the
customers.

CP’s reputation and multi-tenancy: Existing RMMs for
cloud computing gather feedback from users and aggregate
them to obtain reputations for the CPs. Also,

1) It attempts to differentiate between fair feedback
from unfair feedback provided by the users [7]
about the performance of the CPs.

2) It also differentiates between faults in the physical
networks and the intentional activities of CPs that
lead to disruption in the physical network. There-
fore, faults (which are assumed to be beyond the
control of the CP) do not impact reputations of CPs

[8].

In a contrast with existing RMMs, in this paper we propose a
RMM with a focus on multi-tenancy. Sharing computational
resources with others is the main concern of users as other
co-tenants may be malicious. Note that,
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1) The co-tenants of a user are anonymous. Hence,
a user can not choose with whom it will share
computational resources.

2) The user depends on the CP to assign good co-
tenants.

Thus, from a user’s perspective, with the focus on co-
tenancy, it will have more trust in a CP if it differentiates
between good and malicious users and if it does not allow
them to share resources. Thus the capability and willingness
of such differentiation between good and malicious users
is the main parameter that decides the reputation of a CP.
If a CP does not make such differentiation, then it should
receive a low reputation when compared with another CP
who makes such a differentiation. In this paper, we propose
a RMM that considers the CP’s capability and willingness
to make such differentiation among its users.

It is in the CP’s interest that it gets maximum utilization
of its resources. Hence, it allows maximum co-tenancy ir-
respective of the behaviours of the users. In this paper, we
work on the federated cloud, where the physical network is
contributed by multiple stakeholders and it is a connected
graph. In the federated cloud, virtual network requests are
mapped to the parts of the physical network owned by
multiple CPs. Thus the CPs may collaborate to satisfy a
virtual network requirement. Note that,

1) as the CPs collaborate to satisfy virtual network
requests, it may happen that a CP, say C'P;, does
not differentiate between good and malicious users
but another CP, say C'Ps, does the opposite. If CP;
and CP; collaborate then, although C'P» does not
intend, it may have to allow a good user to become
a co-tenant with a malicious user as part of this
collaboration with C'P;.

2) Thus, the behaviour of a CP affects its collaborators.

Hence, we make the following assumptions:

1) CPsshare the information about multi-tenancy. Also
this information can not be manipulated.

2) However, they may misreport the actual behaviour
of users.

Briefly, our RMM works as follows:

1) First, each CP distinguishes malicious users from
good users and it should assign resources to them
such that the following holds:

a) It must not allow any malicious user to be-
come a co-tenant of a good user.

b) It may allow malicious users to share re-
sources among themselves.

2) Next, the CPs share information about multi-
tenancies.

3) Each CP reports the behaviour of users to the RMM.

4) A CP’s reputation is increased if the reputations of
the users in each group of multi-tenant users are
consistent, i.e., either their reputations increase or
decrease. This means that if changes in the repu-
tation of the users are similar, then the CPs must
have correctly partitioned the good users from the

2

malicious users and did not allow them to share
resources.

In the above model of our RMM, the motivation for
misreporting the behaviour of users is as follows:

o A CP gets better reputation if changes in the reputa-
tions of the users in each group of multi-tenant users
are consistent.

e Hence, it is in its interest to misreport the reputations
of users in such a way that the changes in the
reputations of the users in each group of multi-tenant
users become consistent.

We use the following behavioural models of the CPs:

1)  Rational CP: A rational CP always reports the true
behaviour of the users.

2) Irrational CP: An irrational CP reports that a group
of multi-tenant users are all good users or all ma-
licious users irrespective of the actual behaviour of
its users.

3) Opportunistic CP: An Opportunistic CP reports that
a group of multi-tenant users are good users if the
majority of them are actually good, otherwise it
reports the opposite.

In the presence of these three types of CPs, we show that,

1) Robustness: We analyse the robustness of the RMM.
We use the notion of robustness in a normative
system, as developed in [9]. In this notion of ro-
bustness, it is assumed that a subset of agents in
a normative multi-agent system always violate the
norms. Given the fraction of such non-compliant
agents, the multi-agent system is robust if it works
properly as other agents remain compliant. In this
paper, we use a similar notion of robustness. We
show the demography of rational and irrational
agents (with a majority of irrational agents) for
which the proposed RMM remains functional.

2)  Reputation of the CPs: We show that the reputations
of the CPs who differentiate between good and
malicious users, and do not allow them to share
resources, increase compared with the CPs who do
not make such differentiation.

3) Reputation of the users: We show that, a good user
gets better reputation than a malicious user.

1.1 Organization

The paper is organized as follows: in section 2, we discuss
the related literature. In section 3, we describe the proposed
RMM. In section 4, we present an analytical analysis of the
proposed RMM. In section 5, we show experimental analysis
of the proposed RMM. We conclude the paper in section 6.

2 RELATED WORK

The research in RMMs in the IaaS paradigm of cloud
computing is a conjunction of three research themes, (a)
online reputation management, (b) reputation management
in cloud computing and (c) virtual network embedding. In
this section we briefly discuss the state of the art in these
research themes.
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2.1 Online reputation management

As mentioned in [10], there are two types of mechanisms to
identify unfair feedbacks. The endogenous mechanisms [11]
[12] only use the feedback to determine an unfair feedback.
These mechanisms are based on statistical properties of
the feedbacks. Often these mechanisms use the history of
feedbacks and assume that majority of feedbacks are fair.
The exogenous mechanisms incorporate external informa-
tion to determine whether a feedback is fair or unfair.
Examples of such information includes the credibility of
the buyers. [13] uses personalized similarity measure to
rate the recommendation credibility. In this mechanism, the
credibility of an evaluator is determined by its peers whose
have interacted with it. Similar approach to determine the
credibility is used in [14]. [15] uses the service trust as
the parameter to determine the feedback credibility. But
this mechanism is vulnerable in the situations where the
service provider faces competition and may send unfair
feedbacks about its competitors. [16] proposes the weighted
majority algorithm (WMA) that assigns weights in such
a way that the relative weight assigned to the successful
advisors is increased and the relative weight assigned to
the unsuccessful advisors is decreased. [11] identifies the
nearest neighbors of a buyer agent based on their pref-
erence similarity. Preference similarity is calculated using
the number of their similar ratings for commonly rated
sellers. After identifying the nearest neighbours of the buyer
agent, cluster filtering is used to identify unfair rating. [17]
extends the reputation management systems developed in
[18] to filter out unfair ratings using the iterated filtering.
[12] has used the buyers reputations in the calculation of the
sellers reputation. [19] propose the TRAVOS model, which
is a trust and reputation model for agent-based virtual
organizations. This mechanism first estimates the accuracy
of the current reputation advice based on the amount of
accurate and inaccurate previous advices which are similar
to the current reputation advice. Next, it adjusts reputation
advice according to its accuracy. The aim of this task is to
reduce the effect of inaccurate advice. However, this model
assumes that seller agents act consistently, which might not
be true in many cases.

There are several algorithms for designing incentives
for reputation management system. [20] has modelled the
incentive system using a payment game in such a way that
the agents who provide truthful feedbacks get more utility.
[21] proposed a payment scheme for feedback submission
that encourages truthful feedback. In this mechanism, an
agent gets paid if its feedback about a target agent matches
the next feedback about the same target agent. The incentive
model proposed in [22] is based on prisoners dilemma.
In this model agents with truthful feedbacks get better
utility. [23] proposed a sanctioning mechanism to obtain
truthful feedback. In this model, in every transaction both
parties submit a report about each other. If the reports in
each transactions are not consistent then both parties are
punished. [24] studied the feasibility of payment system for
eliciting truthful feedbacks for online auction systems. [25]
introduces an iterative probabilistic method for reputation
management.

2.2 Virtual network embedding

In virtual network embedding problem [26], a customer
requests a network GV = (NV,EV, WV) (NV is the set
of nodes, EV is the set of edges, and WV denotes the
weights of the vertices and the edges. The vertex weight
denotes the share of CPU or computation usage and weights
on the edges denote the bandwidth for the communica-
tion channels) to be embedded into a physical network
G = (N,E, W) (N, E,C are nodes, edges and weights of
the vertices and the edges) such that certain conditions are
satisfied (a) weights of the vertices and the edges mapped
into the physical network must be at least the requested
weights of the vertices and the edges and (b) for each
requested vertex there must be one mapped vertex (or a set
of vertices) and for each requested edge there must be one
mapped edge (or a mapped path). Note that a vertex (and an
edge) can be shared by multiple VNEs. The VNE problem
is known to be NP-complete [27], [28], [29] and heristics are
developed in [30], [31], and approximation algorithms are
developed in [32].

VNE is a cost efficient solution as it allows to rent a
computational infrastructure. Yet, the unavailability of the
physical network due to faults or maintenance disrupts the
services based on it. Survivable virtual network embedding
(SVNE) [33] is an extension of the VNE problem where
we also need to allocate on the set of supplementary re-
sources in the physical network to the VNE solution. These
supplementary resources insure continuous availability of
the physical resources. The physical network failure can be
single (or multiple) vertex and edge failure or both. [34]
showed that 20% of all failure is due to maintenance, 53%
due to router related and 70% is due to single link failure.
[35] showed that link failure is 10 times more than node
failure. There are two approaches to the SVNE problems
[36] (a) proactive approaches: in this approach we need to
maintain backups or alternative resources on standby in
case parts of the physical network fails and (b) reactive
approaches: in this approach we need to find the VNEs with
the available resources once parts of the physical network
collapses. While both measures do not guarantee data loss,
the first method is also concerned with the optimization
problem of finding the most cost efficient backups. [37]
presented reactive mechanism for solving SVNE problems
for single link failure with shared backups. [38] studied the
same problem but it proposed to keep paths as backups in-
stead of backing up each primary link. [39] studied reactive
solutions for SVNEs with certain quality control measures.
[40] studied single node failure SVNE as it enhance the
request with additional redundant nodes. Similar single
node failure SVNEs were analysed in [41] using graph de-
composition. [42] studied single regional failure ( connected
subgraph of the physical network fails) while [43] studied
the similar problem with location constraints (conditions on
the backup or replacement). [44] studied the SNVE problem
for both node and edge failures. Also it considers minimiz-
ing the backup. [45] proposed a distributed solution for the
SVNE problem using multi agent systems. [46] proposed
an online algorithm for SVNE problem with competitive
ratio (n — 1) where n is the number of the vertices in
the physical network. [47] considered embedding problem
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where the physical network is such that it is not possible to
distinguish between the actual mapping and the backups.
Hence it includes a set of additional paths such that if an
edge fails then there will be at least one backup. It proves
that this problem is NP-complete and provides heuristics.

2.3 Reputation management in cloud computing

[48] proposed a multi-faceted trust management model
with the intention to distinguish between fair and unfair
feedbacks about the cloud providers. [49] also proposed a
multi-faceted reputation management model that allows the
users to evaluate the cloud providers using various features.
[50] proposed a trust evaluation of the cloud providers
based on the violation of contracts described in the service
level agreement. [51] [7] proposed a mechanism to isolate
unfair and malicious trust feedback in cloud computing.
[8] proposed a policy on reputation management that mini-
mizes the impact of system failure on the reputation of the
cloud providers. [1], [2], [3] studied the security and privacy
issues due to multi-tenancy. We refer to [52], [4], [5] for more
detailed survey on trust mechanisms for cloud computing.

3 REPUTATION MANAGEMENT MECHANISM
3.1 Informal model
Informally the RMM is as follows:

1) There is a finite number of CPs and a finite number
of users. It is assumed that each CP hosts virtual
network request from all users. There are three types
of CPs, (a) rational CP, (b) irrational CP and (c)
opportunistic CP. There are two types of users, (a)
good user: one who does not cause any security
or privacy issues and (b) malicious user: one who
causes security and privacy issues. A malicous co-
tenant may create various security problems such as
side channel attack [53] (attack based on the phys-
ical implementation of the network), DOS attack
[54], Network probe attack [55] (attack to find the
topology of the network). We assume that if a CP
hosts a user then it can monitor the user’s activities
and recognize whether it is malicious or not.

2) First,

a) each CP labels each user as either a good user
or a malicious user.

b) It assigns virtual resources to the users.

c) The users are partitioned in groups such that
in each group all users share resources with
each other, i.e., they are multi-tenant.

d) Each CP announces partitions over the users,
i.e., they announce the multi-tenancy infor-
mation to the RMM.

3) Next,CPs monitor activities of the users and report
it to the RMM. A CP can either provide a positive
or a negative vote for a user. It will be assumed
that the federated cloud infrastructure will provide
the RMM with the means of communication with
the individual CPs and using such communication
channels CPs regularly provide feedback (i.e., posi-
tive or negative vote about the users) to the RMM.

4

A negative vote indicates that the user is malicious
according to the CP (who has provided a negative
vote for it) otherwise it is a good user. We use the
following interaction model between the CP and the
users:

a) At each step, the users generate certain
events which are interpreted as indications
of their good or malicious behaviours.

b) At each step, after observing the events gen-
erated by the users, each CP reports the
behaviour of a user as follows:

o Positive vote: It indicates that the CP
perceives the user as a good user.

e Negative vote: It indicates that the CP
perceives the user as a malicious user.

c) After the RMM received the votes for a user,
it calculates the user’s reputation as follows:

i) If a user receives more positive votes
than the negative votes then its reputa-
tion is increased.

ii) If a user receives less positive votes than
the negative votes then its reputation is
decreased.

iif) If a user receives equal number of pos-
itive votes and the negative votes then
its reputation remains the same.

4) In each step, after updating the reputation of the
users, the RMM updates the reputation of the CPs
as follows:

a) for each group of multi-tenant users, if repu-
tation of all users are increased or reputation
of all users are decreased then, the CP’s
reputation is increased.

b) For each group of multi-tenant users, if rep-
utations of some users are increased (de-
creased) and the same for the rest of the
users are decreased (increased) then, the CP’s
reputation is decreased.

Note that, a CP’s reputation depends on its correct
segmentation of the users, i.e., partitioning the users into
groups (each group is a set of multi-tenants, i.e., share
resources among themselves) where a good user should be
in a group with only other good users and a malicious user
should be in a group with other bad users. The correctness
of a CP’s segmentation of the users is determined by the
change of reputation of the users. If it has placed only
good users in a group then the reputation of the users in
that group will increase (as other CPs vote for the bad and
good users) and if it has placed only bad users in a group
then the reputation of the users in this group will decrease.
Thus a CP’s reputation increases when the reputations of
all users in a group either increase or decrease. But if the
CP has placed both the good and the bad users in the same
group then the reputation of some users will increase and
the reputation of other users will decrease. Hence, a CP’s
reputation decreases when the reputations of some users in
a group increase and reputations of other users in the same
group decrease.
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‘ Change reputation of the CPs ‘ (5)

Fig. 1. The RMM is as follows:(1) each CP groups the users into sets of
multi-tenants, (2) performance and activities of all users are monitored,
(3) based on these observations the CPs vote (positive or negative) on
each user and (4) finally, based on the change in the reputation of each
user in a group the reputation of the CP’s are changed.

3.2 Formal model

We denote a set of n cloud providers as C = {ci,..
and a set of m users as U = {uyq,..
following;:

-yCn}
., U }. We assume the

e Any misbehaviour of a user is detected by its host,
i.e., the CP that hosts its virtual network.

e There is an initial reputation of the users, denoted
as R(u;) € [0,1]. Reputation 0 indicates that the
reputation of the user is the minimum and reputation
1 indicates that the reputation of the user is the max-
imum. All CPs know this initial reputation values of
the users.

e There is an uniform initial reputation for all CPs.
Reputation of the CPs is denoted as R(c¢;) € Rsg
(positive real number).

o If a user misbehaves then, its host should report such
misbehaviour to the RMM.

o Each CP generates a k > 1 partition over the users,
denoted as m = {71, ..., 7 }. The set of users in each
m; shares at least an edge or a vertex in the physical
network.

o Each CP informs the partition 7 to the RMM and we
assume that it can not be manipulated, i.e., the report

about the partition is always true.
e A CP can misreport the behaviour of the users.

First we define the virtual network embedding which is
a function that associates physical resources with the virtual
network request.

Definition 1. (Virtual network embedding) Given a virtual
network request G = (VB ER), vertex weight function
WE: VE s R. g and edge weight function W : ER — R,
a virtual network embedding f, maps G to a physical network
G = (V, E) with vertex weight function Wy : V +— Rs¢ and
edge weight function Wy : E — Ry such that the following
holds:

1)  For each vertex vy € VT there exists a subset S C V
such that f(vy) = S.

2) For each wvertex vy €
ngef(vl) Wi (02)'

3) Foreachedge ey € E¥ there exists a subset S C E such
that f(v1) = S and if |S| > 1 then S is a connected
path.

4) Foreachedgee; € ER, W (ep) < Deref(er) Wile2).

Note that, the above virtual network embedding process
does not offer computational resources exclusive to the
users, rather they share computational resources. We parti-
tion the users based on sharing of computational resources.
According to this partition, if two users share a resource
then they reside in the same group.

VR, WlR(’Ul) S

Definition 2. (Partition over the users) The set of users hosted
by a CP ¢; will be denoted as U(c;) C U. A partition over U(c;)
into k > 1 sets will be denoted as m = {1, ..., 7} such that
the following holds:

e foreach pair of users uy and us in any set m; with virtual
network requests Gt = (V! EY) and G* = (V2 E?),
either f(VY) N f(V?) # Dor f(EY) N f(E?) # 0.

o Forany mNm; =0 forany i # j.

Now, we define the user’s reputation as follows:

Definition 3. (User’s reputation:) (Refer to Figure 2) Let C be
a circle with center ¢, and radius r. C will be called the users
circle. The lines Ly, and L, are the x and the y axis respectively.
Each user is assigned two points on the circumference of the
user’s circle, for example in Figure 2 two points are a and b.
Reputation of the users is given by the angle Z(a, ¢y, b) such that
the following holds:

o Initially, for all users, Z(a,cy,0) = Z(b,cy,0) > 0
where o is the point of intersection between the circum-
ference of C and L,,.

e The reputation of each wuser is in the
tan(Z(a, ¢y, 0)/2) — tan(Z£(b, ¢y, 0)//2).

o We restrict Z(a,cy,0) or Z(b,cy,0) in the range
[0°,90°]. Hence, the reputation is of each user is in the
range [—1, 1.

o The points a and b are user’s point.

range

Next we define the process to change a user’s reputation.
We change a user’s reputation using CP’s report about its
behaviour.

Definition 4. (Change in user’s reputation:) (Refer to Figure
2) A user’s reputation is changed as its host CP reports positive
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Fig. 2. Reputation of CPs and users.

or negative feedback about it. A CP can either vote positive or
vote negative. Let € > 0 be a small positive rational number. If
the CP has provided a positive vote then the angle Z(a, cp,0) is
increased by € and if it has provided a negative vote then the angle
Z(b, ¢p, 0) is increased by €. Hence if a user received positive vote
then its reputation is increased and if it receives negative votes
then its reputation is decreased.

Now we define the CP’s reputation using figure 2.

Definition 5. (CP’s reputation:) (Refer to Figure 2) Given the
user’s circle C, each CP c; is assigned a circle C; such that its
center is ¢, (point of intersection between the line L, and L})
and its radius is r'. The reputation of the CP ¢; is the radius of
the circle C;. This circle is called CP circle.

Now we define the dependencies between a CP’s repu-
tation and the user’s reputation.

Definition 6. (Association between CP’s and user’s reputation)
(Refer to Figure 3) If a CP c; has hosted the user u; with user’s
points a and b then we assign two lines to the CP c; as follows:

o Lines are (a1, a2) and (by,bs).

e Find the point a1 (by) on the circumference of the CP circle
C; as the point of intersection between the line (a,cp)
((b, cp)) and the circumference of the CP circle C;.

o These lines (ay,as) and (by, bs) will act as the association
between the CP’s and the user’s reputation. Using this as-
sociation we will change a CP’s reputation from the change
in a user’s reputation (discussed in next definition).

From the definition of relation between a CP’s reputation
and the user’s reputation, next we define the change in a

Fig. 3. Association between the user’s reputation and the CP’s reputa-
tion.

CP’s reputation due to changes of the user’s reputations.

Definition 7. (Change in CP’s reputation for one user) (Refer to
Figure 4) Let §(u;, c;) denotes the change in reputation of the CP
¢; as the reputation of the user w; changes. We calculate 6(u;, c;)
as follows:

o Let u; has received positive votes and the angle Z(a, ¢, 0)
is increased to angle Z(a’, ¢y, 0).

o Let af be the point of intersection between the line (a’, cp)
and circumference of the CP circle of c;.

o We draw a parallel line from o} w.r.t the line (a1, az) and
let this line intersects the line L}, at ab.

o 0(uj,c;) is the length of the line segment (a4, as).

Similarly, 6(uj, ¢;) is calculated if u; has received negative votes.

We illustrate the change in ¢;’s reputation as the result of
changes in a user’s reputation in Figure 4. Figure 4 (a) shows
the change as the user receives positive votes and Figure 4
(b) shows the change as the user receives negative votes.
Note that, as the user receives more positive (or negative)
votes, the reputation of the CP is increased more.

Definition 8. (Change in CP’s reputation for partition over the
users) (Refer to Figure 4) Let the CP c; partitions the users into
the sets as follows m = (71, ..., m). For each set m;, we calculate
the change in the CP’s reputation as follows:

o Let 'S C m; are the users who have received positive votes
and T' C m; is the set of users who have received negative
votes (SUT = ;).

o Foreach uj € m;, we calculate 6(u;, ¢;).
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Fig(b)

Fig. 4. Change in CP’s reputation if it hosts one user.

o The change in c;’s reputation due to change in rep-
utation of the users in m;, denoted as A(m;,u;), is

(S5 0(u,e) = Xy e (o)
Finally, the total change in CP
Zﬂ'iEﬂ'A(ﬂ-i7ci)'

Following the above procedure of changing the CP’s

¢i’s  reputation is
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reputation from its partition over the users, we observe the
following;:

Lemma 1. Let there are two partitions m = (1, ..

7' = (m,...,m},) such that the following holds:

., ) and

1) Ineach set (m; € ), most of the users who have received
positive votes ( or most of the users who have received
negative votes).

2) In each set (m; € 7'), the number of users who have
received positive votes is almost equal to the number of
users who have received negative votes).

The increment in the CP’s reputation from partition T is more
than the same for the partition '

Now we define the types of CPs. A CP may be a rational
CP or an irrational CP or an opportunistic CP.

Definition 9. (Adversary) We define three types of behaviours of
the CPs as follows:

e Rational CP: These CPs correctly separate the good users
from the bad users. Also, they report the true behaviour
of the users, i.e., if a user misbehaves then its provides a
negative vote for it otherwise it provides a positive vote.

o Irrational CP: These CPs incorrectly separate the good
users from the bad users. Also, they misreport the true
behaviour of the users, i.e., either they report positive vote
for all users or negative vote for all users in a partition.

e Opportunistic CP: These CPs also, incorrectly separate
the good users from the bad users. They misreport the true
behaviour of the users as follows: let the opportunistic CP
partitions the users into k sets as m = {m1,...,m}. For
any set ;

1) If the majority of users in m; behave well, then it
reports positive vote for all users in ;.

2)  If the majority of users in m; misbehave, then it
reports negative vote for all users in ;.

4 ANALYSIS

In Lemma 1 we estimate the change in a CP’s reputation
due to the change of a user’s reputation.

Lemma 1. If the CP c; hosts the user u; with user points A and
B and if u; receives positive votes then, the following holds

0(uj,c;) =1 *cosby* (1 —sinfy)cosfy —r + 7 *sin (62)

)

where r is the initial reputation of c;, 20, and 205 are the positive
vote angle of u; before and after it receives the positive votes.

Proof. The scenario is illustrated in figure 5. The share angle
changes from 46; to 46, as the share points are changed
from (A, B) to (Al,B1). Note that the angles ZAl,c,,0
and ZA,c,,0 are 3 and 6; respectively. The share lines
are changed from (z,a) to (21,al). Hence the change in
the radius of the buyer’s circle is the length of the line
segment zz1. We calculate the length of the line segment
zz1 as follows: Note that, Zcp, 21,a1 = Zcp, z,a = 0. In the
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z1 [z 3 EX »

b1
a b
Cu
~—
26,
IN B1
26,
B
A
[0
Fig. 5. Proof of Lemma 1
triangles Aabc, and Aac,z,
ab
—— =g¢in 91
acy
xep = ab =1 xsin6,
rz =1 —71*sinf;
Also,
cpb
2~ — cosb,
acy
xa = cpb = rcos
In the triangle, A(zaz)
za rcos 6 cos 0
tanf = — = - = ;
rz 1T —r*sinf 1 —sin#,

In the triangle, A(al,b1,c¢,)

yay
cos bty = =— ya; = r xcos by
r

T % COS O9 cos 01
tanf = = -
Y21 1 —sinf;
r* cosfsy x (1 —sinb,)
Yz =

cos 0
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@)

®)
(4)

©)
(6)

@)

®)

)

(10)

8
In triangle A(a1,y, ¢p),
0
tan (90 — 03) = rreost (11)
Ycp
T % COS g
o= PP
Y tan (90 — 65)
Hence,
T % COS O
A i 12
T tan (90 — 6,) (12)
2z1 = Y21 — Yz (13)
o T * cosfy x (1 —sinfq) — 7 % cOS Oy
te cos 0 tan (90 — 62)
7% cosfy *x (1 —sinfy) 7 % cos O3 * sin (63)
zZZ1 = —
cos 0 cos (62)
0 * (1 —sinf
ZZl:r*cos 5 % (1 —sin 1)—r+r*sin(92) (14)
cos 0
O

Using Lemma 1, in Theorem 1 we prove that rational
CPs get better reputation than irrational and opportunistic
CPs.

Theorem 1. Let,

o therearen CPs cy,...,Cp, and m users uy, . .., Un.

o Among the CPs, there are K rational CPs, Ky irrational
CPs and K3 majority irrational CPs.

o There are ly good users and ly malicious users.

o There are k buckets. The maximum capacity is Kmag.
Each bucket represents a set of users who are co-tenants.
Capacity indicates the maximum number of users that can
share the resources. It is assumed that, k * k,,qz > ™.

If,

m— 2

K1 > K2 — Kg
then, the rational CPs will get higher reputations than the irra-
tional or opportunistic CPs.

Proof. The CPs are using the following configuration:

o (Irrational CPs:) There are z' buckets. Each bucket
has kyqz users and 21 * kyap = M.

o (Rational CPs:) There are 2% = 2'2 + 222 buckets. It is
using z'2 buckets to accommodate good CPs and 2%?
buckets to hold malicious CPs. 22 % 2,45 = [ and
222 % Zpmaw = lo.

« (Majority irrational CPs:) There are 2z buckets. Each
bucket has kj,q, users and z! kg0 = m.

At any step, for any good user the following holds:

e Allrational CPs provides a positive vote. Thus it gets
K positive votes.

e The expected number of irrational CPs that provide
negative and positive feedbacks are K5/2 and Ko /2.

e In its bucket chosen by a majority irrational CP, the
expected number of good CPs is ll“% and the
expected number of malicious users is l2*i§"““” It gets
a positive vote if L*Zmaz > l2#Zmas otherwise it gets
a negative vote.
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At any step, for any malicious user the following holds:

e Allrational CPs provides negative votes. Thus it gets
K negative votes.

e The expected number of irrational CPs that provide
negative and positive feedbacks are K5/2 and K5 /2.

o In its bucket chosen by a majority irrational CP, the
expected number of good CPs is ll“% and the
expected number of malicious users is W% It gets
a positive vote if L*Zmaz > l2*Zmas otherwise it gets
a negative vote.

Assume that, [{ > 5.
For rational CP, the expected positive and negative votes
in a bucket consisting good users are as follows:

Irrational CPs

Rational CPs =~ Opportunistic CPs
= K> =
D — votes :kmaz[ K + 7 + Ks ]
Irrational CPs
K
2
n — votes =kmaz| - ]
(15)

For rational CP, the expected positive and negative votes
in a bucket consisting malicious users are as follows:

Irrational CPs
K
2
p — votes =kmaz| 5 ]
Irrational CPs
Opportunistic CPs
Ky

=
+ K ]
(16)

Rational CPs

~~
n —votes =kma.| K1 +

Thus the change in the CP’s reputation from the buckets

with good users is:
P — Change = k| K1 + K3 (17)

Thus the change in the CP’s reputation from the buckets
with malicious users is:

n — Change = kpaz [K1 + K3 (18)

Hence its reputation in one step becomes:
2% % (ko (K1 + K3]) - (19)
*[T*COSGQ*(I—Sinﬂl) Crbrasin(@). (0)

cos 0

In any bucket of the irrational CP, the expected size of
good users is % and the expected size of malicious users
is Fmasl2 For an irrational CP, the expected positive and

m
negative votes in any bucket for the good users is

Irrational CPs

Rational CPs Opportunistic CPs
k l ~= K =~
e I RN
Irrational CPs
=
o votes _Hmast B2
m 2
(21)
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9
The same for the malicious users is:
Irrational CPs
k l K.
2 2
P —wvotes =—"C 2 =]
m 2
Irrational CPs
Rational CPs A~ Opportunistic CPs
k lo ~= K5 A
n—wvotes =—2Z2[ K} 4+ ==+ K ]
m 2
(22)

Thus for any bucket, the irrational CP gets the following
number of positive votes:

kmazle K2, | kmaal K.
e (2] 4 S[K+ ]

p — votes = + =+ K4
m 2 2
kEmazl K. kmazl K
n — votes = 22+ 2Ky + =2 + K3] (23)
m 2 m 2
Hence its reputation becomes:
kmam(ll - 12) KZ kmaz(ll - 12) KZ
1, (Fmaz\t1 —02) A2, | Fmazill —t2) A2
oy [T B2 1+ 52+ K]
1_si
*[T*COSGQ*( sin 0y) ot sin ().

cos 01 1)

Equation 24 also holds for the opportunistic CPs. Note
that,

K

1 K1+ -+ K|

5 *[kmam(ll_l2)[&]+ kmaz(ll_ZZ)

m 2 m
kmaz(lh —12) [ K. K
= oty a2 By Koy

m 2
knLaw l _l
221*7(7; 2)[K1+k2+K3]

(25)

We need to show,

2’2 * (kmaa:[Kl —+ K3]) > Zl *

kmaw(ll - 12) [Kl + k‘2 + Kg}
m

li—1
22[Ky + K3)) > 2! « %[Kl + ko + K3]
(26)
Note that,
22> 2L

This is because, as the rational CP needs to separate the
good users from the malicious users it needs at most one
more bucket than the irrational or opportunistic CP. Thus,
we need to satisfy the following;:

1 —1
[K1+K3] > %[K1+K2+K3]

K1 - (h _12>] > (h;llz)[Kz-i-Kg] - K3

m
K1 — (b= 12)] Ul ) (1- thi-lz) l2))K3
m m m

m (11712)
K Ky — K
1>m—(11—l2) m 2 3

1 — 1y

K — Ky, — K
1>m—(ll—l2) 2 3

(27)
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Assuming there is at least one malicious user,

m — 2
Ki>——— Ky — K-
1 m— (m—2) 2 3
—2
K> 22K, — Ky (28)
O

Finally, we prove that a good user gets better reputation
than a malicious user.

Theorem 2. A good user will get better reputation than a
malicious user.

Proof. Using equation 15, the reputation of the good user in
each step is changed by:

(K1 + K3
(29)

Using equation 30 the reputation of the malicious users is
changed by:

—[K1 + K3
(30)

Hence, reputation of good users get better than the reputa-
tion of the malicious users. O

5 EXPERIMENTAL RESULTS

We simulate the federated cloud as follows:

e There are 30 CPs. A CP can be (a) a rational CP, (b)
an irrational CP or (c) an opportunistic CP.

e There are 200 users. A user can be either a good user
or a malicious user.

e We assume that each CP hosts all users.

e Each CP partitions the users into 10 groups (each
group represents a set of co-tenants). The rational
CPs do not place a good user in the same group with
a malicious user. But irrational and opportunistic CPs
group the users randomly.

We simulate the RMM and the interaction between the CPs
and the users as follows:

1) First, each CP partitions the users into groups. It
is assumed that users belonging to the same group
share computational resources.

2) Atevery step,

a) Each CP observes the behaviours of the
users.

b) And, it reports their behaviours to the RMM
as positive votes or negative votes.

c) After receiving the votes from the CPs, the
RMM calculates the reputation of the users
using Definition 3.

d) After receiving the votes from the CPs, the
RMM calculates the reputation of the CPs
using Definition 8 and Lemma 2.

In Figure 6 and 7 we show the outcome of the simulation
with 10 rational, 10 irrational and 10 opportunistic CPs.
There are equal number of good and bad users. Figure 6

10

shows the average reputations of the rational, irrational and
opportunistic CPs. It clearly shows that the reputation of
the rational CPs are better than irrational and opportunistic
CPs. Figure 7 shows the reputation of the good and the
malicious users. It clearly shows that, the good users get
better reputation than the malicious users. Note that, the
difference between the mean reputation of the irrational
and the opportunistic CPs is very small and almost indis-
tinguishable.

6e+05
l

5e+05
!

—— Rational CPs
—+— Irrational CPs
—o— Opportunistic CP|

CP Reputation
3e+05 4e+05
| |

2e+05
!

1le+05
!

0e+00
|

Rounds

Fig. 6. There are 10 rational, 10 irrational and 10 opportunistic CPs.
There are equal number of good and bad users. Plot shows the reputa-
tion of the CPs. Y-axis shows the reputation of the CPs.

Next, we increase the number of rational agents in next
two experiments. Figures 8 and 9 shows the outcome with
12 rational, 8 irrational and 10 opportunistic CPs. There are
equal number of good and bad users. It also shows that the
reputation of the rational CPs is better than the same for
irrational and opportunistic CPs and the reputation of good
users is better than the reputation of malicious users.

We get the same results (Figures 10 and 11) with 15
rational, 5 irrational and 10 opportunistic CPs and equal
number of good and bad users. But it shows that, the
difference between the reputation of rational CPs and other
types of CPs gets bigger as the number of rational CPs is
increased.

By decreasing the number of rational agents beyond 10
we found that the difference between reputation of rational
and irrational ( or opportunistic) CPs is negligible. Hence in
this simulation, we claim that the RMM remains functional
if the number of rational CPs is at least one third of the
entire population of the CPs.

6 CONCLUSION

Co-tenancy makes cloud computing affordable but it also
introduces new risk from malicious co-tenants. A user de-
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Fig. 7. There are 10 rational, 10 irrational and 10 opportunistic CPs.
There are equal number of good and bad users. Plot shows the reputa-
tion of the Users.
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Fig. 8. There are 12 rational, 8 irrational and 10 opportunistic CPs. There
are equal number of good and bad users. Plot shows the reputation of
the CPs.

pends on the CP for allocation of safe co-tenants. Our objec-
tive in this paper is to develop a RMM that encourages CPs
to make correct segmentation among good and malicious
users, i.e., a good user gets only other good users as co-
tenants. The existing RMMs for cloud computing do not
consider this criteria to evaluate reputation of the CPs. The

11

1.0

—e— Good user
—+— Malicious user|

0.8

0.6

0.4

User Reputation

0.2

0.0

Rounds

Fig. 9. There are 12 rational, 8 irrational and 10 opportunistic CPs. There
are equal number of good and bad users. Plot shows the reputation of
the Users.

—— Rational CPs
—t+— Irrational CPs
—o— Opportunistic CP|

CP Reputation
150
!

0 20 40 60 80 100

Rounds

Fig. 10. There are 15 rational, 5 irrational and 10 opportunistic CPs.
There are equal number of good and bad users. Plot shows the reputa-
tion of the CPs.

existing RMMs for cloud computing use traditional aggre-
gation of feedback from users to rate the CPs. In this paper
we have developed a unique RMM that encourages CPs to
differentiate between good and malicious users and assign
resources in such a way that they do not share resources.
Using analytical and experimental evaluations we show the
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11. There are 15 rational, 5 irrational and 10 opportunistic CPs.

There are equal number of good and bad users. Plot shows the reputa-
tion of the Users.

correctness of the proposed RMM.
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